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CHAPTER

ONE

PLIXER SCRUTINIZER - OVERVIEW

1.1 What is Plixer Scrutinizer?

Plixer Scrutinizer is a network monitoring and analysis appliance that collects, interprets, and contextual-
izes data from every digital exchange and transaction to deliver insightful network intelligence and security
reports.

1.2 How does Plixer Scrutinizer work?

Plixer Scrutinizer collects network-related metadata from existing infrastructure, such as switches, fire-
walls, and packet brokers, and consolidates the information into a single unified database through efficient,
dynamic correlation. Combined with a modern, hierarchical architecture, this allows the system to scale up
and process millions of flows per second and report the meaningful, actionable data your IT professionals
need via an intuitive web interface.

Plixer Scrutinizer is available as a rack-mountable hardware appliance or in virtualized ESX-, Hyper-V-,
KVM- or AWS-based packages.
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1.3 Main features

Reduces NetOps and SecOps complexity
Gain actionable insights from immense volumes of raw flow data via accessible, context-aware
visualizations and reports.

Delivers essential network metadata when you need it
Get accurate, up-to-date statistics covering bandwidth, application, and user utilization that extends
from clients through to the cloud with industry-leading reporting protocols.

Continuously monitors traffic for any irregularities
Combine proactive thresholds, alerts, and open RESTful APIs with comprehensive DDoS attack
detection to build dynamic and streamlined event response strategies.

Minimizes downtime and loss of revenue
Gain true end-to-end visibility with real-time database updates that quickly identify root causes and
reduce time-to-resolution metrics.

Maximizes efficiency with intelligent detection and reporting
Leverage the Al-backed capabilities of the Plixer ML Engine for intelligent threat and anomaly
detection.

Advanced integration with other Plixer products
Seamlessly combines Plixer Scrutinizer with other Plixer products to get the exact functionality you
need for your environment.

2 1. Plixer Scrutinizer - Overview
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TWO

DEPLOYMENT GUIDES

This section contains guides for the installation/deployment and initial setup of the different types of Plixer
Scrutinizer appliances.

Note: Prior to deploying Plixer Scrutinizer and other Plixer One platform products, ensure that firewall
rules are correctly configured based on this table.

2.1 Hardware appliance

After removing the Plixer Scrutinizer hardware appliance from its packaging, verify that all accompanying
accessories (rackmount kit, appliance-locking bezel and keys, and power cord) are included. The appliance
can be mounted in a standard 19-inch rack or cabinet.

Important: If your box arrives torn, dented, or otherwise damaged, the appliance itself seems damaged,
or there are missing parts, contact Plixer Technical Support immediately and do not attempt to install
the unit.

From there, follow these steps to set up the Plixer Scrutinizer hardware appliance:
1. Refer to the port labels to identify the ports to be used on the rear panel of the appliance:

* iDRAC
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e Serial

* VGA

USB Type-B x 2

L]

10GbE SFP x 2 (1 and 2)

1GbE RJ45 x 2 (3 and 4)
* Power supply x 2

2. Connect the power cable to one of the power supply sockets and plug the other end to a grounded
AC outlet or UPS. To take advantage of the redundant PSUs, ensure that each socket is connected
to an independent power source.

3. Depending on the bandwidth requirements of the environment, connect the appliance to the network
using either RJ-45 or fiber optic cables. Unused ports may be left uncabled, but connecting both
ports of either pair is recommended for high availability.

4. [Optional] Connect the iDRAC port to a remote access controller using an RJ-45 cable to enable
remote console access for hardware management and monitoring. Contact Plixer Technical Support
for help with configuring alerts for hardware-related events.

5. Using the additional ports provided, connect a monitor and keyboard to use during the appliance’s
initial setup.

Once the Plixer Scrutinizer hardware appliance has been set up and cabled, proceed to configuring the
appliance.

Note:
* The Ethernet port pairs are configured for adapting load balancing (bonding mode 6).

* The iDRAC virtual console can also be used for the appliance’s initial setup.

4 2. Deployment Guides
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2.2 Virtual appliances

Plixer Scrutinizer is available in standard virtual appliance packages for VMware ESXi, Microsoft Hyper-
V, and KVM environments. An Amazon Machine Image (AMI) for Amazon Web Services (AWS) is also
available.

All Plixer Scrutinizer virtual appliance types are available through Plixer or a local reseller, who will assist
you with acquiring the evaluation or subscription license key required to activate the product.

Note: Scrutinizer virtual appliance packages are also available for download from the Plixer Customer
Portal.

System requirements:

Plixer Scrutinizer virtual appliances have the following basic system requirements:

Compo- Minimum (for trial installations) | Recommended (for production environ-
nent ments)

Memory 16 GB 64 GB

Storage 100 GB 1+ TB 15K RAID 0 or 10 configuration
Processor 8 CPU cores , 2.0+ GHz 12 CPU cores, 2.0+ GHz

To ensure optimal performance, Plixer Scrutinizer virtual appliances should be provisioned with dedicated
rather than shared resources, especially in environments where higher flow rates are expected. Hardware
appliances, which are designed to support extremely large exporter counts and flow volumes, are recom-
mended for large-scale enterprise networks.

Note: In clustered virtual environments where the hostname and MAC address of the VM can be changed,
assign a static MAC address to the Plixer Scrutinizer NIC to avoid license key issues.

2.2.1 AWS (AMI)

This Plixer Scrutinizer virtual appliance deployment guide for AWS is divided into the following subsec-
tions:

2.2. Virtual appliances 5
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Deployment guide - AWS
After subscribing to the service via the AWS Marketplace product page, deploy the Plixer Scrutinizer AMI
by creating/launching a new EC2 instance with the following configuration:

* Names and tags: Configure the name, resource types, and optional tags for the instance.

* Application and OS images: Select the Plixer Scrutinizer AMI from the My AMIs tab.

* Instance type: Select C5.2xlarge for flow rates up to 10,000 flows per second (contact Plixer Tech-
nical Support for assistance if the expected flow volume exceeds that).

» Key pair: Select or create a new key pair to assign to the instance.

* Network settings: Select the VPC, subnet, and security group to assign the instance to.

Important: Because an active instance’s primary private IP address cannot be released, we rec-
ommend deploying the AMI with two NICs and using the secondary as the collection interface.

¢ Storage: Leave the the size of the root volume (/dev/xvda/) at the default 100 GB.
* Advanced details: Set Shutdown behavior to Stop and Termination protection to Enabled.

After the instance has been launched, access the Plixer Scrutinizer web interface via the instance’s primary
private or public IP address, and then proceed with adding a license.

Note: Use the following command to SSH to the server as the plixer user after the instance has been
launched:

ssh -i PATH_TO_KEY/key.pem plixer@SCRUTINIZER_IP

Expanding database size for AWS

To expand the database size for a Plixer Scrutinizer AMI, create one or more additional EBS volumes in
the same availability zone and attach them to the instance.

These volumes can then be made available to Plixer Scrutinizer by following these instructions.

Note: set partitions will need to be run from the scrut_util/SCRUTINIZER> prompt for each addi-
tional drive attached to the instance:

6 2. Deployment Guides
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set partitions

Adding instance resources

Follow these steps to change the Plixer Scrutinizer instance type to increase CPU and RAM allocations:

1. SSH to the instance as the plixer user and stop all services via scrut_util:

SCRUTINIZER> services all stop

2. Power off the OS:

shutdown -h now

3. Stop the instance. If an Elastic IP was assigned, note the instance ID and Elastic IP address before-
hand.

4. Change the instance type and restart the instance following this guide.

5. Verify that a new public DNS (IPv4), Private DNS, and Private IPs have been assigned. The Elastic
IP address should also be re-assigned to the instance ID if necessary.

After the instance has been reconfigured, SSH to the Plixer Scrutinizer IP address as the plixer user and
run the following scrut_util command to re-tune the system:

SCRUTINIZER> set tuning

2.2.2 ESXi

This Plixer Scrutinizer virtual appliance deployment guide for ESXi environments is divided into the
following subsections:

2.2. Virtual appliances 7
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Deployment guide - ESXi
To deploy the Plixer Scrutinizer virtual appliance in ESXi, take note of the following additional require-
ments and proceed with the subsequent setup process:
Additional requirements for ESXi deployments:
* ESXi 6.7 U2+
* VMware vSphere or vCenter
Deploying the OVF template

1. Contact Plixer Technical Support and use the link they provide (https://files.plixer.com/PACKAGE _
PATH_AND_FILENAME) to download the latest VMware virtual appliance package.

Note: The latest VMware virtual appliance package is also available for download from the Plixer
Customer Portal.

[\

. Extract the contents of the package to a location on the ESXi server.

w

. In vSphere or vCenter, right-click the host to deploy the appliance to and select Deploy OVF Tem-
plate from the menu.

. Select Local file and browse to the Plixer Scrutinizer OVF and VMDK files before clicking Next.

TN

. Provide a name for the Plixer Scrutinizer virtual appliance and continue to follow the deployment
wizard.

)}

. When prompted, select the datastore, set the disk format to Thick Provision and click Next.

3

. After selecting the network to be used by the virtual appliance, verify the configuration in the sum-
mary before clicking Finish to import the Plixer Scrutinizer virtual appliance. This may take a few
moments.

(o]

. Before powering on the Plixer Scrutinizer virtual machine, assign a static MAC address to the NIC
for licensing purposes:

a. Right-click on the VM and select Edit Settings. . .

b. Select the network adapter, set the MAC address to Manual, and enter a unique MAC address
to assign to the virtual machine NIC.

c. While on this page, adjust the other virtual hardware settings to match the recommended spec-
ifications outlined in the environment sizing guides if necessary.

d. Click OK to save the current configuration and return to the previous page.
9. Right-click on the Plixer Scrutinizer virtual machine to power it on.
10. After the appliance boots up, click the console preview window and select Open Remote Console.

From the console, you can now log in to the Plixer Scrutinizer virtual appliance (using
plixer:scrutinizer) and proceed with the basic configuration process.

8 2. Deployment Guides
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Upgrading the VM hardware version

To upgrade the hardware version of the virtual machine to the latest version of ESXi, follow these steps:
1. With the Plixer Scrutinizer virtual machine powered off, right-click on it in vSphere or vCenter.
2. Under the Compatibility submenu, select Upgrade VM Compatibility.
3. When asked, click Yes to continue with the virtual machine upgrade.
4. Once the process is complete, power on the virtual machine.

The Plixer Scrutinizer virtual appliance VM will boot up with the latest ESXi hardware version available.

Expanding database size

Depending on the volume of NetFlow data that will be forwarded to the Plixer Scrutinizer virtual appliance,
it may be necessary to allocate additional storage space for its database.

This process is divided into several tasks:
Adding a hard drive to the Plixer Scrutinizer virtual machine

1. Power off the Plixer Scrutinizer VM by either logging in and issuing the sudo shutdown -h now
command or via the power menu in VMware Tools.

2. Right-click on the virtual machine and select Edit Settings. ..
3. Click Add New Device and select Hard Disk from the dropdown.

4. Expand the New Hard disk settings, and select the type of disk provisioning and adjust the disk
capacity before clicking OK.

5. Right-click the Plixer Scrutinizer virtual machine and power it on.

Once the hard drive has been added, it will need to be set up for use by the Plixer Scrutinizer virtual
appliance.

Configuring Plixer Scrutinizer to use the new drive
1. Log in to the Plixer Scrutinizer virtual appliance as the plixer user.

2. Launch the interactive scrut_util by entering the following at the prompt:

2.2. Virtual appliances 9
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scrut_util

3. At the SCRUTINIZER> prompt, enter show diskpace to view the current size of the database
mounted on /var/db and then use show partitions to view the available disks.

4. Still at the SCRUTINIZER> prompt, issue set partitions <new_partition>to make the added
hard drive available to the Plixer Scrutinizer virtual appliance.

5. When prompted, select whether or not you have a backup of your data.
Wait for the operation to complete automatically before proceeding to the next task.
Verifying the new filesystem size
To confirm that the new hard drive has been successfully added, enter the show diskspace command

again at the the SCRUTINIZER> prompt. The new size of the database should reflect the additional space
added with the new hard disk.

2.2.3 Hyper-V

This Plixer Scrutinizer virtual appliance deployment guide for Hyper-V environments is divided into the
following subsections:

Deployment guide - Hyper-V

To deploy the Plixer Scrutinizer virtual appliance in Hyper-V, take note of the following additional require-
ments and proceed with the subsequent setup process:

Additional requirements for Hyper-V deployments:
* Generation 2 Hyper-V VM
* Hyper-V 2012
* Hyper-V Manager

Deploying the Hyper-V virtual appliance

10 2. Deployment Guides
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1. Contact Plixer Technical Support and use the link they provide (https:/files.plixer.com/PACKAGE_
PATH_AND_FILENAME) to download the latest Hyper-V virtual appliance package.

Note: The latest Hyper-V virtual appliance package is also available for download from
the Plixer Customer Portal.

2. Extract the contents of the package to a location on the Hyper-V server.
3. In Hyper-V Manager, right-click the virtual machine to use, and select Import Virtual Machine. ..
4. Browse to the location of the Scrutinizer_Hyper-V folder.
5. Select the Scrutinizer_Hyper-V virtual machine file and click Next.
6. Use the radio buttons to select the import operation type and click Next.
7. Verify the settings in the summary and click Finish to import the virtual machine.
8. Right-click on the Plixer Scrutinizer virtual machine and select Settings. ..
9. In the Settings menu, set the Startup RAM: to 16 GB (if not already set).
10. Select a network adapter and assign it to the appropriate virtual switch.
11. Expand the network adapter settings, select Advanced Features, and set the MAC address to Static.
12. Enter a unique MAC address and click OK.
13. After starting the virtual machine, right-click on it and select Connect.

From the console, you can now log in to the Plixer Scrutinizer virtual appliance (using
plixer:scrutinizer) and proceed with the basic configuration process.

2.2. Virtual appliances 11


https://files.plixer.com/PACKAGE_PATH_AND_FILENAME
https://files.plixer.com/PACKAGE_PATH_AND_FILENAME
https://plixer.sharepoint.com/sites/product/Wiki/External_Downloads.aspx?clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiI0OS8yNTA0MTcxOTMwOSIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3d%3d&CT=1747139820583&OR=Teams-HL&ovuser=dc941f2d-c470-4728-8910-fb11111d215f%2cMatt.Johnson%40plixer.com&SafelinksUrl=https%3a%2f%2fplixer.sharepoint.com%2fsites%2fproduct%2fWiki%2fExternal_Downloads.aspx&SafelinksUrl=https%3a%2f%2fplixer.sharepoint.com%2fsites%2fproduct%2fWiki%2fExternal_Downloads.aspx&SafelinksUrl=https%3a%2f%2fplixer.sharepoint.com%2fsites%2fproduct%2fWiki%2fExternal_Downloads.aspx&sdata=cS8wdVFxYWk3SlkySU1raWJFb2dDa1h0OXpwdUx3QUhGcHNuNm1BVmFMRT0%3d&xsdata=%3d

Scrutinizer Documentation, Version 19.6.1

Expanding database size

Depending on the volume of NetFlow data that will be forwarded to the Plixer Scrutinizer virtual appliance,
it may be necessary to allocate additional storage space for its database.

To add a hard drive to the Plixer Scrutinizer virtual machine, follow these steps:

1. Power off the Plixer Scrutinizer VM by logging in and issuing the sudo shutdown -h now com-
mand.

N

In Hyper-V manager, right-click on the Plixer Scrutinizer virtual machine and select Settings.
Under the IDE Controller settings, select Hard Drive and click Add.

Under Virtual hard disk:, click New to start the New Virtual Hard Disk wizard.

When asked to choose the disk format, select VHDX to allow for for expansion past 2 TB.
Continue to follow the wizard and provide the requested details.

Review the settings in the summary and click Finish to complete the operation.

® N kW

Power on the virtual machine and follow the these steps to configure the hard drive for Plixer Scru-
tinizer.

When done, verify that the new hard drive has been successfull added by entering show diskspace at
the SCRUTINIZER> prompt and confirming the new size of the database.

2.2.4 KVM

The Plixer Scrutinizer virtual appliance must be deployed in KVM 16 or higher.
Deploying the KVM virtual appliance

1. Contact Plixer Technical Support and use the link they provide to download the latest KVM virtual
appliance package:

curl -k -o PACKAGE_FILENAME.tar.gz https://files.plixer.com/PACKAGE_PATH
—PACKAGE_FILENAVME. tar.gz

Note: The latest KVM virtual appliance package is also available for download from the Plixer Customer
Portal.

2. Create a directory for the install:

12 2. Deployment Guides
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mkdir /kvm/scrutinizer_vm/

3. Extract the contents of the package to the new directory:

sudo tar xvzf PACKAGE_FILENAME.tar.gz -C /kvm/scrutinizer_vm/

4. Run the installation script in the new directory:

cd /kvm/scrutinizer_vm/PACKAGE_FILENAME
sudo ./install-kvm-scrut.sh

5. Wait for the confirmation that the virtual machine has been created from the image.
After the Plixer Scrutinizer virtual machine has been created, log in using the command virsh console

Scrutinizer with the credentials plixer:scrutinizer and proceed with the basic configuration pro-
cess.

2.2.5 Proxmox

To deploy the Plixer Scrutinizer virtual appliance in Proxmox, follow these steps:
Deploying the KVM virtual appliance

1. Contact Plixer Technical Support and use the link they provide to download the latest VMware
virtual appliance package:

curl -k -o PACKAGE_FILENAME.tar.gz https://files.plixer.com/PACKAGE_PATH
—PACKAGE_FILENAME. tar.gz

2. Extract the contents of the file and upload the *.vmdk file to a location that can be accessed by
Proxmox on the Proxmox server (.e.g., /var/lib/vz/template/).

3. Convert the vmdk disk image to a Proxmox-compatible format:

gemu-img convert -f vmdk -0 qcow2 FILENAME.vmdk Plixer_Scrutinizer.qcow?2

4. Create a new virtual machine in Proxmox with the following configuration:
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BIOS: OVMF (UEFI)
¢ SCSI controller: VMware PVSCSI

* Network adapter: E1000

CPU/memory: Recommended sizing
* Add a new EFI disk with default sizing

5. Import the disk via the CLI:

gm importdisk 100 /var/lib/vz/template/Plixer_Scrutinizer.qcow2 local -
—zfs

6. Attach the imported disk to the virtual machine:

gm set 100 -scsi® local-zfs:vm-101-disk-1

7. Delete the unused disk and start the VM.

After the Plixer Scrutinizer virtual appliance has been deployed, log in using the credentials
plixer:scrutinizer via the console and proceed with the basic configuration process.

Note:
e When attaching the imported disk, verify that its name matches what’s displayed in the GUI.

 The syntax in the instructions above should be modified to match the actual VMID and disk numbers
used.

2.2.6 Optimizing datastores

Plixer Scrutinizer environments with larger flow rates can be significantly impacted by insufficient disk
I/O throughput. For optimal performance, Plixer Scrutinizer virtual appliances should be deployed on a
dedicated 15K RPM RAID 10 datastore with the recommended capacity.

In environments with extremely high flow volumes, it is recommended to use the Plixer Scrutinizer hard-
ware appliance for its dedicated resources and higher collection rates.
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2.3 Plixer ML Engine

The Plixer ML Engine is deployed as part of Plixer One Enterprise environments, enabling Al-driven
monitoring and detection capabilities in Plixer Scrutinizer.

This section contains full deployment guides for the different types of appliances available.

Note: The guides below only apply to v19.5 of the Plixer ML Engine, which can only be paired with
Plixer Scrutinizer 19.6.0 and above. Deployment instructions for v19.4 of the engine can be found in the
Plixer Scrutinizer 19.5.3 manual. Contact Plixer Technical Support for assistance.

2.3.1 Pre-deployment preparations

The following preparatory steps should be completed before starting the deployment procedure for any
type of Plixer ML Engine appliance.

Deploying the Plixer Machine Learning VM

Use the template obtained with the Plixer One Enterprise license to deploy the Plixer ML VM locally.

This VM will function as a separate deployment host and includes all prerequisite resources. The Plixer
ML Engine environment will be deployed and managed from this VM.

Note:

 For vSphere multi-node deployments, the template should be added to vSphere. See the vSphere
multi-node cluster deployment guide for more information.

e [PuTTY] VT100 line drawing even in UTF-8 mode (under Settings > Window > Translation) must
be enabled for the setup wizard to be displayed correctly. Requested details can be pasted into the
prompts/dialogs using Shift+Insert.
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License and engine registration

Creating an authentication token

The Plixer ML Engine will require an authentication token for Plixer Scrutinizer, which can be created as
follows:

1. In the Plixer Scrutinizer web interface, navigate to Admin > Resources > ML Engines.
2. Click the + button to add a new ML engine.
3. From the dropdown, select the type of ML engine paired with your Plixer Scrutinizer environment:
e Single VM
* Amazon AWS
* Azure
* vSphere multi VM Cluster
4. Enter a name to assign to the engine, and then click Save.
After returning to the main view, click the name of the new ML engine and save/copy the primary reporter
address and authentication token shown in the tray. These will be required during the Plixer ML Engine
deployment process.
Confirming SSH credentials
To complete the appliance setup process, the Plixer ML Engine will need to establish an SSH session with
the primary reporter/server of the Plixer Scrutinizer environment. As such, the IP address of the primary
reporter and the plixer user password will need to be provided.
If a private SSH key is required, verify that the public key is configured on the primary Plixer Scrutinizer
reporter/server under /home/plixer/.ssh/authorized keys. The private key should also be acces-

sible from the machine hosting the Plixer ML Engine virtual appliance, as the path to the key will need to
be entered during the appliance setup process.

2.3.2 AWS (EKS)

After completing the pre-deployment preparations, follow the instructions below to set up the necessary
infrastructure and deploy the Plixer ML Engine in AWS.
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Additional prerequisites for AWS

* AWS TAM user secret access key ID and secret access key

* A VPC with two subnets for the deployment

Note:

* The Plixer ML VM (the deployment host) deployed as part of the pre-deployment preparations will
have all software prerequisites (Docker, Terraform, etc.) preinstalled.

* The setup scripts include an option to automatically set up a new VPC and will prompt the user to
enter the necessary information.

* For existing VPCs, the following requirements must be met:

— The VPC must have a DHCP option set with the option to use AmazonProvidedDNS for its
domain name servers.

— The VPC must have two private subnets on separate Availability Zones (AZs).

— If the subnets cannot access the Internet (no NAT gateway attached), set airgap_install in
/home/plixer/common/kubernetes/aws.tfvars to TRUE.

* For additional information on Amazon EKS VPC and subnet requirements and considerations, see
this article.

Hybrid cloud deployments

When pairing a Plixer ML Engine in AWS with an on-prem Plixer Scrutinizer environment, one of the
following methods should be used to enable connectivity between the two before starting the deployment
process.

AWS Site-to-Site VPN

Follow these instructions to create an AWS Site-to-Site VPN connection to allow communication between
the two deployments.

Direct access via public IP

A public IP address can be used to allow external access to the on-prem Plixer Scrutinizer deployment.
However, this will expose the Plixer Scrutinizer environment to the Internet via ports 5432, 22, and 443.

The public IP address must be entered when prompted by the setup scripts. The Internet gateway IP must
also be manually added to the Plixer Scrutinizer pg_hba. conf file to allow access to Postgres.

After the file has been modified, run the the following command on the Plixer Scrutinizer server to reload
the configuration:
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psql -c "SELECT pg_reload_conf()"

Deploying the Plixer ML Engine

Follow these instructions to set up the necessary infrastructure and deploy the Plixer ML Engine:
1. Log in to the Plixer ML VM image using plixer:plixer.
2. Accept the EULA, and then configure network settings for the host.

3. SSH to the Plixer ML VM image using the plixer credentials set in step 2, and then wait for the
setup wizard/scripts to start automatically.

4. Enter the infrastructure deployment parameters as prompted.

Note: The requested details are automatically saved to /home/plixer/common/kubernetes/
aws.tfvars, which also contains other default parameters for deploying the Plixer ML Engine
Kubernetes cluster. If there are issues with the infrastructure deployment, contact Plixer Technical
Support for assistance before making changes to the file.

5. Wait as the Kubernetes cluster is deployed (may take several minutes), and then enter the Plixer
Scrutinizer SSH credentials when prompted.

After the scripts complete running, navigate to Admin > Resources > ML Engines and wait for the engine
to show as Deployed under its Deploy Status. Refresh the page if the status has not updated after a few
minutes.

Terraform configuration

The following table lists all required and optional variables in /home/plixer/common/kubernetes/
aws . tfvars, which are used when deploying the Kubernetes infrastructure for the Plixer ML Engine.

Note: Contact Plixer Technical Support before making changes to this file.
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Field Description

name

clus- REQUIRED: Name to identify the ML engine cluster/deployment; can only contain the
ter_name | characters a to z (in lowercase), 0 to 9, and - .

creator REQUIRED: This is the name of the person creating these AWS resources, used as a tag

in AWS to track utilization.

cost_center

REQUIRED: This is the cost center to use for these AWS resources, used as a tag in AWS
to track utilization.

aws_certifi

caREQEIRED: This is the name of an existing SSH certificate configured in your AWS
environment. You can see a list of these in your AWS Console by navigating to EC2 >
Network > Security > Key Pairs.

in-

stance_type

REQUIRED: This is the AWS instance type to create for EKS worker nodes (i.e. t2.large).

L

fargate REQUIRED: Use fargate instead of EKS nodes for applicable workloads. Setting the
value to TRUE will allow using a smaller instance_type.
aws_regiorl REQUIRED: The AWS region to deploy infrastructure in.

air-
gap_install

OPTIONAL.: If this is an airgapped install (i.e. the vpc_private_subnets don’t have a route
to a NAT gateway), then set this to TRUE.

cre-
ate_ec2_en

OPTIONAL: If airgap_install = TRUE, this bool controls whether or not to create an EC2
dpaoitpoint in the VPC.

cre-
ate_s3_end

OPTIONAL.: If airgap_install = TRUE, this bool controls whether or not to create an S3
peimtpoint in the VPC.

cre-
ate_ecr_en

OPTIONAL.: If airgap_install = TRUE, this bool controls whether or not to create an ECR
dmmidpoint in the VPC.

cre-
ate_ssm_erq

OPTIONAL.: If airgap_install = TRUE, this bool controls whether or not to create an SSM
dpadpbint in the VPC.

new_vpc_d

idDPTIONAL: If you want to create a new VPC, then specify the IP address range in this
field.

new_vpc_p

ubIRTHINAL: If you want to create a new VPC, then specify the IP address range for the
public subnet in the new VPC.

new_vpc_p

riORETICINAL: If you want to create a new VPC, then specify the IP address range for the
private subnet in the new VPC.

azs

OPTIONAL: Availability zones corresponding to the subnets you want created in
new_vpc_public_cidr and new_vpc_private_cidr.

vpc_name

OPTIONAL: Existing vpc_name to create the EKS resources in.

vpc_privatg

> QIBRKDNAL: List of private subnet names to create the EKS resources in.

vpc_public

| OBAdONAL: List of public subnet names to create the EKS resources in.
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2.3.3 Azure (AKS)

After completing the pre-deployment preparations, follow the instructions below to set up the necessary
infrastructure and deploy the Plixer ML Engine in Azure.

Additional prerequisites for Azure

* Credentials for the Azure user account that will be used for deployment

* A VNet with one subnet for the deployment

* The Plixer ML VM (the deployment host) deployed as part of the pre-deployment preparations will
have all software prerequisites (Docker, Terraform, etc.) preinstalled.

* The Azure user account must be assigned the owner role to allow a role to be assigned to the AKS
cluster user.

e VNet details for infrastructure deployment can be defined using the vnet_addresses and
new_subnet_cidr fields in /home/plixer/common/kubernetes/azure.tfvars.

Hybrid cloud deployments

When pairing a Plixer ML Engine in Azure with an on-prem Plixer Scrutinizer environment, one of the
following methods should be used to enable connectivity between the two before starting the deployment
process.

Azure site-to-site (S2S) VPN

Follow these instructions to create a site-to-site VPN connection to allow communication between the two
deployments.

Direct access via public IP

A public IP address can be used to allow external access to the on-prem Plixer Scrutinizer deployment.
However, this will expose the Plixer Scrutinizer environment to the Internet via ports 5432, 22, and 443.

The public IP address must be entered when prompted by the ®1_azure_infrastructure.sh and
setup. shscripts. The Internet gateway IP must also be manually added to the Plixer Scrutinizer pg_hba.
conf file to allow access to Postgres.

After the file has been modified, run the the following command on the Plixer Scrutinizer server to reload
the configuration:
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psql -c "SELECT pg_reload_conf()"

Deploying the Kubernetes infrastructure

1.

2.

Log in to the Plixer ML VM image using plixer:plixer.

Accept the EULA, and then configure network settings for the host.

SSH to the Plixer ML VM image using the plixer credentials set in step 2.
Exit the automated setup wizard by pressing Ctrl + C.

Start the Azure CLI and run the following to set up the client and log in:

az login

Define the infrastructure deployment parameters in /home/plixer/common/kubernetes/
azure.tfvars (as described in the file).

Note: azure.tfvars may also include fields/variables with factory-defined values (e.g.,
kube_version) for deploying the Plixer ML Engine Kubernetes cluster. Contact Plixer Techni-
cal Support for assistance before making changes to any default value.

Navigate to /home/plixer/common/kubernetes and run the Kubernetes cluster deployment
script:

./01_azure_infrastructure.sh

Verify that the infrastructure was successfully deployed (may take several minutes):

kubectl get nodes

After confirming the Kubernetes cluster has been correctly deployed, proceed to deploying the Plixer ML
Engine.

2.3. Plixer ML Engine 21




Scrutinizer Documentation, Version 19.6.1

Deploying the Plixer ML Engine

Once the Kubernetes cluster has been deployed, follow these steps to deploy the Plixer ML Engine:
1. Navigate to the /home/plixer/ml directory on the deployment host.

2. Run the Plixer ML Engine deployment script and follow the prompts to set up the appliance:

./setup.sh

3. When prompted, enter the following Plixer Scrutinizer environment details:
* Authentication token
* Primary reporter IP address
* SSH credentials
After the script completes running, navigate to Admin > Resources > ML Engines and wait for the engine

to show as Deployed under its Deploy Status. Refresh the page if the status has not updated after a few
minutes.

Terraform configuration

The following table lists all required and optional variables in /home/plixer/common/kubernetes/
azure.tfvars, which are used when deploying the Kubernetes infrastructure for the Plixer ML Engine.
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Field Description
name
clus- REQUIRED: Name to identify the ML engine cluster/deployment; can only contain the

ter_name¢ characters a to z (in lowercase), 0 to 9, and - .

vm_type, REQUIRED: This is the Azure VM instance type to create for AKS worker nodes.

loca- REQUIRED: This is the location to create the AKS worker nodes in (e.g. East US 2).
tion
re- OPTIONAL: Name of existing resource group to use when deploying assets. If empty,

source_graupemamgsource group named ${var.cluster_namej-resource-group will be created. re-

source_group_name must also be in the specified location field.

vnet_namd@PTIONAL: Name of existing VNET to deploy AKS in.

vnet_subn@PTAONAL: Name of existing subnet within vnet_name to deploy AKS in. Each subnet can

only contain one aks cluster.

vnet_addré&@REIONAL: If vnet_name is not specified, then use this address space when creating the

new VNET to place AKS in. By default, value is set to 172.18.0.0/16.

new_subn@PF#ONAL (required if vnet_subnet_name is not specified): If vnet_subnet_name is not

specified, then use this address space when creating the new VNET subnet to place AKS
in. Value must be within the address space of the specified VNET. Default value is set to
172.18.1.0/24.

pub-

lic_node| iPALSE.

OPTIONAL: Whether or not to assign public IPs to AKS nodes. By default, value is set to

Ser-

vice_cidr dress space of the VNET being deployed to. By default, value is set to 172.19.1.0/24.

OPTIONAL: Service CIDR space for internal k8s services. Must not conflict with the ad-

dns_servid@HPIONAL: Service IP to assign to the k8s internal DNS service. Must be within the address

space specified by service_cidr. By default, value is set to 172.19.1.5.

2.3.4 Local (single node)

After completing the pre-deployment preparations, follow the instructions below to set up the necessary
infrastructure and deploy a local, single-node Plixer ML Engine:

1. Log in to the Plixer ML VM image using plixer:plixer.

2. Accept the EULA, and then configure network settings for the host.

3. SSH to the Plixer ML VM image using the plixer credentials set in step 2, and then wait for the
setup wizard/scripts to start automatically.

4. Enter the following when prompted:

o Authentication token
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* Primary reporter IP address
o Plixer Scrutinizer SSH credentials

After the scripts complete running, navigate to Admin > Resources > ML Engines and wait for the engine
to show as Deployed under its Deploy Status. Refresh the page if the status has not updated after a few
minutes.

2.3.5 vSphere multi-node cluster

After completing the pre-deployment preparations, follow the instructions below to set up the necessary
infrastructure and deploy the Plixer ML Engine in vSphere.

Additional prerequisites for vSphere deployment

* The Plixer ML Engine template must be available in vSphere. Note the path to the template as it
will need to be entered when deploying the engine.

* The deployment process will require credentials for a vSphere user with permissions to create VMs
and resource groups.

Note: The Plixer ML VM template includes all software prerequisites (Docker, Terraform, etc.).

Deploying the Plixer ML Engine

Follow these instructions to set up the necessary infrastructure and deploy the Plixer ML Engine:
1. Log in to the Plixer ML VM image using plixer:plixer.
2. Accept the EULA, and then configure network settings for the host.

3. SSH to the Plixer ML VM image using the plixer credentials set in step 2, and then wait for the
setup wizard/scripts to start automatically.
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4. Enter the infrastructure deployment parameters as prompted.

Note: The requested details are automatically saved to /home/plixer/common/kubernetes/
vsphere. tfvars, which also contains other default parameters for deploying the Plixer ML Engine
Kubernetes cluster. If there are issues with the infrastructure deployment, contact Plixer Technical
Support for assistance before making changes to the file.

5. Wait as the Kubernetes cluster is deployed (may take several minutes), and then enter the Plixer
Scrutinizer SSH credentials when prompted.

After the scripts complete running, navigate to Admin > Resources > ML Engines and wait for the engine
to show as Deployed under its Deploy Status. Refresh the page if the status has not updated after a few
minutes.

Terraform configuration

The following table lists all required and optional variables in /home/plixer/common/kubernetes/
vsphere. tfvars, which are used when deploying the Kubernetes infrastructure for the Plixer ML Engine.

Note: Contact Plixer Technical Support before making changes to this file.

2.3. Plixer ML Engine 25



Scrutinizer Documentation, Version 19.6.1

Field Description

name

cre- Whether or not to create vSphere hosts. If FALSE, then the IPs in vm_master_ips should
ate_hosts | correspond to the VMs created using the VM template.

vm_master|_ipsst of IPs to assign to Kubernetes nodes. This must be 1 or 3 hosts (can’t be an even

number of IPs).

vm_haproxy Thig virtual IP address to assign to a VM running HAProxy.

vsphere_vcefithe IP address of the vCenter host to deploy on.

vsphere_us

ervSphere user to connect with.

vsphere_dataDaiteenter in vSphere to deploy assets into.

vsphere_hqgstHost within the specified datacenter to deploy assets into.

vsphere_re

soReseupoopool to create for the VMs.

vm_folder

Folder name in vSphere to create the VMs in.

vm_datastqrél'he datastore name used to store the files of the VMs.

vm_network The vSphere network name used by the VMs.

vm_gateway The network gateway used by the VMs.

vm_dns

The DNS server used by the VMs.

vm_domain The domain name used by the VMs.

vm_templateThe vSphere template that the VM is based on.

vsphere_unv&ifiea TRUE to bypass the vSphere host certificate verification.

of-
fline_instal

If set to TRUE, then it will be assumed that the template being used to create the VMs
| already has all assets it needs, and will skip downloading the assets.

rke2_airgap_Hopgt to TRUE and offline_install is also TRUE, then the script will attempt to

proxy any downloads required for RKE2 Kubernetes setup through the host that ./
01_vsphere_infrastructure. sh is running on.

2.3.6 Expanding storage

Follow the steps below to extend a volume on a Plixer ML Engine appliance.

1. Add/attach a new hard disk to the hardware appliance or VM, and then restart the machine.

2. Navigate to Admin > Resources > ML Engines in the web interface and wait for the engine’s de-
ployment status to switch to Deployed.

Note:

The ML engine can take up to 30 minutes to fully restart when under heavy load. Refresh

the ML Engines page every few minutes until the engine is shown as Deployed.
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3. Log in or SSH to the host using the credentials plixer:plixer.

4. Determine the device name of the new disk (usually /dev/sdb):

1sblk

5. Extend the volume that requires additional disk space:

/home/plixer/ml/tools/mladmin.sh --extend <DEVICE> <VOLUME>

Where DEVICE is the device name of the new disk and VOLUME is one of the following:
* root - root partition
* sibyl - models partition (/SibylData)
e db - database partition (/var/db)
» zookeepers - Kafka ZooKeeper partition (/var/kafka/zookeepers)
* brokers - Kafka brokers partition (/var/kafka/brokers)

When done, the selected partition will be extended by the full capacity of the newly added disk.

2.4 Initial configuration

After the Plixer Scrutinizer hardware or virtual appliance has been deployed and powered on, proceed with
the steps below to configure the system for use:

2.4. Initial configuration 27



Scrutinizer Documentation, Version 19.6.1

2.4.1 First login

After the Plixer Scrutinizer appliance completes its first boot sequence and a user logs in with the creden-
tials plixer:scrutinizer, it will perform a quick preliminary setup before rebooting itself.

After the reboot, log in again to start the initial setup script:
1. Provide the following information when prompted by the script:

* Static IP address
* Netmask
* Gateway
* FQDN

DNS IP address

* NTP server IP address

2. Continue through the succeeding dialogs and enter any additional information requested.
3. At the end of the script, press Enter and wait for the server to reboot again to apply the settings.

After the final appliance reboot, point any supported browser to https://IP_ADDRESS_ENTERED and log
in with the default admin:admin credentials to access the Plixer Scrutinizer web interface, where the rest
of the initial configuration steps will be performed.

2.4.2 Adding a license

Once the Plixer Scrutinizer web interface is accessible, log in as the admin user with the password con-
figured during the initial appliance setup to add/register an active license.

Note:

» For AWS AMI deployments, the default password for the web interface admin user is the instance
ID of the Plixer Scrutinizer instance, which can be copied from the Instance Summary view of the
AWS console.

 Passwords for the admin user and other user accounts can be changed from the Admin > Users &
Groups > User Accounts page at any time.

A Plixer One or Plixer Scrutinizer license key can be obtained by contacting Plixer Technical Support and
providing them with the Machine ID displayed under Admin > Plixer > Scrutinizer Licensing. This key
should then be pasted into the License Key field on the same page and saved.

After a license key has been added, the Scrutinizer Licensing page will display details for the active
license (validity, appliance/server counts, etc.) and can be used to update the license key when needed.
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2.4.3 Changing the default admin password

To change the default password for the Plixer Scrutinizer web interface admin account, navigate to Admin
> Users & Groups > User Accounts, select admin from the list, and then enter the new password (must
be entered twice) under the Password tab of the Edit User menu.

2.4.4 Configuring SSL

As part of the initial setup script/wizard for the Plixer Scrutinizer appliance, a self-signed SSL certificate
will be created using default values. SSL support will also be enabled by default.

This self-signed certificate can later be replaced with a CA-signed certificate if desired.

Note: To learn more about additional certificate-related functions, see this page.

Installing a CA-signed SSL certificate

As long as the system is set to use the self-signed SSL certificate created during the initial setup process,
browsers will return an untrusted certificate warning, which users must override to access the web interface.

To avoid this behavior, an SSL certificate that has been signed by an internal or commercial Certificate
Authority (CA) will need to be installed:

1. Forward the /etc/pki/tls/private/ca.csr file to the CA for signing and ask that they return
it as base 64 encoded rather than DER encoded.

2. After acquiring the CA-signed SSL certificate, stop the Apache service:

sudo systemctl stop httpd

3. Rename the new certificate to ca.crt and overwrite the existing file in etc/pki/tls/certs.

4. Start the Apache service again:

sudo systemctl start httpd
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To verify that the web interface is using the correct SSL certificate, use a browser to navigate to the login
page using the FQDN specified in the CA-signed certificate. The browser should no longer return an
untrusted certificate warning and the padlock icon in the address bar should be locked instead of open.

Note: The Plixer Scrutinizer AMI also uses a self-signed certificate by default. This can be replaced
with a new certificate by starting the scrut_util interactive utility and running the following from the
SCRUTINIZER> prompt:

set ssl on

Enabling/disabling SSL

If needed, SSL support can be disabled (and later re-enabled) by running the following from the
SCRUTINIZER> prompt:

set ssl <off|on>

The set ssl on command can also be used to create a new certificate (with new details) and overwrite
the current one.
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CHAPTER

THREE

CONFIGURATION GUIDES

This section contains detailed guides for configuring Plixer Scrutinizer and tailoring its functions to user
and organizational needs.

3.1 Alarms and events

Plixer Scrutinizer uses various technologies to recognize patterns in system activity and network traffic
that may be of interest to NetOps and SecOps teams. These patterns are then reported as events via the
Alarm Monitor views.

Combined, the Alarm Monitor interface and Plixer Scrutinizer’s library of alarm policies allow for a highly

configurable and comprehensive reporting interface that offers deep observability into an organization’s
network.

3.1.1 Life cycle and global settings

Plixer Scrutinizer automatically manages alarm and event data based on the following life cycle:

1. Plixer Scrutinizer continuously monitors its environment for observations of system activity or net-
work traffic that match preconfigured criteria.

2. Observations are aggregated and reported/managed as an event based on the alarm policy associated
with the identified criteria.

31



Scrutinizer Documentation, Version 19.6.1

3. The details of the event are reviewed under the corresponding alarm policy via the Alarm Monitor
interface.

4. After investigation and/or resolution, the event is flagged as acknowledged by a user to clear it from
all Alarm Monitor views.

Event data remains accessible for further review following the configured retention settings.
Global retention settings

The following global settings in the Admin > Settings > Data History tray can be used to change how the
alarm and event data are managed:

Alarm Retention Days Sets the maximum number of days alarm and
event data is retained before being deleted from
the system

Alarm Retention Size Sets the maximum amount of disk space that can

be used for alarm and event data storage

Auto-Acknowledge Alarms

Sets the number of days before events are
automatically tagged as Acknowledged

(Can also be configured as a Notification Profile
action)

Note: The alarm retention settings control automatic data deletion for both acknowledged and un-
acknowledged events.

3.1.2 Alarm Policy settings

Individual alarm policy settings allow granular customization of what, when, and how alarms/events are
reported.

The following settings can be accessed from the Admin > Alarm Monitor > Alarm Policies view:
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Status
Sets the policy to one of three states:

Set- Generates Alarm Moni- | Stored in | Notifications by Pro-
ting Events tor Database file(s)

Active Yes Yes Yes Yes

Store Yes No Yes Yes

Inac- No No No No

tive

Hint: Setting nonessential policies to Store or Inactive can filter out events that do not require
visibility. This can reduce the number of alarms being reported (and stored) in the Alarm Monitor
views.

Weight
Assigns each event/violation under a policy a numerical weight for calculating the severity reported
in the Alarm Monitor views

Event timeout
Sets the number of seconds the system will wait when aggregating observations meeting the same
criteria as a single event

Refer to this section of the documentation for further information on individual alarm policies, in-
cluding default timeout settings.

3.1.3 Alarm notifications

Alarms/events in Plixer Scrutinizer can also be configured to trigger one or more notification actions when
they are generated/observed.

Notification Profiles

Notification actions are assigned to individual alarm policies by way of notification profiles, each of which
can be configured with one or more actions.

Note: An alarm policy can only be assigned one notification profile at a time.

Hint: Notification profiles can be used in conjunction with the Store alarm policy status to acknowledge,
forward, and/or store the details of an event without them being reported in the Alarm Monitor views.
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3.1.4 Flow Analytics

Plixer Scrutinizer uses a collection of Flow Analytics (FA) algorithms to monitor collected flow data for
specific traffic patterns and/or behavior typically associated with threats to a network.

Because FA algorithms rely on associated alarm policies for reporting, the initial configuration and regular
tuning of FA-based functions are integral to optimizing alarms and events.

For additional information, see the Flow Analytics configuration guide.

3.1.5 Optimizing alarms and events

When correctly configured, the Plixer Scrutinizer alarm monitor is capable of reporting information that
is accurate, relevant, and uniquely tailored to the organization or team using it.

To achieve this, the following configuration steps related to alarms and events should be completed as part
of deploying Plixer Scrutinizer.

1.

Navigate to the Admin > Settings > Data History tray and adjust the Alarm Retention Days, Alarm
Retention Size, and Auto-Acknowledge Alarms values as needed.

In the Admin > Settings > Alarm Notifications tray, verify that the alarm notifications options are
correctly configured.

Go to the Admin > Alarm Monitor > Notification Profiles page and create notification profiles to
enable additional notification channels.

Go to the Admin > Alarm Monitor > Alarm Policies page and:

 Set the status of any alarm policies that are unnecessary or irrelevant to the environment to
Inactive (must be done as a bulk action after selecting at least one policy).

* Set the status of alarm policies whose events should be monitored but not reported in the alarm
monitor to Store (must be done as bulk action after selecting at least one policy).

» Assign the appropriate notification profiles to any alarm policies that require them.

Note: The Timeout and Weight values of an alarm policy can be adjusted at a later time, after
evaluating reporting behavior for events under it.

Follow the Flow Analytics configuration guide to correctly set up FA-based functions and features.

Follow the Plixer ML Engine configuration guide to correctly set up machine-learning-based func-
tions and features.

After the initial setup has been completed, it is highly recommended to continue to evaluate alarm and event
reporting behavior and make further adjustments to the various elements’ configurations as necessary.
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3.2 Configuration checklist

The following checklist outlines the recommended order of configuration steps to fully set up a Plixer
Scrutinizer deployment:

Note: Click on a checklist item for additional information and detailed instructions related to that config-
uration step.
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Table 1: Configuration Checklist

Configuration step

Function/Benefit

Deploy Instance

Deploy the Plixer Scrutinizer hardware/physical or virtual appliance
in your environment.

Appliance Setup Wizard From the appliance terminal, run the setup questionnaire from the
appliance terminal to configure an IP address, DNS hostname, NTP
server, and HTTPS certificate.

Send Flows Configure exporters/network devices to send flows to Plixer Scruti-
nizer (or a Plixer Replicator, if applicable).

SMTP Server Configure an SMTP server to enable email notifications for alarms
and on-demand/scheduled email reports.

SNMP Credentials Configure SNMP credentials to enable importing of exporter names,
interface names, and interface speeds.

Users Create additional accounts/logins to customize settings and prefer-
ences for individual users.

Defined Applications Define rules for applications that are unique to your network to en-
hance reporting, filtering, and other functions.

IP Groups Assign resources specific to your organization to IP groups for re-

porting, filtering, and inclusion/exclusion management.

External Authentication

Improve your security posture and simplify user management by
leveraging AD, LDAP, SSO, Radius, and/or TACACS for user au-
thentication.

Data History

Modify historical data retention settings to support your organiza-
tion’s forensics and archiving needs.

Security Groups

Populate the default security groups (Firewalls, Core Exporters,
Edge Exporters, Defender Probes) to automatically enable flow an-
alytics algorithms and other features for similar devices.

Exclusion IP Groups

Verify that the DNS servers, Public WiFi, Network Scanners, DNS
Servers, DHCP Servers, and SNMP Pollers IP groups are correctly
populated to automatically define recommended exclusions for flow
analytics algorithms.

Flow Analytics Inclusions

Define additional inclusions and exclusions (including custom se-
curity groups and IP groups) necessary for specific flow analytics
algorithms.

Device/Mapping Groups Organize exporters into groups to quickly find flow data sources, en-
able group report filters, and generate customizable network maps.

Dashboards Create/customize one or more dashboards to consolidate frequently
accessed information and drive workflows through the Plixer One
platform.

Saved Reports Create saved reports to quickly re-run the same report configuration

with a single click.

Saved Report Thresholds

Add thresholds to saved reports to proactively watch for specific traf-
fic/behaviors and trigger alarms (and notification profiles/actions)

when-the specified conditions-are-met
w-Heh-th

CHPeCICa-CoRaItoRS < CHHCT

Schedule Emailed Reports

Set up scheduled email reports to automadicBNAUFAHARSMIFES

portant reports as emails to any inbox.

Notifications

Create notification profiles that can be assigned to alarm policies
to automatically send emails, forward details to your SIEM, or run
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3.3 Distributed environments

Multiple Plixer Scrutinizer appliances/servers can be configured as a distributed environment with a cen-
tral, primary Reporter and one or more remote Collectors.

Distributed environments are capable of ingesting significantly higher flow volumes from a greater number
of exporters. All admin, management, and reporting functions are handled from the primary reporter.

3.3.1 Distributed cluster setup

Distributed clusters can include any combination of hardware and/or virtual appliances, regardless of phys-
ical location.

To set up a distributed cluster, follow these steps:

1. Deploy the required number of Plixer Scrutinizer hardware or virtual appliances following the ap-
propriate deployment guides and complete the initial appliance setup process.

2. Start an SSH session as the plixer user with the appliance that will be used as the primary reporter
for the cluster.

3. Launch the scrut_util interactive CLI by running:

/home/plixer/scrutinizer/bin/scrut_util

4. At the SCRUTINIZER> prompt, register each additional appliance as a remote collector:

SCRUTINIZER> set registercollector APPLIANCE_IP

5. After registering all remote collectors, use the exit command to exit the scrut_util interactive CLI.

Once the Plixer Scrutinizer distributed cluster has been set up, exporters can be configured to send flows
to any of the remote collectors. The web interface for the cluster can be accessed using the IP address or
hostname of the primary reporter.

Note:

* When registering remote collectors, it is highly recommended that one appliance/collector should
also be assigned the secondary reporter role.
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set registercollector APPLIANCE_IP secondary

This appliance can later be promoted to function as the primary reporter (using the set
selfreporter scrut_util command) if the cluster’s original primary reporter becomes unavailable.

* To avoid potential bottlenecks in distributed configurations that include hardware appliances, 10 Gb
networking is strongly recommended. If the appliances are geographically dispersed, the WAN link
should also support 10G.

Ports used

If appliances in a distributed cluster are unable to communicate with each other, it may be necessary to
whitelist the connections between the remote collectors and the primary reporter.

The following network ports are used in communications between appliances in a distributed environment:

Collector(s) -> Reporter (UDP) Collector(s) <-> Reporter (TCP)
514

22

80 (or 443)

6432 and 5432

Note: To learn more about licensing options for distributed environments or for additional assistance,
contact Plixer Technical Support.

Certificate management

Run these scripts to generate certificate signing requests (CSRs) and install the signed certificates to remote
nodes in a distributed cluster.
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3.3.2 High availability

Plixer Scrutinizer distributed clusters support high availability (HA) configurations that include secondary
reporters and/or backup collectors for redundancy.

Note: Contact Plixer Technical Support to learn more about HA licensing options.

Secondary reporters

In distributed deployments, a remote collector can be registered as a secondary reporter, which can be
used to access the system if the primary reporter becomes unavailable.

To register a remote collector as a secondary reporter, enter the following scrut_util command from the
primary reporter.

SCRUTINIZER> set registercollector COLLECTOR_IP secondary

After a collector has been registered as a secondary reporter, its IP address can be used to access a read-only
version of the Plixer Scrutinizer web interface at any time. An updated backup of the primary reporter’s
configuration metadata will also be maintained on that collector.

If the primary reporter has become permanently unavailable, the secondary reporter should be promoted
using the set selfreporter scrut_util command, as outlined in the distributed environment setup
guide. This will lift the read-only status and restore full web interface functionality.

Note:

* A new license key is not required when promoting a secondary reporter to primary status. The
promoted reporter will operate normally with the old license until it expires. However, it cannot
register new appliances as collectors and secondary reporters.

* If the original primary Plixer Scrutinizer reporter in a high-availability configuration becomes per-
manently unavailable, follow these steps to point the Plixer FlowPro probe to the new primary re-
porter.

Backup collectors

Distributed clusters can be configured to use backup collectors to enable high availability for flow collec-
tion functions.

To use a remote collector Y as a backup for remote collector A, do the following:
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1. Configure all exporters sending flows to A to also send flows to Y.

2. In the web interface, navigate to Admin > Resources > Exporters, and then verify that the selected
exporters are correctly sending flows to both collectors.

3. From the Exporters view, set the status of the duplicated exporters sending flows to Y to Backup.
If remote collector A becomes unavailable, the exporters that were previously set to Backup on remote
collector Y must be set to Enabled to allow for continuous flow collection and reporting. Once A is online

again, the status of the exporters should be reverted to Backup.

And if remote collector A is removed from the cluster configuration, it cannot be added back.

Hint: When managing a large number of exporters, filter the list to view only relevant exporters and use
the checkboxes to set them to Backup or Enabled as a bulk action.

HA with Plixer Replicator

Plixer Replicator can simplify the process of setting up backup collectors by replicating flows data and
forwarding it to multiple destination collectors.

View the Plixer Replicator online documentation or contact Plixer Technical Support to learn more.

3.4 Flow Analytics

Plixer Scrutinizer includes a library of flow analytics (FA) algorithms, which are applied to all incoming
flow data. This allows the system to provide additional traffic-based insights and report activity typically
associated with threats to a network.

Note: To learn more about individual algorithms, see this appendix section.

This section outlines the recommended procedure(s) for the initial configuration of Flow Analytics and
includes additional guides and references to assist with the optimization of related functions and features.
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3.4.1 Configuring Flow Analytics

To enable FA-based functions, several configuration steps must be completed after Plixer Scrutinizer has
been deployed and set up.

This process helps ensure that Plixer Scrutinizer is fully adapted to an organization’s NDR requirements.

Enabling/disabling algorithms

Because Plixer Scrutinizer is designed to support the full spectrum of enterprise applications, it may in-
clude FA algorithms that may not apply to certain network configurations. This will be based on the
devices and elements present on the network, the types of flow data available, and/or organizational IT
policies.

As part of optimizing the system’s monitoring and reporting functions, all unnecessary FA algorithms
should be disabled. This includes algorithms that:

* Only benefit devices or elements that are not present on the network
* Require flow data that is not being sent by devices on the network
* Target traffic or patterns that are made irrelevant by the organization’s IT policies

The Admin > Alarm Monitor > Flow Analytics Algorithms page lists all FA algorithms and shows whether
they are currently enabled (default) or disabled.

Note: Most FA algorithms can also be tuned through additional settings, allowing them to be adapted to
specific monitoring and detection requirements.

Disabling FA algorithms

To disable an algorithm, click on it to open the configuration tray and use the toggle. The algorithm can
also be re-enabled this way at any time.

Multiple algorithms can also be disabled or enabled as a bulk action when one or more algorithms are
selected.
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Adding exporters

Plixer Scrutinizer selectively applies Flow Analytics to incoming flow data, based on the exporters defined
for each algorithm.

To activate the system’s FA-based functions, exporters must first be added to the enabled algorithms.
Security groups

Plixer Scrutinizer security groups are user-defined groups of exporters to which the same set of FA algo-
rithms are applied. Security groups allow the exporter lists for all FA algorithms to be fully populated

without the need to manually configure individual algorithms. Exporters can be added to security groups
via the Admin > Alarm Monitor > Security Groups page.

Hint: The default Firewalls, Core Exporters, Edge Exporters, and Defender Probes security groups are
configured with FA algorithms based on the recommended exporter assignments.

If Flow Analytics is being configured for the first time, exporters should be added to the Core Exporters
and Edge Exporters a few at a time. This will limit the volume of alarms that may need to be checked
when festing Flow Analytics settings via the Alarm Monitor page.

The Security Groups view also allows new groups to be added and the settings for existing groups to be
modified.

Adding exporters individually

For more granular control over exporter-to-algorithm assignment, exporters can also be added to FA algo-
rithms via the configuration tray of the Admin > Alarm Monitor> Flow Analytics Algorithms page.

Because alarm-triggering algorithms will only be triggered when the target is an internal address, public
IP addresses must be defined as part of an IP group for them to be considered part of the protected network.
For internal-to-internal and internal-to-external monitoring, core routers should be added to the relevant
algorithms. For monitoring public assets, the edge routers of the relevant IP groups should be added to
the algorithms.
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Defining exclusions

To avoid unnecessary alarms and excessive processing load on the system, certain devices or traffic should
be excluded from monitoring by specific FA algorithms.

Plixer Scrutinizer’s factory configuration includes four IP groups that are defined as exclusions under the
appropriate algorithms:

* DNS servers

* Public WiFi

* Network Scanners
e SNMP Pollers

These IP groups should be populated with the correct exporters to optimize Flow Analytics monitoring
and reporting.

Adding exclusions to an FA algorithm
FA algorithms can also be configured with additional exclusions beyond those defined under the above-
mentioned IP groups. This is done via the algorithm’s configuration tray from the Admin > Alarm Moni-

tor> Flow Analytics Algorithms page.

Exclusions can be defined by IP address, IP range, subnet, domain (via reverse DNS), or IP group.

Hint: The default IP group exclusions for an algorithm are also displayed under the Exclusions section
of the configuration tray.
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Additional settings

Plixer Scrutinizer’s flow analytics functions can be further adapted to more unique network and/or security
requirements through the configuration options below.

Global settings

The following global settings (Admin > Settings > Flow Analytics Settings) can be used to enable or
configure additional FA-based features:

Setting Description
Auto-Enable Defender When checked, Plixer FlowPro Defender is auto-
matically enabled for algorithms that support it.

Jitter by Interface

Sets the variation in packet delay due to
queueing, contention, and/or serialization
(Default: 80 ms);

Also used for record highlighting in Status
reports

Latency Sets the latency value used for record highlighting
in Status reports (Default: 75 ms)

Share Violations

When checked, allows the system to share details
of cyber attacks coming from Internet IP
addresses with the Plixer Security Team (May
require firewall permissions);

This information is used to further improve the
global host reputation list. No internal addresses
will be shared.

Top Algorithm Devices Controls whether Top X FA algorithms are applied
to all exporters or need to be configured individu-
ally

Algorithm settings

In addition to inclusions and exclusions, most FA algorithms have additional settings that control how they
are applied to collected flow data. These settings include thresholds for adjusting detection sensitivity and
traffic directionality inclusion/exclusion options.
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For a full list of algorithm settings, see this table.

Custom reputation lists

The Host Reputation FA algorithm is capable of using custom lists in conjunction with Plixer Scrutinizer’s
default host reputation lists. When a host in any reputation list becomes the target of traffic, the event is
reported under the Host Reputation alarm policy.

To import a list of IP addresses as a custom host reputation list, follow these steps:

1. Add the hosts to a file, using one line for each IP address.

Example:

= =
S 2

.1.
.1.
.1.

= =

.1
.2
.3

—_
(=]

2. Save the file with a . import extension. (e.g., custom_threats.import)

Important: The name of the file will be used for artifacts involving the included hosts on the Alarm
Summary page.

3. Move the file to the \scrutinizer\files\threats\ directory.

The file is imported hourly, at the same time that threat lists are updated.

Hint: To manually run the file import operation, use the command scrut_util
--downloadhostreputationlists.
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3.4.2 Reporting options

Each alarm-triggering FA algorithm is associated with one or more alarm policies, under which anomalies
and other insights are reported via the Plixer Scrutinizer alarm monitor. The settings for these alarm
policies can also be modified to change the reporting behavior for the individual algorithms.

To learn more about alarm policies and the Plixer Scrutinizer alarm monitor, see the alarms and events
section of this manual.

Notification profiles

To forward the details of alarms and events reported by an FA algorithm to one or more users or external
systems, at least one notification profile must be created and assigned to the corresponding alarm policy.

To learn more about notification profiles, see the alarm notifications section.
FA dashboard gadgets

Certain gadgets that can be added to Plixer Scrutinizer dashboards rely on one or more FA algorithms for
the data they report.

These gadgets require no further configuration and can be added to any dashboard as long as the corre-
sponding algorithms have been enabled and correctly configured.

Hint: The Flow Analytics Summary gadget can be used to troubleshoot algorithm configurations. If
there are algorithms that are taking longer than 5 minutes to run, check that the correct exporters have been
added.

To learn more about dashboards and gadgets, see the dashboards topic of this documentation.

3.4.3 Testing and tuning

To ensure that flow analytics is properly configured, testing the various definitions, settings, and enabled
features is strongly recommended. This can be accomplished by checking what alarms and events are
being reported in the Alarm Monitor views.

When setting up flow analytics for the first time, the following process is recommended:

1. Navigate to Admin > Definitions > IP Groups and populate the DNS Servers, Public WiFi, Network
Scanners, and SNMP Pollers groups to define basic exclusions for FA algorithms.
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2. Review the list of FA algorithms in the Admin > Alarm Monitor > Flow Analytics Configuration
and disable any algorithms that are irrelevant.

3. Define additional exclusions for individual algorithms in their configuration trays as needed.

4. Navigate to Admin > Alarm Monitor > Security Groups and add several exporters each to the
Core exporters and Edge exporters security groups.

Once the first batch of exporters has been added, review the Alarm Monitor views to verify that alarms
and events are being reported correctly. Afterwards, repeat Step 4 of the process and continue checking
alarms and events until all exporters have been added to security groups.

Note:

« If there are continuous or unnecessary alarms or events being reported, it may also be necessary to
define additional exclusions for certain algorithms.

* To enhance response/resolution workflows, create one or more notification profiles and associate
them with the appropriate alarm policies.

Further tuning

After the initial setup and testing have been completed, flow analytics functions can be further adapted to
an environments monitoring and detection requirements through global and individual algorithm settings.

3.5 Device groups

Plixer Scrutinizer supports multiple user-defined entity grouping schemes, which can further enhance the
way teams monitor, visualize, and derive insights from network data.

IP groups
IP groups can be used to categorize similar (e.g., device type, ownership/department, geolocation,
etc.) flow-exporting devices for use in reports, filters, and FA algorithm exclusion rules. Plixer
Scrutinizer factory configuration includes default IP groups that should be populated as part of
tailoring the system to the environment.

IP group definitions can be created/managed from the Admin > Definitions > IP Groups page.
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Mapping groups
Mapping groups consist of devices that have been grouped together for the purpose of network
mapping. Network maps will show network topology up to the interface level (i.e., not including
endpoints) and can be tailored to a wide range of use cases using customizable elements.

The Monitor > Network Maps page is the primary interface for customizing and viewing network
maps, while additional management options for mapping groups and map objects can be accessed
via their respective pages under Admin > Settings.

Security groups
Security groups are device groups that can be used to enable one or more FA algorithms for ex-
porters of the same type. The Plixer Scrutinizer factory configuration includes predefined security
groups, which can be populated to automatically enable the recommended algorithms for the indi-
cated device type.

Security groups can be created/managed from the Admin > Alarm Monitor > Security Groups page.

3.6 Importing data

Plixer Scrutinizer leverages a variety of user-customizable entity/resource labels, definitions, and group-
ings as part of its data aggregation and reporting functions. These details can be manually configured via
the respective admin views or imported as a batch operation using the import utility.

This section covers the syntax, requirements, and other relevant information for each type of import oper-
ation.

Note: The import utility can be accessed via the SCRUTINIZER> interactive prompt or directly from the
shell. The direct shell syntax can also be included in scripts to automatically update Plixer Scrutinizer’s
databases.

3.6.1 ACL information

To import custom ACL information from a file, execute the following from the scrut_util interactive shell
(SCRUTINIZER> prompt):
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import aclfile

Direct shell/script syntax

scrut_util --import aclfile

File requirements

* The file must contain the exact output when the command show access-1list is run on the ex-
porter.

¢ The file should be named acl_file. txt and saved to the /home/plixer/scrutinizer/files/
directory.

3.6.2 Application definitions

To import a list of application definition rules, execute the following from the scrut_util interactive shell
(SCRUTINIZER> prompt):

import applications <PATH/FILE> [reset]

Direct shell/script syntax

scrut_util --import applications --file <PATH/FILE> [--reset]

File requirements
The file to be imported must a be CSV file.

Using the file /home/plixer/scrutinizer/files/ipgroup_import.csv for application rule defini-
tions is recommended.

Definition format
Each application-rule pairing should be in a single line, following the format:

"APPLICATION NAME',RULE
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Additional notes

Rules can defined as any of the following:

Subnets

Single IP address

IP address ranges

Wildcard masks

Child rules (must be defined first)

Port and protocol

For an application definition to be valid, it must include at least one port rule and one rule of any
other type. The import file may include applications that do not meet this requirement, but they will
not be considered a defined application by Plixer Scrutinizer.

Passing the reset option will delete all existing application definitions/rules before the import op-
eration.

If the reset option is not used, imported rules will be added to the specified application if it already
exists.

Each import operation supports up to 100,000 application rule definitions.

Definition examples

Rule types:

'Application subnet rule',10.0.0.0/8

'Application single IP rule',10.1.1.1

'Application IP range rule',10.0.0.1-10.0.0.42

'Application wildcard mask rule',10.0.0.1/0.255.255.0

'Parent application with a child rule', 'My Child Application Rule'
'Application port and protocol rule',0-65535/256

3.6.3 ASN definitions

To import a list of custom ASN definitions, execute the following from the scrut_util interactive shell
(SCRUTINIZER> prompt):
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import asns <PATH/FILE> [DELIMITER]

Direct shell/script syntax

scrut_util --import asns --file <PATH/FILE> [--delimiter <DELIMITER>]

File requirements

The file to be imported must be a CSV file, and the path provided must be relative to the home/plixer/
scrutinizer/ directory. The file’s name should only include lower-case letters.

Definition format

Each ASN definition should be in a single line, following the format:
"AS_NUMBER',AS NAME,AS Description,IP_NETWORK(S)

Additional notes

* The optional DELIMITER parameter can be used to replace =~ (space) for separating individual IP
networks if the contents of the import file are formatted differently.

e , (comma) cannot be used as a custom delimiter, as it is reserved for separating elements in the
definition.

Definition examples

213,My ASN,what a great autonomous system,10.0.0.0/8 192.168.0.0/16
214,Your List,this system is only meh,11.0.0.0/8

3.6.4 Custom hostnames

To import a list of custom hostname assignments, execute the following from the scrut_util interactive
shell (SCRUTINIZER> prompt):

import hostfile

Direct shell/script syntax
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scrut_util --import hostfile

File requirements
The file should be named hosts. txt and saved to the /home/plixer/scrutinizer/files/ directory.
Definition format
Each definition should be in a single line, following the format:
IPv4orIPv6ADDRESS HOSTNAME DESCRIPTION

Additional notes

* This command will alter the Plixer Scrutinizer database tables and should be used with caution.

* The description element in the definition is optional.

Definition example

10.1.1.4 my.scrutinizer.rocks The best software in my company

3.6.5 Device GPS details

To import a list of device/object latitude and longitude details for a specified geographical network map,
execute the following from the scrut_util interactive shell (SCRUTINIZER> prompt):

import csv_to_gps <PATH/FILE> <GROUP NAME|GROUP_ID> [create_new] [FORMAT]

Direct shell/script syntax

scrut_util --import csv_to_gps --file <PATH/FILE> --group <GROUP_NAME |GROUP_
< ID> [--create_new] [--file_format <FORMAT>]
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File requirements

The file to be imported must be a CSV file, and the path provided must be relative to the home/plixer/
scrutinizer/ directory.

Definition format

Each set of details should be in a single line, following the format:
IP_ADDRESS,LATITUDE, LONGITUDE

Additional notes

* The imported GPS details are only assigned to objects for the specified device/mapping group. If the
devices are assigned to other groups, they will retain the GPS details configured for those groups.

* The optional FORMAT parameter can be used to override the default ip,lat, 1ng element formatting
in case the contents of the import file are formatted differently (e.g., ip,1ng, lat).

* If the create_new option is used, objects will be created for devices in the import file that are not
currently assigned to the specified device group.

Definition examples

10.169.1.3,37.7749,122.4194
192.168.6.1,40.7128,74.0059

3.6.6 Device/mapping group assignments

To import a list of device/mapping group assignments, execute the following from the scrut_util interactive
shell (SCRUTINIZER> prompt):

import csv_to_membership <PATH/FILE> <TYPE> [FORMAT]

Direct shell/script syntax

scrut_util --import csv_to_membership --file <PATH/FILE> --grouptype <TYPE> [+
—-file_format <FORMAT>]
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File requirements

The file to be imported must be a CSV file, and the path provided must be relative to the home/plixer/
scrutinizer/ directory.

Definition format
Each assignment should be in a single line, following the format:
IP_ADDRESS, GROUP_NAME
Additional notes
» The TYPE parameter specifies the device/mapping group type for any groups that will be created as
part of the import operation. Valid values are plixer (for spatial maps) and google for geograph-

ical maps.

* The optional FORMAT parameter can be used to override the default ipaddr, group element format-
ting in case the contents of the import file are formatted differently (e.g., group, ipaddr).

Definition examples

10.169.1.3,Routers
192.168.6.1,Firewalls

3.6.7 Interface details

To import a list of custom interface details to use for displaying utilization, threshold alerts, and other
Plixer Scrutinizer functions, execute the following from the scrut_util interactive shell (SCRUTINIZER>
prompt):

import ifinfo <PATH/FILE> [DELIMITER]

Direct shell/script syntax

scrut_util --import ifinfo --file <PATH/FILE> [--delimiter <DELIMITER>]
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File requirements
The file to be imported must be saved to the home/plixer/scrutinizer/files/ directory.
Definition format
Each set of details should be in a single line, following the format:
INBOUND_SPEED, OUTBOUND_SPEED, NAME ,HOST_IP, INDEX_NUMBER
Additional notes
* This command will alter the Plixer Scrutinizer database tables and should be used with caution.

* The optional DELIMITER parameter can be used to replace , (comma) for separating elements in
each set of details if the contents of the import file are formatted differently.

Definition examples

10000000, 10000000, WAN_Interface_1,192.168.1.2,2
20000000, 20000000, WAN_Interface_1,192.168.1.4,11

3.6.8 IP group inclusions

To import a list of IP group inclusion definitions, execute the following from the scrut_util interactive shell
(SCRUTINIZER> prompt):

import ipgroups <PATH/FILE> [reset]

Direct shell/script syntax

scrut_util --import ipgroups --file <PATH/FILE> [--reset]

File requirements
The file to be imported must be a UTF8-encoded CSV file.
Definition format

Each inclusion definition should be in a single line, following the format:
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'IP GROUP NAME',INCLUSION_RULE

Additional notes

Rules can defined as any of the following:

Subnets

Single IP address

IP address ranges

Wildcard masks

Child groups (must be defined first)
Passing the reset option will delete all existing IP group definitions before the import operation.

If the reset option is not used, IP addresses covered by an imported inclusion rule will be added
to the specified IP group if it already exists.

Because each line can contain only one rule, an IP group containing multiple single IP addresses
will need to be defined using a separate definition/line for each address. Multiple rules in separate
lines for the same IP group are also supported.

Each import operation supports up to 100,000 IP group inclusion definitions.

Definition examples

Rule types:

'Subnet Group',10.0.0.0/8

'Single IP Group',10.1.1.1

'IP Range Group',10.0.0.1-10.0.0.42
'Wildcard Mask Group',10.0.0.1/0.255.255.0
'Parent/Child Group', 'My Subnet'

Multiple single addresses:

'Sales',10.1.1.1
'Sales',192.168.3.4
'Sales',10.3.1.2

Multiple non-single-IP rules:
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'"New IP Group',10.0.0.1-10.0.0.42
'New IP Group', 'My Subnet'

3.7 Plixer ML Engine

When deployed as part of a Plixer One Enterprise environment, the Plixer ML Engine applies anomaly
and threat detection techniques to the network data collected by Plixer Scrutinizer.

Note: To learn more about Plixer One Enterprise licensing options, contact Plixer Technical Support.

This configuration guide introduces the capabilities of the Plixer ML Engine and provides further infor-
mation on managing the various settings controlling its functions and behavior.

3.7.1 About the Plixer ML Engine

Once deployed and configured, the engine is able to ingest flow data through Plixer Scrutinizer and apply
multiple machine learning techniques to identify potentially problematic activity on the network.

The Plixer ML Engine has several key functions that enable intelligent, multi-layered anomaly and threat
detection in a Plixer One Enterprise deployment:

Comprehensive network behavior modeling
Leveraging the large volumes of flow data collected by Plixer Scrutinizer, the engine is capable
of building behavioral models encompassing network activity at any scale. It can then learn to
recognize deviations and suspicious activity, such as data accumulation/exfiltration, tunneling, and
lateral movement, that may indicate an attack on the network.

Accessible behavioral insights for network assets
After being alerted to anomalous behavior, network and security teams can drill down into the as-
sociated hosts, IP address groups, and/or exporter interfaces to better understand the details of their
involvement in the reported detection.

Highly configurable ML modeling
The Plixer ML Engine monitors network activity based on user-customizable dimensions and in-
clusion/exclusion rules. Consistently repeated traffic patterns, asset/group importance, and data
seasonality are all taken into consideration as well, resulting in models that are uniquely tailored to
each environment.
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ML-based malware detection
Using pre-trained classification models, the engine is able to recognize generic activity patterns that
are associated with common classes of malware, including command and control, remote access
trojans, and exploit kits. This adds another layer of protection to further reduce risk and mean time
to resolution (MTTR) when threats are detected.

Continuous observation and learning
As it ingests additional flow data, the Plixer ML Engine updates its behavior models based on a
schedule that defines weekdays, weeknights, and weekends to account for changes in legitimate
activity patterns and improve recognition of advanced threats that attempt to disguise their behavior.

Configuration options

After being deployed, the Plixer ML Engine adapts its monitoring functions to the assets and traffic data
observed to be available in the Plixer Scrutinizer environment. This allows it to function optimally in
common enterprise scenarios. However, the engine can also be further tailored to more unique network
and security requirements.

Dimensions and inclusions

To ensure that its behavior models represent only relevant network activity, the Plixer ML Engine supports
custom dimension definitions and inclusion/exclusion rules.

* ML dimensions: Define traffic (based on protocol and port used) by host or exporter for ingestion
by the engine

* ML rules: Define inclusion or exclusion rules for network assets to be monitored by the engine
The default configuration for the Plixer ML Engine includes recommended dimension definitions, which
are used to automatically select suitable data sources as inclusions. After the engine is deployed and set up,
the ML Dimensions and ML Rules management views under Admin > Alarm Monitor in the web interface
should be compared against the monitoring requirements for the environment and updated if necessary.

Global settings

The global settings under Admin > Settings in the Plixer Scrutinizer web interface can be used to configure
parameters for certain ML functions and behaviors across all engines in an environment.

* ML AD Users: Add/edit Microsoft Azure account credentials for AD Users UEBA integration

* ML Alerts: Manage thresholds for alerts related to engine vitals and sensitivity for Microsoft Office
365 detections
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* ML Data Limits: Manage model and host count limits to use for training and prediction
* ML Training Schedule: Manage behavior model seasonality settings

With the exception of adding an Azure account, leaving the above settings at their default values is recom-
mended for new Plixer ML Engine deployments.

Engine settings

After an engine has been fully deployed, its resource utilization settings can be modified via the tray in the
ML engine management page.

These settings are applied on a per-engine basis and can be used to optimize pod counts and process
resource utilization based on an engine’s expected worklaod.

3.7.2 Managing inclusion and exclusion rules

To support more diverse network topologies, the Plixer ML Engine can be uniquely tailored to its environ-
ment using custom rules defining inclusions and exclusions for its functions. These rules can be managed
from the Admin > Alarm Monitor > ML Rules view of the Plixer Scrutinizer web interface.

Inclusion rules

An inclusion rule defines either a network address (hosts/subnets) or exporter interface as a network data
source for the Plixer ML Engine. Each rule also includes a sensitivity setting (see below) that is applied
to the asset specified.

Malware detection, which uses pre-trained classification models to recognize generic malware behaviors,
can also be enabled for individual inclusions.

Inclusion sensitivity

An inclusion’s sensitivity setting can be used to tune the engine’s tolerance for behavioral deviations for
the host/subnet or exporter interface. Lowering the sensitivity setting for an asset will cause even minor
deviations to be reported as detections, resulting in a higher volume of alarms. Conversely, increasing the
sensitivity will allow for greater deviation, which translates to fewer detections reported.

When defining inclusions, the sensitivity setting should be left at its default value. After a period of 7 days
(recommended), if too many unwarranted detection alarms are triggered, the sensitivity can be increased

to the next level.

Exclusion rules
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Exclusion rules can be used to ignore one or more ML-driven detections for traffic originating from a
specified source and/or bound for a specified destination.

If expected traffic/activity triggers alarms, one or more exclusion rules should be created to exempt the
sources and/or destination addresses from the detections being reported.

Recommendations
As part of the Plixer ML Engine’s initialization, inclusion rules are automatically created for the 20 most
suitable network assets (hosts and and exporters/interfaces) based on its default dimension definitions. If
necessary, additional rules should be created to cover all assets associated with critical/sensitive network
activity (“crown jewel” assets) and hard-to-monitor traffic (e.g., IoT devices, operational technology, etc.).
The following resources are examples of network assets that are highly recommended for inclusion:

* AD servers

¢ DB servers

e DBS servers

DHCP servers

* Web servers

* Source code repositories
* Object repositories

e FTP servers

If there are assets whose typical behavior is being reported as anomalous/suspicious, exclusion rules should
be defined to exempt the traffic from superfluous detections.
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3.7.3 Managing dimensions

The Plixer ML Engine’s feature dimension list defines the protocols and ports to be observed on the net-
work assets defined by its inclusion/exclusion rules. These dimensions are used by the engine to build its
behavior models, which are used to report asset behavior insights, as well as deliver anomaly and threat
alerts via the Plixer Scrutinizer alarm monitor.

Dimensions are managed from the Admin > Alarm Monitor > ML Dimensions view of the Plixer Scruti-
nizer web interface.

Dimension configuration
An ML dimension is defined by the following parameters:
* Inclusion/asset type the dimension applies to (host/subnet or exporter interface)

» Template field to use for grouping (sourceipaddress or destinationipaddress, host/subnet
dimensions only)

* Aggregation method to use (octetdeltacount or packetdeltacount)

* Traffic port used

Note: A feature dimension is only observed for traffic associated with the type of inclusion (host/subnet
or exporter interface) it was defined for.

Dimensions can be configured to apply to all or only internal traffic matching the definition. They can also
be disabled and re-enabled as necessary.

Recommendations

Once deployed, the Plixer ML Engine defaults to Plixer’s recommended dimension definitions, which are
based on the traffic in typical enterprise environments.

These default definitions should be reviewed and, if necessary, additional dimensions should be defined to
monitor critical network services that are most often the target of attacks, such as:

¢ Authentication - Kerberos, NTLM

¢ Domain services - LDAP, DNS, DHCP

* File sharing services - SMB, NFS, CIFS

* Remote connectivity - SSH, Telnet, RDP, VNC, FTP
* Email protocols - SMTP, POP3

* Inter-process communication - ICMP

* Application protocols - HTTP, HTTPS

* Others - DB services, third-party APIs (especially those that connect to the Internet)
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3.7.4 Global ML settings

The global ML settings under Admin > Settings can be used to customize various machine learning func-
tion/behavior settings, including training parameters and alert sensitivities/thresholds.

AD Users

The Plixer ML Engine is also able to ingest user activity data and access logs and alert users to anomalous
behavior through user and entity behavior analytics (UEBA) detections.

UEBA alerts for Active Directory users can be enabled by adding the credentials for a Microsoft Azure
account that is configured to store AD user sign-in logs under Admin > Settings > ML AD Users.

Alerts

There are three categories of alert settings that can be adjusted under Admin > Settings > ML Alerts:
Microsoft Office 365 alerts
These sensitivity values adjust the magnitude of deviation from typical behavior that will trigger the corre-
sponding alerts. A higher value allows for greater deviation, resulting in fewer alerts for the corresponding
activity.

* Logon Sensitivity: Unusual volumes of Office 365 login events

» Unique Source Sensitivity: Traffic coming from unusual numbers of unique hosts

* Unique Location Sensitivity: Traffic coming from unusual numbers of unique locations

Like inclusion sensitivities, these values should only be adjusted after assessing the accuracy of alarm-
s/detections.

System vitals alerts

These thresholds control alerts and other actions related to high utilization of the Plixer ML Engine’s
resources.

* CPU/RAM/Disk Alert Threshold: Percentages at which a high utilization alert for the corresponding
resource is triggered

62 3. Configuration Guides



Scrutinizer Documentation, Version 19.6.1

* Disk Reclaim Threshold: Disk utilization percentage at which the Plixer ML Engine will attempt to
delete old indexes from Elasticsearch

Initially, these thresholds should be left at their default values. If alarms are triggered, run an ML Engine
CPU, ML Engine Memory, and/or ML Engine Storage report to assess whether threshold(s) need to be

increased (for temporary spikes) or additional resources should be allocated to the engine (for sustained
high utilization).

Kafka lag thresholds

These thresholds manage the amount of latency tolerated by the Kafka engine before the corresponding
lag alert is triggered.

* Kafka Netflow Lag Threshold: Alerts for flow ingestion latency
* Kafka K-means Lag Threshold: Alerts for prediction latency
* Kafka Alerts Lag Threshold: Alerts triggered by automated process reconnaissance

* Kafka Training Data Lag Threshold: Alerts for behavior modeling latency

Kafka UEBA Lag Threshold: Alerts for user and entity behavior analytics (UEBA) data latency
If alarms are triggered, run an ML Engine Kafka Lag report to determine whether there is a need to scale

up the engine’s resources.

Data limits

The Plixer ML Engine’s data limit settings manage the maximum numbers of behavior models and hosts
used for network/user activity patterns and prediction. The initial values set are based on the engine’s
default resource configuration, but they can be adjusted under Admin > Settings > ML Data Limits.

If there are alarms associated with these limits, the engine may need to be provisioned with additional
resources to sustain the current volume of inclusions.

Note: To check the utilization for the current model limit, run an ML Engine Model Count report.
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Training schedule

The settings under Admin > Settings > ML Training Schedule determine the seasonality applied when
the Plixer ML Engine ingests traffic data, allowing it to distinguish between network activity during and
outside of an organization’s hours of operation.

The engine defaults to business hours of 8§ am to 6 pm, from Monday to Friday. These settings can be
changed after deployment if necessary.

3.7.5 ML engine settings

The engine management page provides access to configuration options for individual ML engines in the
environment. These settings relate primarily to resource utilization for an engine’s core processes and can
be used to tailor resource allocations by service/process to each engine’s expected workload.

The following settings can be accessed by selecting Settings in the engine configuration tray:

Ingestion Replica Count: Number of pods to deploy for the ingestion service

Train Anomaly Detection Replica Count: Number of pods to deploy for the anomaly detection train-
ing service

Ingestion Minimum CPU: Minimum number of CPU cores that can be dedicated to the ingestion
service

Ingestion Maximum CPU: Maximum number of CPU cores that can be dedicated to the ingestion
service

Ingestion Minimum Memory: Minimum amount of memory (in GB) that can be dedicated to the
ingestion service

Ingestion Maximum Memory: Maximum amount of memory (in GB) that can be dedicated to the
ingestion service

Elasticsearch memory: Amount of memory (in GB) to dedicate to Elasticsearch
Elasticsearch Minimum CPU: Minimum number of CPU cores that can be dedicated to Elasticsearch

Elasticsearch Maximum CPU: Maximum number of CPU cores that can be dedicated to Elastic-
search

Note:

The Kibana UI can be enabled from the same tray and will be deployed alongside Elasticsearch if
toggled on.

Collectors assignments can also be configured on a per-engine basis from the main configuration
tray.
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3.8 Environment sizing

To ensure consistently optimal performance and continuous availability, Plixer Scrutinizer must be provi-
sioned based on the functions and/or features required by its users.

This section outlines the recommended procedures for calculating the appropriate resource allotments for
Plixer Scrutinizer deployments.

Note: Certain steps in these guides require access to the Plixer Scrutinizer web interface. For more
accurate results, complete the initial setup wizard beforehand.

3.8.1 CPU/RAM

Follow the steps described in this section to calculate the total number of CPU cores and amount of RAM
that should be allocated to a Plixer Scrutinizer deployment.

Note: For additional guidelines related to distributed clusters, see this section.

1. Use the recommendations in the table below as starting CPU core count and RAM values. These
allocations cover Plixer Scrutinizer’s core functions (flow collection, reporting, basic alarm policies)
for the expected flow rates and exporter counts indicated.

CPU cores and RAM based on flow rate and exporter count
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Exporters
5 25 50 100 200 300 400 500
Flows/s| 5k
8CPU | 8CPU | 10 14 20 26 32 38
cores cores CPU CPU CPU CPU CPU CPU
16GB | 16 GB | cores cores cores cores cores cores
RAM | RAM 20GB | 28GB | 39GB | 52GB | 67GB | 82 GB
RAM | RAM | RAM | RAM | RAM | RAM
10k
8CPU | 8CPU | 12 18 25 32 38 43
cores cores CPU CPU CPU CPU CPU CPU
16GB | 16 GB | cores cores cores cores cores cores
RAM | RAM 24GB | 36 GB | 50GB | 65GB | 81 GB | 97 GB
RAM | RAM | RAM | RAM | RAM | RAM
20k
16 16 16 24 32 38 43 48
CPU CPU CPU CPU CPU CPU CPU CPU
cores cores cores cores cores cores cores cores
32GB | 32GB | 32GB | 48GB | 64GB | 80GB | 96 GB | 112
RAM | RAM | RAM | RAM | RAM | RAM | RAM GB
RAM
50k
32 32 32 32 39 44 48 52
CPU CPU CPU CPU CPU CPU CPU CPU
cores cores cores cores cores cores cores cores
64GB | 64GB | 64GB | 64GB | 80GB | 96GB | 112 128
RAM | RAM | RAM | RAM | RAM | RAM | GB GB
RAM | RAM
75k
46 46 46 46 46 49 52 55
CPU CPU CPU CPU CPU CPU CPU CPU
cores cores cores cores cores cores cores cores
96GB | 96GB | 96 GB | 96GB | 96 GB | 112 128 144
RAM | RAM | RAM | RAM | RAM GB GB GB
RAM | RAM | RAM
100k
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2. Following the table below, compute for the total expected CPU and RAM usage for all feature sets
that will be enabled.
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Feature

CPU (cores)

RAM (GB)

FA Algorithms

Streaming (to a
Plixer ML Engine
or external data
lake)

1

0.4

N/A

Basic Tuple Analysis

5.85

33

e DNS Hits

e FIN Scan

* Host Reputa-
tion

e ICMP Destina-
tion Unreach-
able

e [CMP Port Un-
reachable

e Large Ping

* Odd TCP Flags
Scan

e P2P Detection

* Packet Flood

* Ping Flood

* Ping Scan

* Reverse  SSH
Shell

* RST/ACK De-
tection

e Slow Port Scan

e SYN Scan

e TCP Scan

e Network Trans-
ports

e UDP Scan

* XMAS Scan

Application Analy-
sis

0.25

0.1

e Protocol Misdi-
rection

Worm Analysis

0.5

0.2

e Lateral Move-
ment Attempt

e Lateral Move-
ment

FlowPro DNS Exfil-

13 A nalveie

0.5

0.2

e DNS Command

on
O 7xIaly SIS

3. (¢

Config@tdtion@uides

Detection
e DNS Data Leak
Detection
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Note:

» Each FA algorithm reports detections using one or more alarm policies, which are also en-
abled/disabled as part of the feature set. Policy-to-algorithm associations can be viewed in the
Admin > Alarm Monitor > Alarm Policies view.

e The CPU and RAM allocations per feature are recommended for deployments with up to 500
exporters and a total flow rate of 150,000 flows/s.

3. Combine the values obtained from steps 1 and 2, and apply any necessary adjustments to the CPU
and RAM allocations for the Plixer Scrutinizer appliance.

4. In the web interface, navigate to Admin > Resources > System Performance and verify that the
correct CPU core count and RAM amount are displayed for the collector.

5. After confirming that CPU and RAM allocations have been correctly applied, go to Admin > Re-
sources > System Performance and enable/disable features according to the selections made for step
2.

Once Plixer Scrutinizer is fully configured and running, CPU and RAM utilization can be monitored from
the Admin > Resources > System Peformance page using the CPU Utilization and Available Memory
graphs. These graphs should be reviewed regularly (in addition to after resources are initially allocated),
so that any necessary adjustments can be made.

Important:  After making any adjustments to the Plixer Scrutinizer’s resource allocations, launch
scrut_util as the root user and run the set tuning command to re-tune the appliance.

Alarm policies under the System category are also used to report events related to resource utilization (e.g.
collection paused/resumed, feature set paused/resumed, etc.)

Additional factors

In addition to the considerations mentioned above, there are other factors that can impact performance
in Plixer Scrutinizer, such as the number/complexity of notification profiles in use, the number of report
thresholds configured, and the number of scheduled email reports that have been set up. It is recommended
to regularly review the Admin > Resources > System Performance page to ensure that resource utilization
remains within acceptable values.
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3.8.2 Storage

The Admin > Resources > System Performance page of the web interface summarizes disk utilization for
individual collectors in a Plixer Scrutinizer environment. A more detailed view that shows actual and
expected storage use for historical flow data can also be accessed by drilling into a specific collector.

This section discusses the main factors that influence a Plixer Scrutinizer collector’s disk use and provides
instructions for anticipating additional storage needs.

Data retention

Plixer Scrutinizer’s data history settings can be used to adjust how long Plixer Scrutinizer stores aggregated
flow data, alarm/event details, and other data. With the default settings, a collector provisioned with the
minimum 100 GB of storage can store up to 30 days of NetFlow V5 data for a maximum of 25 flow-
exporting devices with a combined flow rate of 1,500 flows/s.

For more accurate and detailed projections of disk space requirements based on specific data retention
settings, the following database size calculator can be accessed from the data history settings tray:
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Test data retention times

B 1 MM [HRS) & 5 MIN (HRS) @ 30 MIM [DAYS) B 2 HE (DAYS) @ 12 HR (WEEKS)

48 168 30 30 60 ®

Predicted HD utilization based on current settings

COLLECTOR 1 MM E MIN 30 MiIN IHR 12 HR DATA SIZE DESK SIZE
10.42.100.155 g60MB 154MB 190MB &0MB 210MB 1.48GE 209GB
10.42.100.156 519MB 69ME 88ME I7MB 240MB © 953.17MB 1.35GB
10.42.100.157 S564MB 99MB 11SMB 46MEBE 254MB 1.08GB 1.52GB

Current HD utilization per interval

COLLECTOR 1 MIN B MIN 30 MIN 2 HR 12 HR DATA SIZE DISK SIZE
10.42.100.155 806MB 153MB 173MB 56MEB 47MB 1.24GB 61GB
10.42.100.156 454MEB 54MB B1MB JeMEB 88ME = 753.05MB 61GE
1042100157 516MB 92MB 109MB 44ME 95ME = 555.56MB 61GE

The calculator shows both current and predicted disk usage for each historical flow data interval based on
the retention times entered. Details are shown by collector, with total predicted usage and total storage
currently available also included.

Note:

* More detailed storage utilization information can be accessed by drilling into a collector from the
Admin > Resources > System Performance page.

* Plixer Scrutinizer’s functions are highly I/O intensive, and there are many factors that can impact
the system’s disk-based performance, such as the size/complexity of flows being received and flow
cardinality. To ensure optimal performance, 15k HDDs or SSDs in a RAID 10 are recommended.

Auto-trimming
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Plixer Scrutinizer automatically trims older historical flow data when available disk space falls below the
Minimum Percent Free Disk Space Before Trimming value configured in the data history settings.

Auto-trimming can be disabled by unticking the Auto History Trimming checkbox, but flow collection and
other functions may be paused when available storage runs low. The amount of storage for the collector
can also be increased to retain older records.

Host indexing
When host indexing is enabled, it may become necessary to allocate additional storage, CPU cores, and
RAM to Plixer Scrutinizer collectors.

Host to host indexing can have a significant impact on disk utilization due to the two types of records
stored:

 Continuously active pairs, for whom records will not expire

* Ephemeral unique pairs, for whom records will expire but are also replaced at approximately the
same rate

Disk space calculations

To approximate the amount of additional disk space that will be used by the host to host index:

1. Create/run a new a Host to Host pair report and add all exporters that were defined as inclusions
for the Host Indexing FA algorithm.

2. Set the time window to cover a period of at least 24 hours.

3. When the output of the report is displayed, click the gear button to open the Options tray and select
Global.

4. In the secondary tray, select the 5m option from the Data Source dropdown and click Apply before
returning to the main view.

5. Note the total result count, which will be roughly equivalent to the number of active pairs.
6. Return to the Options > Global tray and switch to the /m data source option.

7. Subtract the previous result count from the updated total result count to determine the number of
ephemeral pairs.

After obtaining the active pair and ephemeral pair counts, the following formula can be used to calculate
additional disk space requirements for host to host indexing:

(Active pair count + Ephemeral pair count) * Exporter count * 200 B

where Exporter count corresponds to the total number of exporters/inclusions defined for the Host
Indexing algorithm.
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Utilization alerts

If the combined disk space used by the host and host pair databases reaches 100% of the Host Index Max
Disk Space setting of the Host Indexing algorithm, host and host to host indexing will be suspended until
storage becomes available again.

The following alarm policies are used to alert users to high disk utilization by host indexing:

Host Index Disk | Triggered when the disk space used by host indexing functions reaches/exceeds
Space Warning 75% of the specified Host Index Max Disk Space

Host Index Disk | Triggered when host indexing functions are suspended because the Host Index
Space Error Max Disk Space has been reached

Host Index Disk | Triggered when host indexing functions are suspended because disk utilization for
Availability Er- | the volume the host and host pair databases are stored on has reached/exceeded
ror 90%

Host indexing functions will automatically restart once sufficient storage is available, either due to record
expiry or because disk space has been added.

3.8.3 Distributed cluster sizing

Distributed configurations consisting of one primary reporting server and multiple remote collectors allow
Plixer Scrutinizer to scale beyond the single-appliance ceiling of 500 exporters with a total flow rate of
150,000 flows/s.

This section contains resource allocation guidelines and recommendations for individual appliances in a
distributed cluster.

Remote collectors

In a distributed environment, resource allocation for each remote collector should follow the same guide-
lines/recommendations as that of a single Plixer Scrutinizer appliance:

1. Use the expected flow rate and exporter count for the collector to determine recommended CPU and
RAM allocations for core functions.

2. Calculate the total additional CPU cores and RAM required to support the features that will be
enabled for the collector and exporters associated with it.

3. Provision the collector with the minimum 100 GB of disk space and the total CPU and RAM obtained
from the first two steps.

After the collector has been registered as part of the cluster and is receiving flows, continue to moni-
tor resource utilization via Admin > Resources > System Performance page and make adjustments when
necessary.
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Primary reporter

CPU and RAM requirements for the primary reporter in a distributed environment are primarily based on
the number of remote collectors in the cluster:

Minimum Recommended
CPU cores | 2x the number of remote collectors | 4x the number of remote collectors
RAM 2 GB for every remote collector 4 GB for every remote collector

Note:

* The CPU core and RAM allocations above are exclusive of the base resource requirements for the
virtual appliance.

* Depending on the scale of the network, the primary reporter may be subject to additional load due
to the volume of alarms/events being forwarded by the collectors.

3.8.4 Plixer ML Engine

Deployed as part of Plixer One Enterprise, the Plixer ML Engine is a supplementary appliance that provides
advanced anomaly and threat detection through Plixer Scrutinizer.

The following subsections contain sizing guidelines for local and cloud-based Plixer ML Engine deploy-
ments:

Hint: Sizing recommendations for the Plixer ML Engine are based on flow rates and asset counts. An
“asset” is either an exporter interface or a host.
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Local deployments

The following table shows the recommended resource allocations for a local Plixer ML Engine install:

CPU cores, RAM, and disk space based on expected flow rate and asset count
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Number of assets

150 300 450 600 750 900 1050 | 1200 | 1450 | 1700
Flows/s 10k
8 12 16 20 24 28 32 36 40 44
CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU
cores | cores | cores | cores | cores | cores | cores | cores | cores | cores
40 80 112 136 160 184 208 232 256 256
GB GB GB GB GB GB GB GB GB GB
RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM
0.2 04 0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0
TB TB TB disk TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk
20k
12 14 18 22 26 30 34 38 42 46
CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU
cores | cores | cores | cores | cores | cores | cores | cores | cores | cores
80 112 136 160 184 208 232 244 256 288
GB GB GB GB GB GB GB GB GB GB
RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM
04 0.6 0.8 1.0 1.2 14 1.6 1.8 2.0 2.2
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
30k
16 18 20 24 28 32 36 40 44 48
CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU
cores | cores | cores | cores | cores | cores | cores | cores | cores | cores
112 136 160 184 208 232 244 256 288 320
GB GB GB GB GB GB GB GB GB GB
RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM | RAM
0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2 2.4
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
40k
20 22 24 26 30 34 38 42 46 50
CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU | CPU
cores | cores | cores | cores | cores | cores | cores | cores | cores | cores
136 160 184 208 232 244 256 288 320 352
GB GB GB GB GB GB GB GB GB GB
76 RAM | RAM | RAM | RAM | RAM | RAM | RAM3, GonfiguRatitn|Giridés
0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2 2.4 2.6
disk TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk
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AWS deployments

When deploying the Plixer ML Engine as an AWS AMI, use the following table to determine the appro-
priate instance type and amount of storage:

Instance type and Elastic Block Storage (EBS) size based on flow rate and asset count
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Number of assets
150 300 450 600 750 900 1050 | 1200 | 1450 | 1700
Flows/s 10k
r5a.2xlpngea.4xlandea.4xlandea. 8xlandea. 8xlandea. 8xlandea. 8xlandea. 1 2x1afye 1 2x1afge 1 2
0.2 0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
20k
rSa.4xlangea.4x]lpndea. 8x1andea. 8xlandea. 8xlandea. 8xlandea. 1 2x1atge 1 2x1atge 12X 1atge 12X
0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
30k
rSa.4xlangea. 8xlandea. 8xlandea. 8xlandea. 8xlandea. 8xlangea. 1 2x 1afwe 1 2x1afge 1 2X1afge 1 2
0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2 24
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
40k
r5a.8xlpndea. 8xlandea. 8x1angea. §xlandea. 8xlandea. 1 2y latge 1 2y latge 1 2y latge 1 2y laftge 1 6
0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2 24 2.6
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
50k
r5a.8xlpngea. 8xlandea. 8xlandea. 8xlandea. 1 2xlatge 1 2x1atge 12X 1atze 1 2x1atge 1 2x1atge 1 6%
1.0 1.2 14 1.6 1.8 2.0 2.2 24 2.6 2.8
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk | disk disk disk
60k
r5a.8xlpngea. 8xlandea. 8xlandea. 1 2xlatge 1 2xlatge 1 2x1afge 12X 1atge 1 2x1atge 1 6x1atge 1 6
1.2 1.4 1.6 1.8 2.0 2.2 24 2.6 2.8 3.0
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
3 . Confi i i
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r5a.8xlpngea. 12x1atge 12x1atge 12y latge 1 2xlafge 1 2xlafge 1 2xlafge 1 6xlafge 1 6Xlafze 16X
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Azure deployments

When deploying the Plixer ML Engine as an Azure VM image, use the following table to determine the
appropriate VM size and amount of storage:

VM and Azure Disk Storage (ADS) sizes based on flow rate and asset count
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Number of assets
150 300 450 600 750 900 1050 | 1200 | 1450 | 1700
Flows/s 10k
StandardStandasdSiandardSiandardStandaydStand avdSEndaydStandaydStand aydStahelayd E48_v5
0.2 0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
20k
StandardStandardSiandandSEndavdSEnd aydStadd ardS i aydStandaydStahflaydSEdSlayd E48 v5
04 0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0 22
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
30k
StandardStandardStandaydStandaydS R aydStasid avdS End aydS Sl aydStadhSlaydSEhflayrd E48 v5
0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2 2.4
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
40k
StandardSERdaydStandaydStandaydS R aydStasid avdS tah&laydS bl aydStadhSlaydS thlard E64_v5
0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2 2.4 2.6
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
50k
StandardSE2daydStanRlaydStand aydS R aydStadh8 avdS tah&laydS tadiSlaydStadhSlaydS tahlayd E64_v5
1.0 1.2 1.4 1.6 1.8 2.0 2.2 2.4 2.6 2.8
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
60k
StandardStaslavdSEn avdStanel avdS th8l avdS tahdl avdS b8l avdS tadhdl avdS tadhSlavdS Eadlavd E64_v5
1.2 1.4 1.6 1.8 2.0 2.2 2.4 2.6 2.8 3.0
TB TB TB TB TB TB TB TB TB TB
disk disk disk disk disk disk disk disk disk disk
3
go 70k b
Standa1'dSﬁﬁﬂ@7@%@@17@%&@7@%&@7@%8@77@%8@
11 1 K 1Q AN NN A "N K
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Note: To learn more about Plixer ML Engine licensing options and deployment procedures, contact Plixer
Technical Support.
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CHAPTER

FOUR

USE CASES

This section details how Plixer Scrutinizer’s various functions and features can be applied in a wide range
of network and security use cases.

For ease of navigation, these guides are divided into separate subsections for NetOps and SecOps:
NetOps use cases

* Maintain deep visibility via various configurable views

* Monitor health/performance in real time

¢ Run fully customized reports to investigate issues
SecOps use cases

* Get alerted to malware and other threats based on multiple detection methods

* Access historical data to search for traffic indicating malicious activity

» Enhance incident response and threat-hunting workflows with customized views/reports
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4.1 NetOps Use Cases

Select a use case to learn more:

Customer Need

Use Case

Workflows

Aggregate flow data by any di-
mension to inspect any host or
traffic on the network

Customizable observation
points and reporting

Streamline information sharing
and enhance multi-role work-
flows

Team collaboration

Sharing information via collec-
tions

Monitor network health/perfor-
mance in real time and quickly
identify root causes

Investigating network conges-
tion

Monitoring for congestion
issues

Troubleshooting poor call
quality

Proactively monitor specified
network traffic from any email
inbox

Scheduled email reporting

Automating weekly reports

Create and customize network
maps to visualize what matters
to your team

Network mapping and visualiza-
tion

Mapping your network

Maintain multiple customizable
dashboards to support unique
roles and workflows

NOC dashboards and forensics

Multi-tenancy dashboards

Continuously monitor network
health/performance and extract
additional traffic insights

Network performance monitor-
ing (NPM)

Monitoring for congestion is-
sues

Monitor how data circuits are
used over time to plan future
needs and optimize costs

Capacity planning

Forecasting and meeting busi-
ness needs

Bridge visibility between cloud
and on-prem resources without
deploying probes

Cloud visibility and detection
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4.1.1 Customizable observation points and reporting

With the Plixer One Platform (Core or Enterprise), users can use Plixer Scrutinizer to configure/run their
own purpose-built reports. These reports are fully customizable and can be used to visualize network
performance, identify problem points, and investigate root causes of network issues. Reports can also be
continuously refined to filter, drill down, and/or pivot as part of monitoring or investigative activities.

Overview

Reports in Plixer Scrutinizer aggregate data from one or more devices/sources based on the dimensions
defined in the base report type. To further adapt a report to more specific monitoring and investigative
needs, there are a range of settings that can be modified.

Configuring reports

In addition to the base type and data sources, reports use the following settings when they are
run:

* Time period covered (either last X or custom date/time ranges)
e Graph/visualization type
« Filters

Each report can have multiple filters in any combination of filter types (device/interface, do-
main, host addresses, etc.) defined as either inclusions or exclusions. Additionally, filters can
be configured so that they include only source hosts, destination hosts, or both.

Report settings, including the base type and devices/sources, can be set/changed in the report
creation wizard or when refining the output after the report is run.

Hint: In the report output view, table elements can be dragged to Include and Exclude
drop zones to re-define the report’s inclusions and exclusions. Additionally, clicking on a
dimension element opens a tray that allows the user to pivot to any other report type available
for that element.

Additional options

After a report is created/run, it can be saved and/or exported in several ways to enhance a
wide range workflows.

With Plixer One Enterprise, saved reports can also be used to generate forecasts for capacity
planning and to enable more efficient collaboration between team members.
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4.1.2 Team collaboration

To support the growing scale and complexity of enterprise environments, the Plixer One Platform (Core
or Enterprise) includes multiple functions that enable greater efficiency in collaborative processes and
workflows:

* Save custom reports and allow other members to access/re-run them at any time

» Email reports directly to concerned parties or export them for use in external systems

» Compile alarm details and/or reports into collections for review/investigation by multiple team mem-
bers

* Assign one or more notification actions (including email alerts) to alarm policies through customiz-

able notification profiles.

Overview

Plixer Scrutinizer includes multiple features and functions that are designed to streamline the sharing of
network and incident information between members and teams.

Saved reports

Plixer Scrutinizer reports function as a customizable network visibility interface, where you
can continuously filter, drill down, and pivot to different report types to monitor specific net-
work elements or identify problem points. Once a report configuration is saved, other users
can be given access (through user groups) to re-run it or add it to their dashboards.

Hint: A saved report can also be used to set up a scheduled email report to automatically
run and email the report to any number of users at regular intervals.

Report/notification emails

Once an email server has been configured, Plixer Scrutinizer can be set to send alerts and
reports directly to user inboxes:

* On-demand email reports after any report is run

* Scheduled email reports at user-specified intervals

86 4. Use Cases



Scrutinizer Documentation, Version 19.6.1

» Alarm/event email notifications, which are triggered via notification profiles assigned to
alarm policies

Hint: Both email report types also include a link to run the report in the Plixer Scrutinizer
web interface. PDF and/or CSV copies of the report may also be attached.

Collections

Collections are compilations of alarm/event data or reports that are assigned to specified users
for review, analysis, or resolution. In addition, collections can be viewed by other users, who
are able to add annotations directly to the collection item’s details and/or engage in discussions
via threaded notes/comments.

Hint: While reviewing a collection, a user can click on individual items to quickly
jump to more detailed views.

Important: Collections are part of the Plixer One Enterprise solution. Contact Plixer
Technical Support for more information.

Workflows

The following workflow(s) show how the Plixer One Platform can drive more efficient collaborative work-
flows through various functions:

Sharing information via collections

The network team discovers suspicious traffic and wants to share the information with an independently
operating security team. Instead of exporting the information and sending it via email, they create a
collection containing the relevant reports and/or alarm data that can be accessed by other Plixer Scrutinizer
users at any time.

Workflow
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1. From the Alarm Monitor view or Report page associated with the suspicious traffic, create a new
collection from the Manage Collections submenu (star button) and set it as the active collection.

Tip: To use an existing collection instead, click the star button and select the collection from the menu.

2. To add an item after the active collection has been set, click the star button from any relevant alar-
m/event information view or report, and then click it a second time, after it has been replaced with
a+.

3. Repeat the previous step to add additional items to the collection.
All Plixer Scrutinizer users can access existing collections via the Investigate > Collections page of the web

interface. When inspecting a collection, users can add notes to the individual items or for the collection
itself.

Hint: The default view of the Collections page displays all collections that have been assigned to the
current user. To see other collections, switch to the Other Collections tab of the page.

Collections that are no longer relevant can be deleted by selecting them from the main Collections page
and clicking the Delete button.

4.1.3 Investigating network congestion

In almost any modern enterprise environment, identifying the who, what, where, when, and why behind
congestion issues requires tools that go beyond inundating network teams with large volumes of raw data.

Through Plixer Scrutinizer, the Plixer One Platform (Core or Enterprise) enables multiple approaches to
dealing with network congestion issues:

* Drill down into network device/host activity to identify root causes for congestion by applying one
or more filters and pivoting between different report types.

* Monitor network devices and/or interfaces for congestion in the Top Interfaces view.

* See real-time rates and utilization between devices and other objects in network maps by adding
connections with custom color-coded thresholds.

* Gethigh utilization alerts via the Plixer Scrutinizer Alarm Monitor by adding user-defined thresholds
to reports.
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Overview

Teams can leverage the following Plixer Scrutinizer features/functions to proactively watch for network
congestion, collect insights into the root cause(s), and respond efficiently.

Reports

Reports aggregate data from any number of user-specified devices and dimensions and can
show sources of congestion and bandwidth consumption:

¢ Identify “Top Talkers” on the network using Source and Destination reports.

* View peak and 95th percentile in Traffic Volume reports.

Check for latency and packet loss with Plixer FlowPro APM Application Retransmission
reports.

» Apply any number of filters for subnets, applications, usernames and then pivot directly
to another report type to narrow down your results.

Report Thresholds

Custom thresholds can be added to saved reports to monitor for congestion and trigger alarm
monitor alerts when those thresholds are reached. With a report threshold configured, the
report can be re-run to monitor for min/max bandwidth utilization and mitigate regression
after congestion sources are identified.

Hint: If a notification profile is assigned to the Report Threshold Violation alarm policy, the
threshold can be used to trigger notification actions, such as email alerts and CEF notifications
for external tools.

Top Interfaces view

The Top Interfaces view (Explore > Exporters in the web interface) can be used to monitor
all device interfaces, from the most saturated down to the least utilized. This allows network
teams to identify which ones are most affected by congestion at a glance. The view can also
be used to inspect highwater marks that indicate peak saturation over a period of time.

Hint: The Explore > Exporters page can be set to show either By Interfaces or By Exporters
as the default in your user preferences menu.
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Map Connections

After a network map is populated with devices and other objects, it can be further customized
with connections representing activity between devices, objects, and/or interfaces. Connec-
tions can also be individually configured with utilization thresholds that change the color
they’re displayed in, giving teams a bird’s eye view of potential congestion issues in real time.

Hint: Click on devices or interfaces in a network map to quickly jump to the Top Interfaces
view filtered on the object.

Workflows

The following workflows show how multiple Plixer One Platform functions can help network teams miti-
gate, and/or investigate network congestion issues.

Monitoring for congestion issues

Scenario

A user calls in reporting that everything on the network is taking an excessive amount of time
to load, indicating network congestion.

Workflow
* Navigate to Explore > Interfaces
¢ Identify instantly if any interfaces are congested
* Open a “Conversations” Report to see the top source and destinations of bandwidth

* We may find that a host on the network is performing write intensive backups during the
day and eating up all available bandwidth.

Tip: If Host Indexing is turned on, you can look up a user’s IP and see all network devices
that saw that address.

Note: Plixer Scrutinizer records highwater marks that represent the peak utilization for each
interface.
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Troubleshooting poor call quality

Scenario

The sales teams reports that outbound calls have been of poor quality recently. Jitter happening
sporadically on the call, making it difficult to conduct business efficiently.

Workflow
* Navigate to Reports > Run Report > Select Report Types

* Under the Flowpro APM Reports category, select a report like ‘Host to Host Jitter All
by SSRC’

* Open the report and note the report columns such as Source Jitter and Packet Loss

* We may find that we can measure the jitter and packet loss and see what the RTP payload
type was. Perhaps the subnet traffic is not using class-based QOS and voice traffic isn’t
being prioritized.

Note: Plixer FlowPro is part of the Plixer One platform. To learn more, see the section on
FlowPro integration.

4.1.4 Scheduled email reporting

With the Plixer One Platform (Core or Enterprise), NetOps teams can use Plixer Scrutinizer reports as a
proactive monitoring tool for any type of network meta data by setting up scheduled email reports.

Overview

A scheduled email report is a saved report that has been set to run at specified intervals using the exact
same configuration (graph, filters, etc.). Each time the report is run, its output is automatically emailed to
one or more recipients.

Note: Scheduled email reports are different from on-demand report emails, which must be sent manually
after a report is run.

All email reports contain a direct link to the primary report and may also include PDF/CSV copies of the
report. One or more additional reports can also be run and sent in the email.

Setting up a scheduled email report
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A scheduled email report can be set up after re-running a saved report (or after creating and
saving a new report).

From there, click the Export Report/share button, select Schedule Report in the tray, and
configure the following:

* A name for the scheduled email report configuration (used for configuration manage-
ment and as the subject line of the email)

* One or more recipient addresses (comma-separated)

* Frequency and time (minute on the hour) to run and send the report

* (Optional) PDF and/or CSV format attachments (all included reports)
* (Optional) Additional reports to run and include in the email

Once set up, the report(s) will be run/sent at the specified intervals until the scheduled email
report configuration is disabled or deleted.

Hint: To inspect, edit, or disable scheduled email report configurations, navigate to Admin
> Reports > Scheduled Email Reports.

Workflows

The following workflow(s) show how the Plixer One Platform is able to continuously monitor specific
network traffic through scheduled email reports:

Automating weekly reports

Important: To set up scheduled email reports, an email server must first be configured via
the Admin > Integrations page.

Scenario
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Management wants to see summarized data concerning the network emailed on a weekly

basis.

Workflow

First off, identify the details that are most critical to report on. Some examples are: top
applications, top used ports, destination countries, etc. Regardless of the report types required,
the same steps are used to add reports to your scheduled report.

L.

W

Select Reports > Run Report > Select Report Type to start a report.

. Choose Destination Reports > Countries with AS, and then select the appropriate

network devices to include in the report.

. Change the range of the report to Last Seven Days to show the entire weeks network

data.
Save and give this report a name.

Export the report as a gadget from the Options tray.

Repeat the same steps for the other reports, making sure the time range is Last Seven Days

* Pair Reports > Conversations Apps

» Top > Protocols

» Top > Well Known Ports

Now that the reports that will be sent weekly have been created, they can now be assigned to
a scheduled report.

Assign the frequency to Weekly and set time to the day of the week and time to see this email
come through, “Friday 5:00pm”. Options include adding PDF and CSV attachments along
with the email.

Be sure to select the reports that were created for this scheduled email and add them to the
include list. After a scheduled report configuration has been set up, it can be viewed or edited
from Admin > Reports > Scheduled Email Reports.
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4.1.5 Network mapping and visualization

With the Plixer One Platform (Core or Enterprise), network teams can leverage Plixer Scrutinizer’s in-
tegrated network mapping functions to create and customize maps that are based on user-defined device
groups. These maps are continuously updated in real time, allowing them to function as both a high-level

view of network health and a starting point for investigating connectivity issues.

Overview

When creating a new map in Plixer Scrutinizer, users can select between Spatial Maps to fully customize

the device layout or Geographical Maps for location-based arrangement.

After a network map is initially generated, it can be further customized/configured at any time. Existing

network maps can be viewed from the Monitor > Network Maps page or as dashboard gadgets.

Spatial Maps

Using the following configuration options, spatial maps can be used to design fully customized
topologies to meet different visualization requirements:

Position map objects against custom backgrounds to recreate office layouts, wiring closet
connections, and more.

Add custom objects to represent non-exporters, such as external hosts
Define connections between objects (devices, interfaces, and/or custom objects) to indi-
cate static links, display interface utilization, or run a saved report using the connected

objects

Add custom utilization thresholds to connections to show overall network health and
potential congestion issues

Nest mapping groups within each other and create multi-layered maps to support net-
work segment planning and monitoring

Tailor maps to specific team role or workflow needs and manage access via dashboards
and user groups.

Hint: Bulk management functions for mapping objects and groups can be accessed via the
Mapping Objects and Mapping Groups pages under Admin > Settings in the web interface.
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Geographical Maps

Object positions in geographical maps are determined by their longitudinal and latitudinal
coordinates. Both manual coordinate entry and address lookups via Google Maps are sup-
ported.

Hint: Objects can be assigned unique coordinates/addresses for every map/group they are
assigned to.

Geographical maps support similar configuration/customization options as spatial maps (ex-
cept for object positioning and custom backgrounds) and can be used to enhance many of the
same workflows. They are also ideal for monitoring the health and performance of geograph-
ically segmented networks.

Workflows

The following workflow(s) are examples of workflow enhancements enabled by Plixer Scrutinizer’s live
network maps in the Plixer One Platform:

Mapping your network

To streamline NOC workflows in their growing environment, the team decides that they need a visual
representation of the network and critical applications.

Workflow

To set up the new map, navigate to Monitor > Network Maps and create a new spatial map:
1. Use a name that matches the coverage of the map (e.g., the entire network).
2. Assign all applicable devices (routers, firewalls, switches) as map objects.

3. Link devices as necessary by creating connections. Connections can be static lines, interface repre-
sentations, or saved reports.

Hint: When a saved report is used as a connection, it will represent the traffic aggregated by the
report. This can be anything from a layer 7 application (e.g., YouTube) to firewall events from a
Cisco ASA. In the latter case, the connection will typically be grayed out (inactive), and can serve
to quickly alert the network team when it becomes active.

If the network topography changes at a later time, the map can be updated to reflect the changes.

For larger networks, such as those that span multiple locations, it may be ideal to create smaller maps
representing individual network segments and nest them under a larger map as objects. This will create a
“global” map with a hub-and-spoke layout.
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4.1.6 NOC dashboards and forensics

As ubiquitous as dashboards have become in network operations center (NOC) workflows, many tools
remain limited by the lack of customization options for data sources, gadgets, and auxiliary features.

Plixer Scrutinizer dashboards—part of the Plixer One Platform (Core or Enterprise)—can be customized to
support and enhance any number of unique user roles and/or workflows.

Overview

Plixer Scrutinizer users are able to create any number of uniquely configured dashboards to support and
enhance their individual workflows.

Dashboard management

When creating a new dashboard, users can choose between starting with a copy of an existing
dashboard or populating a “blank” dashboard with their own selection of gadgets.

Existing dashboards also have the following additional management/configuration options:

Set as default Selects the dashboard as the default for the current user
Set as read-only Locks dashboard settings and gadgets until toggled off
Modify user access Shows or hides the dashboard for individual users
Modify user group access | Shows or hides the dashboard for user groups

Hint: To change the layout and gadgets for existing dashboards, switch to edit mode while
dashboard is active.

Custom Gadgets

To complement the preconfigured gadgets bundled with Plixer Scrutinizer, network maps and
reports can also be added to dashboards as gadgets. This allows users to view/access fre-
quently used maps and reports directly from their preferred dashboard(s) instead of navigating
to the corresponding sections of the web interface.

Existing network maps or reports (must be exported first) can be added when setting up a new
dashboard or while in dashboard edit mode, provided the current user has access via their user

group.
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External gadgets

External gadgets are another type of custom gadget that allow Plixer Scrutinizer users to em-
bed valuable data from third-party sites (via URL) in their dashboards and further extend
visibility.

Hint: External and report-based gadgets can be configured with custom refresh intervals to
always display the data that is most relevant to users.

Workflows

The following workflow(s) show how the Plixer One Platform is able to enable and enhance UlI-driven
workflows with Plixer Scrutinizer Dashboards:

Multi-tenancy dashboards

As part of a multi-tenant environment, the operator wants to provide each customer with a dashboard for
their network.

Workflow

Assuming two groups (A and B), each group should have exclusive logins so that only content relating to
their group is accessible to their users.

This workflow assumes that each of these groups consists of a location with three network devices sending
netflow data:

¢ Firewall
¢ Core Router
e Switch

The dashboard should contain a single top conversations report for the group’s network and be accessible
to all users under that group/location.

1. Create a dashboard for each group (e.g., Dashboard A and Dashboard B). This will allow you to
export the appropriate reports to them after they have been created.
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2. Create Group A’s report:

a. Start by adding devices and select the IP addresses of Firewall A, Core Router A, and Switch
A.

b. Select Conversations App (under the Recommended category as the report type).
c. Change the time window/range of the report to Last 24 hours.

d. After running the report, save it under a name associated with Group A (e.g., Top Conversations
A)

e. Click the share button and select Add to Dashboard.

f. In the secondary tray, select Dashboard A from the Dashboard Tab dropdown and choose what
content to show in the gadget (graph, table, or both).

Note: If a different name is entered in the Report Name field, a new, separate report will be saved.
The new name will also be used as gadget label.

3. Repeat the previous steps using Firewall B, Core Router B, and Switch B, and export the report to
Dashboard B.

4. Set up the report folders for each group:
a. Navigate to Admin > Classic Admin > Reports > Report Folders.
b. Click the New Folder button and enter a name for Group A’s folder (e.g., Report Folder A).

c. Add the report that was created for Group A to the folder by selecting it and clicking the <-
Add button.

d. Repeat the steps to create the folder for Group B and add their report to it.
5. Create a map for each group’s network:

a. Navigate to Monitor > Network Maps and create a new spatial map for Group A (e.g. Map
A).

b. Assign Firewall A, Core Router A, and Switch A as map objects.

c. Link the devices as necessary using connections.
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Hint: The report previously created for Group A (or any other saved report) can be used to create
a connection representing that traffic type between devices. These reports can also be added to
dashboards for up-to-the minute display of the traffic covered.

d.

Repeat the steps to create the map for Group B.

6. Set up the user groups:

d.

Navigate to Admin > Users and Groups > User Groups and click the + button to create a
new group.

In the tray, enter a name (e.g., Group A Users) and select Guest as the starting template from
the dropdown.

After the user group has been created, locate it in the main table and click the links under the
columns to make the following changes:

Devices: Select only Firewall A, Core Router A, and Switch A.

Interfaces: Select only interfaces that should be visible to Group A (all interfaces associated
with their devices, in most cases)

Reports: Select all reports and report folders created for Group A.

Dashboard Gadgets: Select only gadgets (based on saved report names) that were created for
Group A.

Repeat the steps to set up the usergroup for Group B.

7. Navigate to Admin > Users and Groups > User Accounts and click the + button to create login
credentials for one or more users for each group. Use the dropdown in the tray to add each user to
the appropriate user group.

Hint: Users obtained from LDAP or another identity provider can also be added to user groups.

After everything has been set up, users from each group will only have access to the devices/interfaces,
reports, and dashboards/gadgets belonging to their group.
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4.1.7 Network performance monitoring (NPM)

Without true visibility into traffic patterns and trends, additional provisioning may seem like the only way
to keep up with a network’s growth.

With Plixer One Enterprise, network teams can access detailed information related to application per-
formance and performance costs, in addition to being able to examine end-to-end network conversation

details through Plixer Scrutinizer’s reporting and filtering functions. Users can also leverage the Plixer
ML Engine to forecast any future network traffic/behavior.

Overview

Plixer One Enterprise includes multiple functions/components that can enhance a network team’s ability
to monitor and manage network performance down to the application level.

Reports
In Plixer Scrutinizer, reports can help network teams understand the root causes of traffic
saturation on a network’s top interfaces. When used in conjunction with alarms for interface
threshold violations, they can get alerted to saturated circuits and will have the means to
uncover what that traffic consists of.

APM

Plixer One Enterprise provides application performance monitoring functions that are de-
signed to support teams in ensuring consistently optimal experiences for their users:

* Measure application round-trip time (RTT)
* Monitor latency for Layer 7 applications, clients, servers, and VoIlP communication
» Diagnose issues using SSRC, ToS, jitter, retransmission rates, and other packet metrics
Forecasts
By combining the capabilities of Plixer Scrutinizer with the Plixer ML Engine, Plixer One En-
terprise can provide users with forecasts of future network activity to support capacity plan-
ning initiatives. These forecasts can help network teams visualize trends of network growth

and predict behavior based on the patterns exhibited by past activity.

Once a report has been configured with the correct settings and filters, it can be used to gen-
erate a forecast that predicts the state of the same traffic into the future.
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Data history

Plixer Scrutinizer can be tuned to keep historical data for as long as needed through its data
retention settings.

Because raw alarms come in off the wire and are stored each minute, the data stored for that
interval offers the most granular historical information. To make more efficient use of disk
space, however, Plixer Scrutinizer automatically aggregates that data and rolls it up into Sm
averages for up to 2-hour intervals. This allows for historical data to be kept for a longer period
of time.

To learn more about how Plixer Scrutinizer aggregates historical data, see this section of this
documentation.

Important: APM-specific reports and forecasting are only available with Plixer One Enterprise. Contact
Plixer Technical Support to learn more.

Workflows

The following workflow(s) show how the functions and features included in Plixer One Enterprise can help
teams monitor network and application performance in their environment:

4.1.8 Capacity planning

Through Plixer Scrutinizer, Plixer One Enterprise can leverage the capabilities of the Plixer ML Engine to
generate forecasts of future network activity for capacity planning:

Apply machine learning techniques to create dynamic baselines for network behavior

Extend any Plixer Scrutinizer report into the future to forecast trends and predict changes to network
activity

Use AI-/ML-driven data analysis to predict VPN trends, proactively plan capacity, and align invest-
ments with business needs

Gain visibility into encrypted VPN tunnels to detect threats
Gain visibility into address pool utilization and trend its usage

Associate users, devices, and applications with the consumption of bandwidth
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Overview

Plixer Scrutinizer includes multiple tools and functions that can enhance a network team’s capacity plan-
ning capabilities.

Traffic/behavior baselining

Using collected flow data, the Plixer ML Engine is able to create dynamic machine learning
models of baseline network behavior.

Plixer One Enterprise can use these models to deliver additional capacity planning insights in
two ways:

» Alarms for behavioral deviations that exceed a certain threshold (based on the configured
sensitivity) using the Plixer Network Intelligence Anomaly policy

* Activity/deviation monitoring via Behavior tab when drilling into individual hosts from
the Explore > Entities > Hosts view.

Reports

Plixer Scrutinizer’s customizable reports are designed to help teams get to the bottom of any
inquiry.

For capacity planning, they can be used to investigate traffic saturation on top interfaces and
help determine whether additional provisioning will be required.

Forecasts

Forecasting is a Plixer One Enterprise feature that allows users to create forecasts of future
network activity.

A forecast can be generated from any saved report and will comprise projections for the traffic
included by the report configuration (e.g., devices, filters, etc.). This gives teams the ability
to define the exact network activity to be forecasted as part of capacity planning.

HD utilization projections

On the Admin > Resources > System Performance page, clicking on a collector opens a view
showing predicted HD utilization based on the current data retention settings. These projec-
tions can be used to ensure that sufficient disk space is always available to meet historical data
storage needs.
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Workflows

The following workflow(s) show how teams can leverage Plixer One Enterprise functions to enhance their
capacity planning capabilities:

Forecasting and meeting business needs

The network team is asked to predict how long an organization’s current infrastructure will continue to
support their business needs. To visualize trends in network growth, they create report configurations for
various aspects of the environment and use them to create ML-driven forecasts in Plixer Scrutinizer.

Workflow

Because Plixer Scrutinizer forecasts are based on reports, the environment’s current capabilities should be
split up into separate capacities, such as:

* WAN usage

VPN traffic

* Subnet-to-subnet patterns

BGP traffic

 Core router saturation

* Critical application latency
From there, one or more report configurations should be created and saved for each capacity. These re-
ports can then be used to generate forecasts that will show emerging utilization trends. At the same time,

any latency problems discovered may also indicate potential capacity issues that need to be addressed,
depending on their frequency and degree of deviation from the baseline.

4.1.9 Cloud visibility and detection

The Plixer One Platform (Core or Enterprise) enables seamless visibility across on-prem and cloud-based
resources in cloud or hybrid environments through cloud provider log ingestion in Plixer Scrutinizer.
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Overview

After the corresponding cloud storage container is set up to receive log data from an AWS, Azure, or OCI
virtual network, Plixer Scrutinizer can be configured to ingest the information via the container. Containers
that have been set up as flow data sources in Plixer Scrutinizer are treated as exporters and support the
same functions and configuration options as typical flow-exporting devices (e.g., flow analytics, Plixer ML
Engine inclusion rules, and reports.
Amazon VPC flow logs

To enable Amazon VPC flow log ingestion in Plixer Scrutinizer, the VPC must first be set to

send log data to an Amazon S3 bucket with the correct configuration. Afterwards, the bucket

should be added to Plixer Scrutinizer from the Admin > Integrations > Flow Log Ingestion

page in the web interface.

The following additional report types can be run when one or more S3 buckets are selected
as data sources for a report:

e Action

¢ Action with Interface

¢ Action with Interface and Dst
¢ Action with Interface and Src
* Availability Zones

* Dst Service

* Interface

e Pair Interface

¢ Pair Interface Action

¢ Src Service

¢ Src Service-Dst Service

e Traffic Path

* VPCs
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Hint: To view only report types that apply to Amazon VPC flow logs, use the Amazon AWS
category when selecting a report type.

Azure flow logs
Setting up Azure flow log ingestion in Plixer Scrutinizer requires an Azure Blob Storage con-
tainer that is correctly configured and receiving log data from the virtual network. This con-
tainer should be added to Plixer Scrutinizer from the Admin > Integrations > Flow Log In-

gestion page in the web interface.

When one or more Azure blob containers are selected as data sources for a report, the follow-
ing additional report types become available:

¢ Flow Decisions
¢ Flow Decisions Count

¢ Flow States

Flow States Count

All Details

¢ Resource IDs

Hint: To view only report types that apply to Azure flow logs, use the Azure category when
selecting a report type.

4.2 SecOps Use Cases

Select a use case to learn more:
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Customer Need

Use Case

Workflows

Continuously monitor critical
services for anomalous usage

Service behavior monitoring

Detecting anomalies and devia-
tions

Monitor network activity to
identify malware-infected hosts

General malware detection

Alerting on malware activity

Drill into numerous data points
to examine device behavior and
pinpoint Indicators of Attack
(IoAs)

Threat hunting

Using host index to identify
malicious IPs

Reviewing Alarm Monitor
alerts for suspicious hosts
Investigating off-hour network
activity

Identifying exfiltration outside
business hours

Monitor network activity to de-
tect lateral movement behavior

Lateral movement detection

Investigating lateral movement
alerts

Uncovering data exfiltration

Enhance incident response pro-
cedures through added visibility
and Ul-driven workflows

Incident response

Responding to Alarm Monitor
security alerts

Scrutinizing an infected host

4.2.1 Service behavior monitoring

Plixer One Enterprise addresses the limitations of traditional security technologies by applying Al and
ML techniques to provide early, generic detections for activity associated with advanced persistent threats

(APTSs).

These detections rely on behaviors rather than signatures and give security teams an additional layer of
defense against attempts to use common services to infiltrate, infect, and exploit network resources.
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Overview

Plixer One Enterprise’s approach to anomaly detection relies on the Plixer ML Engine to turn the flow data
collected by Plixer Scrutinizer into behavioral models that represent typical host activity. All incoming
flow data can then be compared against these baseline models to proactively scan for potentially malicious
activity and alert security teams in real time.

Configuring anomaly detection

The Plixer ML Engine’s anomaly detection functions can be adapted to any type of environ-
ment through its configuration:

Dimen- Services/applications (protocol and port) whose behavior is modeled and mon-
sions itored for anomaly detection

Inclu- Hosts (by Exporter or subnet) being monitored for anomalous behavior

sions

Sensitiv- | The tolerance for deviations from baseline service behavior for hosts associated
ity with the inclusion

Defining dimensions and inclusions for the engine isolates traffic information to reduce the
amount of “noise” and maximize the accuracy of detections. Organizations are also able
to tune detections to their unique processes and workflows by adjusting the sensitivity for
individual inclusions.

Hint: Low sensitivity is generally recommended for critical subnets (e.g., finance, HR, etc.)
where all irregularities should be reported, while a High can be used for hosts whose security
requirements are less strict.

Investigating anomaly detections

Once anomalous behavior is reported via an alarm, the appropriate response can be deter-
mined using a combination of Plixer Scrutinizer workflows, including:

e Drilling down into the alarm (e.g., Plixer Security Intelligence, Lateral Movement Be-
havior, etc.) and checking the timeline to determine whether the detection is an isolated
observation or an ongoing event

 Inspecting event artifacts to see which hosts were involved and drilling into them to gain
further insights from Plixer Endpoint Analytics
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* Reviewing activity via the Behavior tab when drilling into hosts from the Explore >
Entities > Hosts view.

* Running Source and Destination reports on the hosts to check for traffic between them
and external IP addresses

Hint: After running an initial report, it can be refined directly from the output view to enable
further investigation.

Workflows

The following workflow(s) show how alarms related to anomalous service behavior are used to investigate
potential cyber attacks:

Detecting anomalies and deviations

Continuously monitor traffic anomalies or traffic deviations that exceed set thresholds using dynamic ML-
modeled baselines.

Workflow

Machine learning allows Plixer Scrutinizer to alert users to anomalous traffic utilization patterns typically
associated with security incidents.

Note: This workflow requires the Plixer ML Engine for predictive modeling. Contact Plixer Technical
Support to learn more about licensing options.

All incoming flow data can be compared against these baseline models to proactively scan for potentially
malicious activity and report discoveries in real time.

From there, the next steps should be to set up reports and using them to generate forecasts.
Identifying which areas of the network (devices and interfaces) have the majority of traffic:

* What types of traffic would you expect to see — VoIP, HTTP, SQL?
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» Business application traffic like Salesforce, AWS, Azure etc.
* DNS requests to dedicated DNS servers on the network
Now consider traffic that may be anomalous:

* Does Remote Desktop Protocol make sense on this network, is there a business usecase for
RDP?

¢ Should there be SSH traffic to critical hosts?

Based on the above considerations, create/run one or more reports to isolate traffic data for services, hosts,
or device groups that are most likely to be involved in malicious activity. Once saved, these reports can
then be used to forecast expected traffic patterns and highlight deviations (e.g., an anomalous ICMP data
trend in outbound WAN usage for edge devices) that can be analyzed to identify threats.

Next steps would be to customize alerts for this behavior or other traffic deviations that exceed user-defined
thresholds configured for the report(s).

Tip: Plixer Scrutinizer’s alarm policies can be assigned custom notification profiles. To
add one or more notification actions for all report thresholds, create a notification profile and
assign it to the Report Threshold Violation policy.

4.2.2 General malware detection

Because all malicious activity leaves footprints in network traffic, the visibility provided by traffic data can
be an invaluable asset against modern malware.

By ingesting large volumes of network information through Plixer Scrutinizer, Plixer One Enterprise can
provide general malware detections and extract additional value from the same flow data.
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Overview

The Plixer ML Engine uses classification - a machine learning technique that relies on models that have
been trained on labeled data - to predict whether a host’s behavior is indicative of common classes of
malware, including command and control, banking trojans, exploit kits, etc. Each prediction is returned
in the form of a percentage, which represents the degree to which the observed traffic patterns match
those it has learned to be associated with malware. If that percentage exceeds a preset detection threshold,
a high-severity event is generated under the corresponding alarm policy in the Plixer Scrutinizer alarm

monitor.

Enabling malware classification

To optimize resource utilization, malware detection is configured at the ML inclusion level,
enabling or disabling classification for all hosts associated with the inclusion. The Malware
Detections setting can be accessed from the Manage ML Inclusions page, where it can be
toggled on or off in the inclusion configuration tray.

Investigating malware detections

Once a detection is reported as an alarm, the appropriate response can be determined using a
combination of Plixer Scrutinizer workflows, including:

Note: General ML-driven malware detections are reported under the ML Engine malware
alert alarm policy. A separate Malware Command and Conquer Activity Detected policy is
used for detections via Flow Analytics.

* Drilling down into the alarm and checking the timeline to determine whether the detec-
tion is an isolated observation or an ongoing Event

* Inspecting event artifacts to see which hosts were involved and drilling into them to gain
further insights from Plixer Endpoint Analytics

* Running Source and Destination reports on the hosts to check for traffic between them
and external IP addresses

Hint: After running an initial report, it can be refined directly from the output view to enable
further investigation.
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Workflows

The following workflow(s) are examples of Plixer One Enterprise’s malware detections being used as
starting points for investigating suspicious network activity:

Alerting on malware activity

Get alerted to any host demonstrating malware activity and send notification to security team.
Workflow
Becoming aware of suspicious activity

Plixer Scrutinizer and the Plixer ML Engine can be used together to help assess possible malware activity
on your network.

The ML algorithms used for malware classification trigger alerts within Plixer Scrutinizer’s alarm policies
for traffic/activity that deviates from dynamic ML-modeled baselines.

Note: This workflow relies on the Plixer ML Engine to report classification-based detections. Additional
host analysis and risk assessment functions are enabled through Plixer Endpoint Analytics.

Tip: Plixer Scrutinizer and Plixer FlowPro also use STIX/TAXII and other threat intelligence feeds to
identify activity associated with common classes of malware and ransomware.

Responding to potential malware

Review the Admin > Alarm Monitor > Alarm Policies page and search for the ML Engine malware alert
policy. Using a custom notification profile, this policy can be configured to trigger an email to one or more
addresses. This can be used to alert security team members whenever there are malware detections that
should be reviewed.

Hint: Other automated notification actions can also be defined under the same notification profile.

From the Alarm Monitor view within the UI, you could dive into the alarm policy and investigate the host
with details on top applications and conversations.

Plixer Scrutinizer reporting can generate host-to-host reports to show the full extent of the host’s commu-
nications with other IPs on the network. Any outbound traffic with remote hosts should be investigated by
navigating to the Reports tab/section of the web interface and running destination reports.

Additionally, Plixer Endpoint Analytics may be able to provide MAC details for the host and report its own
risk assessment based on internal algorithms, MS Defender, and Tenable.
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4.2.3 Threat hunting

Plixer One Enterprise can enhance any team’s threat-hunting capabilities by providing them with central-
ized access to rich, contextualized data accounting for every host and conversation in a network.

Through Plixer Scrutinizer, Plixer One Enterprise is also able to provide real-time alerts for generic mal-
ware and other anomalous traffic/activity, drive efficient workflows with its purpose-built U, and integrate
multiple threat intelligence functions. This gives teams the ideal starting point for their threat-hunting op-
erations.

Overview

Plixer Scrutinizer plays two integral roles as part of a security team’s threat-hunting program:

1. Collects traffic and host data for the entire environment (including assets in the cloud), storing
hundreds of thousands of data points for investigations

2. Provides centralized access to all available data through various contextual views and reporting
functions

This allows SecOps teams to efficiently search through and analyze device-level behavior and host conver-
sations to search for suspicious activity and potential threats. Historical data can also readily be accessed
to hunt for indicators of attack (IoA).

Visibility and workflow enhancements

Security teams using Plixer One Enterprise can leverage the following functions and features to hunt for
threats:

Alarm monitor
The alarm monitor provides real-time alerts for anomalous behavior and other network
activity violating Plixer Scrutinizer alarm policies. It functions as both a monitoring
view for suspicious traffic and an interface for drilling into activity timelines and indi-
vidual event artifacts, and more.

Customized reports
To further investigate alarms/events, users are able to run reports that can be tailored to
their exact visibility requirements. These reports can also be used to drill deeper into
specific data elements to identify infected hosts or malicious activity.
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Configurable detection mechanisms
Configuration options for Flow Analytics algorithms and the Plixer ML Engine allow
users to tailor Plixer Scrutinizer’s monitoring and detection functions to their specific
requirements. This ensures that detections are always relevant and can greatly reduce
investigation/response times for security teams.

Note: Plixer One Enterprise includes additional detection techniques and mechanisms
for security events.

Host indexing
With the Host Indexing FA algorithm enabled, a user is able to look up any IP address,
find out whether or not the host has been seen on their network, and explore all activity
associated with it. From the search results, the user can pivot directly to any applicable
report and further investigate anomalous traffic originating from or targeting the host.

See also:

For additional details on incident response workflows with Plixer Scrutinizer, see this use case.

Workflows

The following workflows are sample scenarios where the functions/features bundled with Plixer Scrutinizer
are used in threat-hunting activities:

Using host index to identify malicious IPs

Host indexing allows users to quickly look up IP addresses seen on the network, making it ideal for mon-
itoring hosts that have exhibited anomalous or suspicious behavior.

Workflow
To search the host index for malicious IP addresses:
1. Navigate to Explore > Search in the web interface.
2. In the Host Index subtab, use the dropdown to switch to Multiple search mode.

3. Paste in the comma-separated list of IoC (Indicators of Compromise) IP addresses into the field.
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4. Review the traffic direction, byte counts, and first/last seen details for each host and, if necessary:

¢ Click on the hostname/IP to view additional traffic and alarm information associated with the
host.

* Run a report filtered on the host by clicking the data source and selecting a report from the
tray.

Hint: If further investigation is required, continue to refine the report configuration as needed.

See also:

To learn more about configuring and refining reports, see this use case.

Reviewing Alarm Monitor for suspicious hosts

The Plixer Scrutinizer Alarm Monitor provides users with real-time alerts to both performance issues and
security threats and allows them to drill into event details by policy violation or by host.

Workflow

To inspect activity for suspicious hosts using the Alarm Monitor:

. Navigate to Monitor > Alarm Monitor in the web interface.

Switch to the Hosts subtab and add a filter to show only Critical severity violations.

Use the dropdown to switch to the Event Connections view to look for hosts involved in multiple
events.

Drill into events or run reports filtered on potential threats as needed.
See also:

To learn more about configuring and refining reports, see this use case.
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Investigating off-hour network activity

Plixer Scrutinizer’s monitoring and reporting functions can isolate traffic outside business hours and alert
teams to potentially malicious activity taking place during an organization’s off-hours.

Workflow

To proactively hunt for threats that remain dormant during business hours, security teams can leverage the
following report filter options:

* Add a filter that excludes business hours. A report threshold can also be configured, so that any
activity exceeding the specified value(s) can be tracked via the Alarm Monitor.

* Define the period of time outside business hours as the report’s time window/range.

* Set the report’s time window to Last 24 hours and compare traffic data during and outside business
hours.

Hint: After Plixer Scrutinizer has been deployed, default business hours can be set in the Admin >
Settings > Reporting tray. These hours can be changed when configuring a business hours report filter.

Important: The Plixer ML Engine uses separate baseline models for network behavior during and outside
of business hours. The default 8 am to 5 pm setting can be changed in the Admin > Settings > Reporting
tray.

Identifying exfiltration outside business hours

Plixer Scrutinizer is able to isolate network activity outside of business hours, allowing teams to quickly
identify data exfiltration attempts and other malicious activity taking place outside business hours.

Workflow
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Data exfiltration can be identified proactively within Plixer Scrutinizer by identi-
fying and reviewing traffic leaving your network. The Explore > Exporters > By
Interface View is a great place to start, as traffic is displayed as inbound/outbound
columns.

By default this is sorted so that your most congested interface is displayed at the
top. This may be worth reviewing as large amounts of traffic leaving the network
may be exfiltration.

Even more likely, exfiltration happens in a “low and slow” attack approach where
only small amounts of traffic leave the network periodically — avoiding causing
spikes in traffic that may cause alarms.

Because inspecting individual interfaces one at a time is inefficient, Plixer Scruti-
nizer reports can be used to narrow down the scope of information to be reviewed.
This allows for a more streamlined approach to proactively searching for unwant-
ed/suspicious traffic.

The following example uses the Destination Countries with AS report type:

1. Select Reports > Run Report > Select Report Type to start an adhoc report.

2. Choose Destination Reports > Countries with AS, add the appropriate de-
vice(s), and run the report.

The report is likely to show multiple rows of autonomous systems and the corre-
sponding country they are associated with.

Note: Class A, B, and C addresses are always classified as Uncategorized and
will often include internal network addresses. In this scenario, these are likely
associated with responses to internal destinations through outbound interfaces.

3. Help narrow your search by excluding traffic that you expect to see. What
remains may be of use in identifying traffic leaving the network to a destination
that is unintended.

When you have have a subset of data that is more manageable, e.g., countries your
organization does not do business with, you can begin to pivot to other report types.
Changing the time frame or “zooming out” can also reveal possible threats in the
form of suspicious traffic patterns.

4. Within your report, with same filters, set the timeframe to Last Seven Days.
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Is there a ping every hour beaconing out? Same packet size of data leaving the
network following a pattern?

At this point, your report likely has one or more country, AS, or host filters. Switch-
ing to another report type or using extended report options like host reputation or
geo IP lookups can lead to additional insights.

Tip: Run a report against a core router that is likely to see a majority of your traffic. Alter-
natively, select All Devices to identify top network conversations across the entire network.

4.2.4 Lateral movement detection

Because indications of a cyber attack are not limited to traffic originating from external hosts, security
teams require tools that can monitor internal network activity for potential threats, such as lateral move-
ment.

Plixer One Enterprise employs multiple detection techniques to alert to behavior that may indicate lateral
movement through their network by malicious actors.

Overview

Through Plixer Scrutinizer, Plixer One Enterprise combines deep network observability with multiple
approaches to lateral movement detection to deliver meaningful alerts that enhance both proactive and
reactive workflows.

As it continuously monitors and collects flow data from its environment, Plixer Scrutinizer uses the Alarm
Monitor view to alert users to activity that matches potentially problematic or malicious patterns, including
those associated with lateral movement techniques. The Alarm Monitor, Network Maps and Dashboards
views allow users to pivot to reports and launch deeper investigations into typical indicators of lateral
movement.

Hint: The Monitor > Alarm Monitor > ATT&CK tab classifies alarms using the MITRE ATT&CK
framework and can be used to quickly filter for alerts related to lateral movement.

The following alarm policies are used to provide alerts specifically for potential lateral movement and
based on different detection approaches/criteria:

Lateral Movement
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Lateral Movement alarms are flow analytics detections that are triggered by traffic/activity
that is indicative of techniques used to exploit remote services. Events under this alarm policy
report the following details for the detection:

» Exporters/devices

* Violating hosts

* Target hosts
Lateral Movement Attempt

Lateral Movement Attempt alarms are flow analytics detections that are triggered by traffic/ac-
tivity that is indicative of a worm attack on a specific port on a target host. Events under this
alarm policy report the following details for the detection:

* Type of worm
* Destination/target port
* Violating hosts
* Target hosts
Lateral Movement Behavior

Lateral Movement Behavior alarms are machine learning detections that are triggered when
the behavior of a monitored host deviates from baseline activity patterns in a way that is
indicative of lateral movement. Events under this alarm policy report hosts that are commu-
nicating with an unusually large number of machines (based on behavior learned by the Plixer
ML Engine) as violators.

Note:

* The threshold at which irregular traffic/behavior associated with a host is reported as
a detection can be adjusted by changing the sensitivity for the ML inclusion/source it
belongs to.

* Because the Lateral Movement FA algorithm references existing lateral movement at-
tempts for its detections, its scope can be customized by specifying traffic coverage (ex-
ternal to internal, internal to external, or internal to internal) for the Lateral Movement
Attempt algorithm. E.g., if internal-to-internal traffic is disabled for the Lateral Move-
ment Attempt algorithm, there will be no detections for internal-to-internal traffic under
the Lateral Movement algorithm.
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Workflows

The following workflows show how lateral movement detections in Plixer Scrutinizer can be used to in-
vestigate and respond to potential threats:

Investigating lateral movement alerts

Plixer Scrutinizer uses multiple lateral movement detection techniques, each of which corresponds to a
separate alarm policy. This provides security teams with additional context on which to base their response
strategies.

Workflow

After receiving a lateral movement alert in Plixer Scrutinizer (either directly from or via SIEM), investigate
the event:

1. Navigate to Monitor > Alarm Monitor in the web interface and search for Lateral Movement (FA),
Lateral Movement Attempt (FA), or Lateral Movement Behavior (ML) violations.

2. Click on an alarm policy to open the summary view and review the activity timeline and hosts
involved.

3. Drill into an event artifact to view a summary of details for a violation associated with a specific
host.

4. To further investigate the activity of the host, click on the icon next to its IP address or hostname,
and select an automatically filtered report to run.

Hint: For additional context and/or details related to how and why the host was compromised, review all
alarms leading up to the lateral movement violation.
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Uncovering data exfiltration

While proactively reviewing outbound traffic, the security team discovers activity that indicates a potential
attempt to exfiltrate data.

Workflow

After discovering unusually high outbound utilization in the Explore > Exporters > By Interface view,
run a Report to narrow down the scope of traffic that needs to be reviewed (e.g., Destination Countries
with AS):

1. Run a new report for the exporters/devices exhibiting suspicious behavior, and select Countries with
AS (under the Destination Reports category) as the report type. This will output a list of autonomous
systems, along with the countries each one is associated with.

Note: Class A, B, and C addresses are always classified as Uncategorized and will often include internal
network addresses. In this scenario, these are likely associated with responses to internal destinations
through outbound interfaces.

2. Narrow down the scope of the report by dragging rows associated with expected traffic to the Exclude
drop zone to the left and clicking Apply in the Filters tray.

3. After the report has been re-run with the additional exclusions, review the list for traffic bound for
unusual destinations.

4. Once a more manageable subset of data (e.g., countries your organization does not transact with)
has been achieved, refine the report to gain more insight:

* “Zoom out” to look for activity patterns by changing the time frame covered by the report.

 Inspect activity associated with the host, country, or autonomous system by clicking on it and
pivoting to a different report type from the tray.

* Leverage additional tools (under the Other Options category in the tray) to obtain additional
information.

For further investigation, continue to modify the settings of the report to gain visibility into hosts, traffic,
etc. that remain suspicious.
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4.2.5 Incident response

Plixer One Enterprise combines Plixer Scrutinizer’s deep, environment-wide visibility and intuitive UI-
driven workflows with advanced detection techniques for security events to enhance a team’s ability to
respond to threats.

Overview

Plixer Scrutinizer’s “single-pane-of-glass” feature set is designed around providing maximum network
observability via synergistic web interface functions and views that streamline monitoring and investigative
activities.

Full visibility supporting incident response and other security processes

As part of an incident response plan, Plixer Scrutinizer ensures that SecOps teams have access to all the
traffic and device information they need for investigation and remediation:

* Get comprehensive, contextualized details for intrusion detection system (IDS) and intrustion pre-
vention system (IPS) events

» Access full network traffic forensics to watch for and investigate security information management
(SIM) events

» View full IP to MAC address mapping history for all connected devices and endpoints
» See real-time and historical endpoint context and location
* Assess endpoint risk through layer 2 historical location tracing

* Glean additional insights from detection details via MITRE ATT&CK, STIX/TAXII, and other inte-
grations

Web interface functions that promote more efficient response strategies and procedures

Plixer Scrutinizer enables more efficient general security and incident response workflows through multiple
functions/features, including:

* Highly configurable Ul views (alarm monitor, dashboards, network maps, etc.)
* Customizable data aggregation from any observation point(s) on the network

* Detections and alerts driven by by AI/ML and Flow Analytics

* Customizable notification options for alarm/event details

* Deep visibility for both on-prem devices and assets in the cloud

Collaborative features that promote sharing investigation results/insights between members and/or
teams
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Workflows

The following workflows show how the additional visibility and workflow enhancements enabled by Plixer
Scrutinizer can be leveraged by SecOps teams for monitoring and incident response:

Responding to Alarm Monitor security alerts

Plixer Scrutinizer leverages a range of technologies to alert users to anomalous and potentially malicious
network activity through its library of alarm policies. Once policy violations are reported via the Alarm
Monitor views, security teams can drill into individual event details to evaluate whether further investiga-
tion is necessary.

Workflow

To investigate an alarm policy (e.g., Data Exfiltration, Data Accumulation, etc.) violation (e.g. data e)
reported in the Alarm Monitor:

1. Click on the alarm policy to open the summary view.
2. Review the activity timeline and hosts involved.
3. If further investigation is warranted, drill into individual event artifacts for more details.

4. Click the icon next to an IP address or hostname to run an automatically filtered report and examine
additional activity/hosts associated with the event.

Hint: For additional context and/or details related to how and why the host was compromised, review all
alarms leading up to the policy violation.
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Scrutinizing an infected host

After a user is infected with a virus, the security team must identify what other hosts on the network may
have communicated with the infected host.

Workflow

After the infected host is discovered/reported, the following steps can be used to identify other hosts it has
interacted with:

Note: This workflow relies on usernames acquired from a network device (router, firewall, etc.) or through
enabled integrations (e.g., Active Directory LDAP). If usernames are not available, host IP addresses can
be used as identifiers instead.

1. Under Explore > Exporters > Entities > Usernames, search for the infected host/username and
click on it. A new view will open.

2. Review the alarms/events associated with the host, which may include the following violations:

e P2P and Lateral Movement (infected host may be attempting to extend access further into the
network)

e TCP, UCP, XMAS Port Scan (infected host may be pinging the network for reconnaissance)
3. Create/run a report with the username applied as a filter to identify all activity where the infected

host was either the source or the destination of traffic. Ensure that the time range includes a period
before the infection was reported or discovered.

Hint: When viewing information associated with a username, click the graph icon to run a report
with the username applied as a filter. The filter will be retained even when pivoting to other report

types.

4. Review the output or pivot to different report types for insight related to who, what, when, where,
why, and how the infected host communicated on the network:

¢ Protocols the host was seen using

¢ Countries the host communicated with
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* Firewall events (through vendor-specific report types, e.g., ACL rules, NAT translations, etc.)
* Destination FQDN reports

* Activity associated with the host before and after the infection (for additional insight into the
techniques used in the initial attack)

5. If the Host Indexing FA algorithm is enabled, navigate to Explore > Search to look up historical

data associated with the IP address of the infected host. This information may provide additional
insight based on typical communication patterns and reduce mean time to know (MTTK) during the
investigation.

Note: If the Use Host Index option under Admin > Settings > Reporting is enabled, Group and
All Device reports will use the host index to limit the scope of exporters checked when a host filter
is applied.
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FIVE

FEATURES AND FUNCTIONALITY

This section contains information on Plixer Scrutinizer’s main functions and includes guides for their
configuration and use.

5.1 Plixer Scrutinizer web interface

The Plixer Scrutinizer web interface is accessed by pointing any supported browser to https://
SCRUTINIZER_ADDRESS/ui/, after the server has been deployed and set up.

This section introduces the different pages and views of the web interface and provides detailed instructions
for leveraging their associated functions.

5.1.1 Ul overview

The Plixer Scrutinizer web interface enhances NetOps and SecOps workflows by providing access to a
comprehensive feature set designed to transform raw flow data into fully contextualized intelligence for
modern network teams.

Pages in the web interface are divided into four general categories that correspond to the most essential
NetOps and SecOps workflows, with a set of admin views/trays for environment configuration and man-
agement.

Hint:
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* Plixer Scrutinizer users can toggle between the persistent header bar and the collapsible sidebar
using the Slim Navigation option in the Admin > Users & Groups > User Accounts > Preferences
tray.

* Click the Help (?) button in the header of any page to access the Plixer Scrutinizer online documen-

tation at any time.

Monitor

Explore

Investigate

Reports

e Use customiz-
able alarm
policies to re-
ceive alerts
when problem-
atic or dangerous
behavior is dis-
covered on the
network

e Create custom
dashboards
using ready-
to-use  gadgets
that display
vital activity
summaries and
visualizations

e Visualize and
monitor activity
between  con-
nected devices

with user-
defined network
maps

* Drill down into
flow-generating
devices to ex-
amine activity,
resource usage,
and events gen-
erated

* Inspect behav-
ior, interactions,
and events
generated by in-
dividual entities

* Look up specific
host and host
pairs in the
system’s  host
index to inspect
details or verify
if the host(s)
has been seen
on the network
and investigate
activity linked to
it

* Define collec-
tions of one or
more alarms,
events, and/or
reports and
assign them
to analysts for
investigation

* View available
forecasts to
identify resource
usage trends and
identify  future
needs

¢ Create/run
custom or
preconfigured
network activity
reports that can
be saved and
used to generate
ML-based fore-
casts

* View/re-run and
manage saved
reports

The functions and workflows under each Ul tab are explained in further detail in the succeeding sections

of this documentation.
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5.1.2 Monitor

The Monitor views of the Plixer Scrutinizer web interface consist of high-level overviews that can serve
as ideal starting points for various NOC and SOC workflows.

This section discusses the different functions associated with each of the three main Monitor views.

Alarm Monitor

The Alarm Monitor page is Plixer Scrutinizer’s main interface for monitoring alarm policy violations.
The page is divided into three subtabs to support varied avenues for investigating performance issues and
suspicious activity.

For additional background and recommended configuration steps related to Alarm Monitor functions, see
the configuration guide for alarms and events.

Policies

The Monitor > Policies tab/view is the default Alarm Monitor view and can be used to investigate alarms
within the specified time period based on the alarm policy violated.

The overview table can be set to include any of the following columns via the Available Columns button:
¢ Severity: Distribution of individual events under the policy based on severity
* Risk: Aggregated risk level
* Events: Total number of violating events under the policy
* Violators: Total number of hosts observed as violators under the policy
» Targets: Total number of hosts observed as targets under the policy
* First Observed: Timestamp of the first violating event within the specified time period
» Last Observed: Timestamp of the most recent violating event within the specified time period
» Category: Policy category

* Technology: Plixer One component where the alarm originated
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The host counts in the Violators and Targets columns also function as shortcuts to pivot to the Hosts view
with a filter for the policy applied.

Note:

 Risk information requires Plixer Endpoint Analytics integration to be enabled. To learn more about
Plixer Endpoint Analytics integration in Plixer Scrutinizer, see this section of this documentation.

* For a full list of alarm policy categories and violation descriptions, see this table.

Editing policy settings

To edit the settings of the policy for an active alarm, select Edit Policy from the three-dot menu in the
list/table.

This will open the settings tray in the alarm policy management view, where the policy’s weight, timeout,
and state can be modified. Notification profiles can also be created and assigned to the policy from this
tray.

Inspecting hosts
Clicking the ] icon in the Violators or Targets column of the table opens a tray listing violating and targeted
hosts involved in the alarm. This tray can be used to select one or more hosts to apply as filters or view

alarm details for any of the hosts involved.

Alternatively, clicking on the host count in the Violators or Targets column opens the Alarm Monitor Hosts
tab with a filter for the policy applied.

The tray also includes toggles to hide/show system policy violations and acknowledged events in the active
alarm list.

Managing exclusions

To add or remove exclusions for an active alarm policy, select Manage Exclusions from the three-dot
menu in the list/table.

For Scrutinizer alarm policies (indicated in the Technology column), this will open the FA algorithm man-
agement view, from where exclusions can be added to or removed from the algorithm driving the policy.
For Plixer Machine Learning policies, the option will open the ML rules management view instead.

Individual hosts can also be added to FA algorithm or ML detection exclusion lists by opening the viola-
tors/targets tray and clicking the icon for one or more hosts.
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Alarm summary

Clicking on a policy in the main list opens the summary/details view for the alarm, which includes a
chart/timeline summarizing observation details and a list of artifacts for separate events/violations under
the same policy.

The following visualizations can be selected from the View dropdown:
¢ Events Scatter Plot - Shows distribution of the events and observations

¢ Events Timeline (default) - Shows the individual events and their durations in a timeline for the
specified time period

« Entities - Shows observation distribution among top violators, IP groups, and targets

Note: Plixer Scrutinizer aggregates continuous or consecutive observations within the policy’s Timeout
setting as a single event. See this page on the alarm/event life cycle for further details.

Event list

The event list of the alarm summary view can be used to drill into the artifacts for discrete events/violations
within the specified time period. The summary table lists total number of observations aggregated as well
as the basic details (severity, hosts, etc.) for each event.

Hint: Mouse over the graph icon in the event list for additional shortcuts/options (varies by policy).

Click on an artifact to open a tray containing the full details for the event:
 Severity
* Start/end timestamps

* Most recent event message generated

All hosts observed as targets

All hosts observed as violators
 All events with matching violating criteria

In the tray, clicking on the link icon for target or violator opens the host details view, where the details for
all alarms associated with the host can be investigated. Details for other events with the same violating
criteria (based on the alarm policy) can also be viewed in a secondary tray by clicking the view (eye) icon.
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Auto-Investigate policy

The Auto-Investigate alarm policy reports sequential incident/event chains wherein each targeted host be-
comes the next violator in the sequence. Each chain includes all discrete events starting from the initial
incident and ends when the target cannot be confirmed as the next violator.

When an Auto-Investigate alarm is active, its summary view will list all incident chains (aggregated by
the initial violating host) instead of individual events.

Investigation details

Clicking the microscope icon in the list/table opens the investigation subview for the selected initial vio-
lator, which can be used to inspect the following information for all incident chains linking back to it:

» All incident chains with the same initial violator, including violators, targets, and exact timelines

* Visualized links between violators, policies, and targets

 Event distribution over time

» Event, target, and violator counts for all policies violated

» Number of policy violations, linked event violator counts (including itself), and roles for all hosts
The policy and host lists also link back to their respective Alarm Monitor views for further investigation

and cross-referencing.

Hosts

The Monitor > Policies tab can be used to investigate alarms within the specified time period based on a
target or violating host.

The overview table can be set to include any of the following columns via the Available Columns button:
* Severity: Distribution of individual events under the policy based on severity

* Behavior: Host behavior information (Click the icon to view behavior summary or drill into the
host behavior subview.)

* Risk: Endpoint risk level (Click the icon to view endpoint details.)
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* Country/Group: IP group or country associated with the host

* As Target: Total number of events with the host as a target

* As Violator: Total number of events with the host as a violator

* Policies: Total number of policy violations involving the host as a target or violator

¢ First Observed: Timestamp of the first violating event involving the host within the specified time
period

* Last Observed: Timestamp of the most recent violating event involving the host within the specified
time period

The three-dot icon/menu can be used to access the host information summary tray or pivot to any report
supported by the host.

Note:
* Behavior information requires a Plixer One Enterprise license.

* Risk information requires Plixer Endpoint Analytics integration to be enabled. To learn more about
Plixer Endpoint Analytics integration in Plixer Scrutinizer, see this section of this documentation.

* The Country/Group column will display IP groups for internal hosts and countries for external
addresses. Addresses can be designated as internal or external as part of 1P group definitions.

Host details

Clicking on a hostname/address in the main list opens the host details page, which includes an overview
pane and three (four if the host is an exporter) subviews with detailed insights related to the host’s activity.

Note: If Plixer Endpoint Analytics integration is enabled, the overview pane will include a section with
additional endpoint information and a link to the corresponding Plixer Endpoint Analytics view.
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Traffic

The host traffic subview can be used to inspect a host’s activity based on its communications with other
hosts and/or IP groups.

This subview visualizes activity data for the host using the following charts:

* An activity timeline showing the inbound (green) and outbound (blue) rates over the specified time
period in an activity timeline

* A traffic distribution chart of source IP groups where this host is the destination
* A traffic distribution chart representing the host’s activity by defined application used
* A traffic distribution chart of destination IP groups where this host is the source

Each chart also includes a shortcut button to run a filtered report to break down the host’s activity in greater
detail.

Behavior

The host behavior subview can be used to investigate a host that has been observed by the Plixer ML Engine
to be exhibiting anomalous behavior.

Host behavior insights for the selected ML dimension are summarized in the following:

* A timeline showing the deviation criteria (e.g., bytes, IP address count, etc.), magnitude (based on
the host’s typical activity patterns), and threshold for the selected dimension

* A table/list of timestamps and details for individual behavior deviations

To see behavior information for a different feature dimension, use the dropdown and select another dimen-
sion with an anomalous behavior count.

Further investigation is recommended for hosts with deviation magnitudes exceeding the indicated thresh-
old.

Note:

* Behavior data will only be available for hosts that are covered by the Plixer ML Engine’s inclusion
rules and have exhibited anomalous behavior.

* Behavior modeling and other Plixer ML Engine functions require a Plixer One Enterprise license.
Contact Plixer Technical Support to learn more.
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Alarms
The host alarms subview can be used to investigate alarms in which the host was involved as a target and/or
violator.
This subview includes two overviews of all unacknowledged alarms associated with the host:
* A timeline showing individual events by alarm policy violated

* A summary table (similar to the main Alarm Monitor policies view) with details for all policies with
violations involving the host

Drilling in from the summary table opens the alarm details view for the policy, where event artifacts can
be inspected individually.

Interfaces

The host interfaces subview consists of a table listing all interfaces on a flow-exporting device along with
their inbound and outbound activity details.

Note: Inbound and outbound activity details use rates by default. If custom interface speed has been
assigned to an interface, utilization will be used instead.

To show highwater activity (inbound or outbound) details for an interface, hover over the corresponding
information (i) icon in the table. Shortcuts to run reports or drill into interface traffic/behavior can be
accessed from the three-dot menu.

Additional options
To support workflow efficiency, the host details page header includes buttons to access the following func-
tions:

* Changing the time period/range covered

* Pivoting to any supported report type filtered on the current host

* Viewing additional details and information from integrated sources (Learn more button)

* Applying filters (alarms and interfaces subviews only)
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ATT&CK
The Monitor > ATT&CK tab can be used to investigate events based on the tactic, technique, and sub-
technique assigned by the MITRE ATT&CK framework.

Events are plotted in a timeline, where the user is able to drill into them individually to open a tray con-
taining the following:

* MITRE ATT&CK tactic and technique information, with links to the relevant MITRE ATT&CK
knowledge base articles

* Shortcuts to the Policies or Hosts Alarm Monitor tab with filters for the event’s details applied
* Basic event information

The page also includes the MITRE ATT&CK Enterprise Matrix, with technique classifications highlighted
to match the corresponding events in the timeline.

Hint: Click on a technique cell in the matrix to view the policies violated in the Policies tab.

© 2022 The MITRE Corporation. This work is reproduced and distributed with the permission of The
MITRE Corporation.

Applying filters

To further facilitate monitoring and investigation, the Plixer Scrutinizer Alarm Monitor views support
multiple approaches to applying filters to the Alarm Monitor views.

Time range filter

The Alarm Monitor views can be set to show alarm/event information for either a custom date and time
range or a specified Last X period (last 15 minutes, last 24 hours, last week, etc.).

To view data for a different period, click the Time Range (calendar) button and configure the range to
apply.

Hint: When a custom range is specified, click the up/down arrows to automatically adjust the dates to
cover the same period of time.

134 5. Features and Functionality


https://attack.mitre.org

Scrutinizer Documentation, Version 19.6.1

Card/chart filters

By default, the Policies and Hosts tabs use sparkline cards to summarize severity distribution across poli-
cies or hosts. These cards can be clicked to apply a filter for policy violations or hosts matching the selected
severity.

Other visualization types (timelines and connection diagrams) showing different event details (events,
alarm policy category, etc.), can be selected from the View dropdown and used to quickly apply the cor-
responding filter.
Advanced filters
Clicking the Filters button opens a tray where one or more filters can be manually configured.
The following filtering options are available:

* Policy

* Severity

* Risk

* Hosts

* Violators

* Targets

» Category (of alarm policy)

To apply a filter, expand the filter option/section, and select the criteria to use. Multiple options and criteria
can be applied at the same time.

Note:

e The Risk filter is only available when the Plixer Endpoint Analytics integration is enabled. To
learn more about Plixer Endpoint Analytics integration in Plixer Scrutinizer, see this section of this
documentation.

* The filter options tray also includes an option to show policies and hosts associated with events that
have already been acknowledged.

* When exporting alarm/event data (via the Options button/tray), use the Export CSV (All) option to
ignore any filters currently applied.
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Acknowledging events

Once an event has been investigated and/or resolved, it should be acknowledged to clear it from all Alarm
Monitor views. This reduces the volume of active Alarms and/or Events at any given time and can further
streamline investigative processes.

Acknowleding events is part of Plixer Scrutinizer’s recommended investigation and resolution workflow.

Hint: To show/hide acknowledged event in the Alarm Monitor views, open the filter options tray and
toggle the Show Acknowledged Events option on/off.

Acknowledging can be done by alarm policy or by event.
Acknowledging by policy

From the main view of the Policies tab, acknowledging an alarm policy automatically flags all events
generated under the Policy as acknowledged.

To acknowledge by alarm policy:
1. While on the Policies tab of the Alarm Monitor view, select the policy by ticking its checkbox.
2. If acknowledging more than one policy, verify that the correct policies have been selected.

3. Click Acknowledge Selected Events.

Note: The Acknowledge Selected Events button is only available when at least one policy checkbox is
ticked.

Once acknowledged, the alarm policy and all events associated with it will be hidden from all Alarm
Monitor views.

Acknowledging by event

Acknowledging can also be used to clear only events that match the same criteria. This allows other events
under the same policy (as well as the alarm policy itself) to be retained in Alarm Monitor views.

Events are acknowledged from the summary view of the Policies tab as follows:
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1. Scroll down to the Event List section of the page.
2. Select the artifact linked to the criteria/events to be acknowledged by ticking its checkbox.

3. If selecting more than one artifact, verify that the correct checkboxes have been ticked. 3. Click
Acknowledge Selected Events.

Note: The Acknowledge Selected Events button is only available when at least one policy checkbox is
ticked.

Once acknowledged, the event(s) will be hidden from all Alarm Monitor views.

Dashboards

Plixer Scrutinizer further enhances diverse network and security workflows through user-configurable
dashboards, which can be configured and accessed via the Monitor > Dashboards page of the web inter-
face.

Teams can set up and save any number of fully customized dashboards, allowing for the use of purpose-
built views to address even the most unique monitoring or investigative requirements.

This section discusses the features and functions accessed via the Monitor > Dashboards tab/section

of the web interface, and includes detailed guides for the creation, customization, and management of
dashboards.

Creating a new dashboard

Creating a dashboard in the Monitor > Dashboards page allows users to enhance various network and
security workflows by enabling tailored views to meet even the most specific monitoring or investigative
needs. It also allows users to switch between different unique views to segregate monitoring requirements
and workflows. Creating a dashboard is a highly recommended step when setting up a new Plixer Scruti-
nizer environment.

To create a new dashboard, follow these steps:
1. Click the Dashboard Options icon (gear icon), and then click Add New Dashboard.

2. Enter a unique name for the dashboard.
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3. (Optional) To set the dashboard as the default (for the current user), tick the Default Dashboard
checkbox.

4. (Optional) To lock the dashboard (cannot be edited), tick the Read Only checkbox.

5. (Optional) Select the gadgets to add to the new dashboard from the Gadget Selection list.

Note: Gadgets can also be added or removed later as needed.

6. When done, click Save to create the new dashboard with the selected gadgets, if any.

Once the dashboard has been created, it will replace the current view and can be accessed via Dashboard
Options > All Dashboards at any time.

Hint: To use an existing dashboard as a base/template instead, create a copy from Edit Dashboard or
Dashboard Options.

Editing/customizing dashboards

Existing dashboards can be modified or further customized by clicking the Edit Dashboard icon (pencil
icon). A dashboard cannot be modified if it has been set to read-only. If you wish to edit an existing
dashboard but retain a copy of its current state, you can choose to copy the dashboard before making any
changes. See the Copying dashboards section for more information.

Adding/removing gadgets

New and existing gadgets can be added to a dashboard depending on the specific tasks and workflows that
the user needs. To learn more about the different types of gadgets that can be added, refer to the dashboard
gadgets section.

To add an existing gadget, follow these steps:

1. Click the Edit Dashboard icon (pencil icon).

2. In the Gadgets section, click the Add Existing Gadget icon (+).
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3. Tick the checkbox beside the gadget(s) that you want to add.

Hint: Use the search field to enter the name of the gadget that you want to add, or use the dropdown
menu to filter and view the existing gadgets according to type.

To create a new gadget, refer to the external gadgets section.

Gadgets can also be removed at any time. To do this, click the trash icon by the right hand side of the
gadget that you want to delete/remove.

Editing gadget layout

The Edit Gadget Layout feature allows users to customize the arrangement and appearance of visual
elements within the current dashboard. Clicking the four-arrow icon enables the Edit Gadget Layout
where you can drag and drop the gadgets to rearrange their positions and resize them. Clicking the icon a
second time exits the Edit Gadget Layout mode.

Additional options

When editing a dashboard, you can change the the dashboard name via the Modify/Rename section. The
dashboard can also be set as default or read-only in this section. The read-only option locks the dashboard’s
current configuration to prevent unintended changes, especially when it is shared among multiple users.

The Options section enables users to copy the current dashboard, create a new dashboard, or remove the
current dashboard.

Viewing dashboards

The Monitor > Dashboards view displays the current default dashboard. Switching to a different dash-
board can be done by clicking the Dashboard List (meter) icon. This opens the All Dashboards tray
which displays all the existing dashboards. Clicking either the dashboard name or the link icon automati-
cally changes the dashboard in the current view.

The All Dashboards tray can also be accessed via the Dashboard Options (gear icon).
Default dashboard

The default dashboard is what the user sees upon first opening the Monitor > Dashboards page. This can
be set via the main Dashboards page or via the Admin page.

To set a dashboard as default in the main Dashboards page:
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1. Click on a dashboard name in the All Dashboards tray, and then enter edit mode.
2. Click Modify/Rename, and then tick the Default Dashboard checkbox.
3. Click Save.
Setting a default dashboard via the Admin page enables an admin to set a user’s default view. To do this:
1. Go to Admin > Users & Groups > User Accounts.
2. Click the three-dot menu, and then click Edit User.
3. Click Preferences, and then select a dashboard from the Default Dashboard dropdown.

4. Click Save.

Note: The default dashboard is set only for the current user.

Refresh dashboard

Dashboard gadgets automatically update at regular intervals. A countdown showing the time until the next
automatic refresh is also displayed when mousing over the gadget tile. By default, refresh interval is set
to 5 minutes. This can be changed in the Display Options when editing a gadget.

To manually refresh a gadget, click the Refresh Dashboard icon.

Full screen

The Full Screen option expands the dashboard to occupy the entire screen, maximizing the space available
for viewing data visualizations and insights. This feature can be ideal for large displays in NOCs.

At the bottom of the screen, there are three available options that allow you to exit full screen mode, refresh

the data of all the gadgets displayed in the dashboard, and edit the gadget layout. The dashboard name is
displayed beside these three options.

Dashboard management

The Dashboard Options tray can be accessed from the main Monitor > Dashboards view and provides
access to dashboard and gadget management functions as well as user/user group access controls.
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Deleting dashboards

To delete an existing dashboard, select All Dashboards in the tray, and then click the corresponding delete
icon in the secondary tray.

A dashboard can also be deleted from the dashboard configuration tray by expanding the Options section
and then selecting Remove This Dashboard.

Users that do not have the Dashboard Admin permission cannot delete dashboards created by other users.

Dashboards that are set as default or read-only cannot be deleted.

Copying dashboards

The Copy This Dashboard option saves a copy of the current dashboard under a specified name. This
function can be used to make modifications to an existing dashboard configuration while retaining the
dashboard’s current state.

This option can also be accessed from dashboard edit/settings tray.

Deleting gadgets

To delete an existing gadget, select All Gadgets, and then click the corresponding delete icon in the sec-
ondary tray.

To find specific gadgets more quickly, use the dropdown to display gadgets by category.

Managing user and user group access

Users with the Dashboard Admin permission can manage access to dashboards by user or by user group
from the Dashboard Options tray.

To grant a user or user group access to one or more existing dashboards:
1. Click User Dashboards/User Group Dashboards.

2. In the secondary tray, select the user/user group from the dropdown.
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3. Use the checkboxes to select all dashboards the user/user group should be granted access to.
4. Click the Save button to save any changes made.

Once granted access to a dashboard, a user/user group member will be able to view and copy a dashboard.
However, they cannot edit or delete dashboards created by other users.

Note:

* To fully access a dashboard, a user must also be granted access to the dashboard’s gadgets through
their user group.

* A user can only manage dashboard access for other members of their user group(s). Additionally,
they are only able to grant access to dashboards that have been created by members of their user
group(s).

Dashboard gadgets
Each Plixer Scrutinizer dashboard can be tailored to a specific task, workflow, or user through its gadget
configuration. When selecting gadgets, they are divided into the following categories:
e Custom
* Flow Analytics
* Flow Reports
* Maps
* Plixer
e Topn
* Vendor Reports
* Vitals

All gadgets automatically refresh to display the most up-to-date information and can also be clicked to
access more detailed views.

Hint: Gadgets can be manually updated outside of their automatic refresh times (displayed in the gadget
header) by clicking the refresh button.
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Gadget types

Gadgets are divided into several types that can be added to dashboards in any combination:
Core gadgets

Plixer Scrutinizer ships with a core library of general-purpose gadgets that can be added when creating or
editing a dashboard. These include gadgets for monitoring system health and performance, in addition to
those for tracking important network information.

For new installs, the Welcome dashboard is displayed by default with the following gadgets:

* Configuration Checklist - Displays the configuration status (in percentage) of the Plixer Scrutinizer
environment.

* Quick Start - Provides helpful links for understanding the basic functions of the Dashboards page.

Enabled Exporters - Displays the total percentage of exporters enabled in the Plixer Scrutinizer
environment.

* Alarm Monitor - Displays a graphic summary of alarms generated within the last 24 hours, cate-
gorized by severity.

* Contact Us - Provides Plixer’s contact information for additional support.
Report gadgets

Any Plixer Scrutinizer report can be added to dashboards after it has been exported as a gadget from the
output/results view. This enables the creation of dashboards that are uniquely customized to monitor any
aspect of network performance or behavior.

After a report has been exported, it will be added to the list of available gadgets when creating or editing a
dashboard. The report gadget can be edited from the Monitor > Dashboards view. Enter the dashboard
edit mode, and then click the pencil icon by the right hand side of the report gadget.

To learn more about creating and configuring reports, see the Reports section.
Network maps

After a spatial or geographical map is created, it is automatically made available as a dashboard gadget.
If the network map is reconfigured at a later time, the gadget will also be updated to reflect any changes
made.

When creating or editing a dashboard, all existing network maps will be included in the list of gadgets
that can be added.

To learn more about creating and configuring network maps, see the network maps section of this docu-
mentation.

Custom gadgets

There are two types of custom/external gadgets that can be added to any dashboard:
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* iframe: Gadgets that display another webpage on the dashboard, including external sites.

* interfaces: Allow users to add a custom-configured display showing interface speeds and traffic to
the dashboard.

To add a custom gadget, do the following:
1. Enter dashboard edit mode, and then click Create New Gadget.
2. Select the type of gadget.
3. Depending on the type of gadget selected, provide the following details:
* Name/label for the gadget
* Gadget URL
 Refresh interval for the gadget (in minutes)
* Display options
* Exporters
* Interfaces
4. Click Save To Dashboard.

Once a gadget has been added, it becomes available for use in other dashboards.

Note: URLs for external gadgets must include the http(s) : // prefix to avoid a 404 error. Additionally,
certain gadgets may not load if you specify HTTP content when Plixer Scrutinizer is using HTTPS.

Feature-based gadgets

Certain gadgets bundled with Plixer Scrutinizer provide additional visibility when specific features are
enabled/configured. These include gadgets that complement optional integrations, such as Plixer FlowPro,
or leverage additional flow data forwarded by specific devices.
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Editing a gadget

1. Click the Edit Dashboard icon (pencil icon).

2. In the Gadgets section, click the pencil icon beside the gadget you wish to edit to open the gadget
tray.

3. Configure the necessary gadget settings.

4. Click Save.

Managing gadget access via user groups

Access to gadgets can be managed via user group permissions.
1. Navigate to Admin > Users & Groups > User Groups.
2. Click the three-dot menu beside the user group name.
3. Click Edit User Group.
4. In the user group tray, click the pencil icon for Dashboard Gadgets.

5. Then, either select All Gadgets to grant the user group access to all dashboard gadgets or select
only the specific gadgets that the user group can access.

Changes are automatically saved upon selecting the gadget.

Network maps

The Monitor > Network Maps page is the interface for viewing/monitoring, creating, and customizing
network maps. Management views for mapping groups and objects can also be accessed from this page.

This section contains guides and information on the Network Maps tab/section of the web interface, as
well as further details related to Plixer Scrutinizer’s network mapping functions.
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Network mapping overview

Plixer Scrutinizer’s integrated network mapping functions allow users to create dynamic, highly-
customizable topology visualizations that can greatly enhance network monitoring and management work-
flows.

Network maps can be created as one of two types:

» Spatial maps allow map objects to be manually positioned in any layout. Custom connections,
objects, and backgrounds (e.g., wiring cabinet, office floor plan, etc.) can also be used to increase
the level of detail.

¢ Geographical maps use the longitudinal and latitudinal coordinates associated with map objects to
automatically position them on a global map. Geomaps can help identify devices with issues, even
when there are multiple topologies dispersed across different physical locations. Coordinates can
be entered via the mapping object management view.

Existing maps can be viewed from the main Network Maps page and/or added to dashboards.

Important:

* Geographical maps require a Google Maps browser API key, which can be entered in the options
tray of the mapping group management view.

* Access to the Internet is required for Google Maps geolocation requests. If Plixer Scrutinizer is
unable to reach the Internet normally, a Google Maps proxy server can be configured under Admin
> Settings > Google Maps Proxy Server.

Mapping/map groups
Network maps are populated by assigning objects to mapping groups. Maps/groups can be created from
either the main Network Maps page or the mapping group management view.

Groups are populated as part of creating a new map, but they can also be manually defined from the
mapping group management view.

Note: Mapping groups are a separate grouping scheme from IP groups.

Object membership for existing groups can be modified at any time, and the map will automatically be
updated the next time it refreshes.

For further details on mapping groups, see the page on mapping group management.
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Mapping/map objects

Each mapping group can contain any number of objects of the following types:
* Devices/exporters
* Other mapping groups
* Custom map objects (spatial maps only)

Map objects can be added or reconfigured while in map edit mode (objects assigned to current map/group
only) or from the mapping object management view.

For further details on mapping objects, see the page on mapping object management.

Connections

Connections are used to add links between objects in network maps and can serve the following functions:
» Show basic association between objects
* Display status/activity between interfaces
* Run a saved report for the connected objects

Each map can be configured with any number of connections, allowing users to tailor maps to their mon-
itoring needs.

To learn more about adding and configuring connections, see this section.

5.1. Plixer Scrutinizer web interface 147



Scrutinizer Documentation, Version 19.6.1

Creating a new map

New network maps/mapping groups can be created from the main Monitor > Network Maps page or the
mapping group management view.

Note: After a spatial map/group is first populated, map objects will be stacked on top of each other until
they are manually repositioned in map edit mode. Objects in new geographical maps will be similarly
clustered, unless they have had an address or GPS coordinates associated beforehand.

To add/create a new network map, follow these steps:
1. Navigate to Monitor > Network Maps, and then click the Add button.

2. In the New Group tray, select whether to create a spatial map or geomap.

Important: Geographical maps require a valid Google Maps browser API key to be displayed correctly.
If no key has been added, it can be entered in the field provided when creating a new geomap. An API key
can also be added via the mapping group management view, in the options (gear) tray.

3. Enter a name (required) and description (optional) for the map.
4. Click the Apply button to automatically open the map configuration tray.

5. [Optional] In the Add Object secondary tray, use the checkboxes to select the devices and/or map-
ping groups to add as objects to the new map.

Note: Objects are added to the map in real time as they are selected.

6. [Optional] Add one or more custom objects to the new map by clicking the + button under Objects
in the primary tray.

7. [Optional] Add one or more connections between objects in the new map by clicking the + button
under Connections in the primary tray.

8. [Optional] Add a background image for the map by clicking Background in the primary tray and
either selecting one of the provided images or uploading a custom background.

9. [Optional] Apply optional map settings to the new map under Settings in the primary tray.
10. Close the tray to return to the previous view.

Once a map has been created, it can be reconfigured or further customized at any time, through the optional
steps described above. The map configuration tray can be accessed while in map edit mode or by selecting
Settings in the three-button menu in the mapping group management view.
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Viewing network maps

When navigating to the main Monitor > Network Maps page, the default map for the current user is
displayed. To bring up a different map, click the All Maps button and select it from the list. Network maps
can also be accessed by clicking on the map/group name in the mapping group management view.

The main map view includes the shortcuts/buttons to the following views and functions:

Mapping Groups Opens the mapping group management view

Mapping Objects Opens the mapping object management view

Add Opens the new map/group tray

Refresh Updates the map to reflect most recent collected
data

Report Menu Opens a tray from which any report applicable to
the group can be run

Edit Map Switch to map edit mode

Options

Configure the following global network map
settings:

- Refresh interval (in minutes)

- Set connections to show rate or utilization

- Use resolved hostnames instead of IP addresses
as object labels

Exporter/device map objects can be clicked to inspect rate or utilization by interface (via the Explore >
Exporters view). Child groups can also be clicked to drill into their maps.

To run a report, modify object properties (including location information), or create a connection from
the object, right-click an exporter or group object at any time.

Note:

* Full screen mode can be used to monitor network maps on larger displays. The zoom level can also
be adjusted as needed using the corresponding buttons.

» To access data for all objects assigned to a network map, a user must also be granted access to all
included devices and/or interfaces.
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Map selection
The All Maps tray can be used to quickly switch between existing maps.
Clicking the reports (graph) icon opens the Available Reports tray, which allows the user to quickly pivot

to any report applicable to the group. Hierarchical display for the map/group list can also be toggled on
or off as needed.

Hint: If Map Hierarchy is enabled, expand a parent group to see all maps/groups added to it.

The View All Mapping Groups and View All Mapping Objects links can be used to navigate directly to the
mapping group and mapping object management views.

Adding maps to dashboards
Network maps can be added to dashboards, where they can be viewed alongside other dashboard gadgets.

To learn more about dashboards and gadgets, see this section of the manual.

Map edit mode

Once a map/group has been created, it can be further reconfigured/customized by switching to map edit
mode in the main network map view. This allows map objects in spatial maps to be freely repositioned.

The map editing toolbar provides access to the following functions:
» Configure map settings
* Inspect/edit object membership
* Auto-align objects
» Edit object layering (bring to front, send to back, etc.)

After making changes, click the save button to update the map/group. To exit edit mode and return to the
main view, click the Edit Map button again.
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Map customization

Network maps in Plixer Scrutinizer can be uniquely tailored to any type of environment/topology using
several customizable elements.

Map edit mode

Once a map/group has been created, it can be further re-configured/customized by switching to map edit
mode in the main network map view. This allows map objects in spatial maps to be freely repositioned.

The map editing toolbar provides access to the following functions:
» Configure map settings

e Mapping objects

Select and drag objects
* Inspect/edit object membership
* Auto-align objects
» Edit object layering (Bring to front, Send to back, etc.)
After making changes, click the save button to update the map/group.

Additional shortcuts can also be accessed by right-clicking any object. Clicking the Edit Map button a
second time exits map edit mode.

Note:

* To assign location information to a geographical map object, left-click on the object to enable editing
and select GPS Location in the secondary tray.

* Location information for an object is unique for each geographical map/group it is a member of.
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Custom objects
Custom objects are non-device/non-group objects that can be displayed as icons (similar to regular map
objects) or text boxes in a network map.
To add a new custom object, follow these steps:
1. Navigate to the mapping object management view and click the + button.

2. Use the dropdown to select the object type to create (Icon or Text Box), and then configure the
following properties for the object:

Icon object properties

Icon Icon graphic to use for the object in the network map

Color Color to apply to the icon

Size Size of the icon

Weight Icon variant to use

Label Label to display for the object in the network map

Link Complete URL of page to open when object is clicked (for example,
http://www.plixer.com)

Descrip- Custom description to display in the tray object list and the mapping object management

tion view

Text box object properties

Label Label to display for the object in the network map
Type Determines whether the selected color is applied to the text or the background
Link Complete URL of page to open when object is clicked (for example,

http://www.plixer.com)
Description | Custom description to display in the tray object list and the mapping object management

view
Shape Shape to use as the background for the text
Dimensions | Dimensions to apply to the selected shape (length, width, radius, etc.)
Color Color to apply to the selected shape

3. Verify that the correct details have been entered, and then click the Apply button to save the new
custom object.

Once a custom object has been created, it can be added to any map/group at any time. It can also be
repositioned while in map edit mode and used as an endpoint in map connections (line and saved report
connections only).

Note:
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» After adding a custom object to a geographical map, switch to map edit mode and left-click on the
object to assign location information to it.

 Custom objects can also be defined while in map edit mode or from the mapping group management
view, under Objects in the map settings/configuration tray.

Connections

To add links showing relationships or network activity between objects in a network map, define one or
more connections for the group.

To define one or more connections for a map/group, follow these steps:

1. Navigate to the mapping group management view and select Settings from the three-dot menu for
the map to add connections to.

2. In the tray, click the + button under Connections.

3. In the secondary tray, use the two Endpoint dropdowns to select the objects to link with the connec-
tion.

4. Select a connection type from the Type dropdown, and then configure the required properties:

Connection Type Function Properties
Interface Displays activity/utilization be- | Interface/instance
tween the two endpoints on the
specified interface

Line Static line linking the two ob-

ects * Color

] * Label (optional)
Saved Report Runs a specified saved report

* Saved report to run
* Yellow, orange, and red
thresholds (optional)

when clicked and changes color
if thresholds are configured

5. Verify that the correct details have been entered and click the Apply button.
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After a connection has been added to a map, mouse over the connection to view additional details.

Note:

* If a map/group has existing connections, they can be edited or deleted by clicking the corresponding
icons in the list.

» Connections can also be added to a map by opening the tray while in edit mode.

Interface connections

Interface connections are dynamic links whose visual properties indicate real-time status and traffic/activ-
ity between objects:

* The arrow orientation indicates the directionality of the highest traffic volume (as indicated in the
connection label).

* The object closer to the arrow is the device/interface on which activity is metered (.., the object
that the activity displayed is inbound to or outbound from).

* The connection’s color indicates one of the following:

Green: Active

Yellow/orange/red: Utilization reaching global thresholds configured under Admin > Settings
> Threshholds

Blue: No bandwidth statement available

Grey: No traffic

Dashed grey: No flow data received in the last 5 minutes

Note: Utilization percentages can only be displayed for interfaces whose speeds are known (via SNMP
or a custom setting).

Saved report connections

Saved report connections can be configured to run any saved report that applies to the two endpoints defined
in the connection.

The yellow, orange, and red thresholds configured for the connection apply to the total of the rightmost/cal-
culated column of the report. These thresholds are independent of report thresholds, which can be added
to any saved report to trigger alarms.
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Backgrounds

Spatial maps support the use of custom backgrounds (e.g., wiring cabinets, office floor plans, etc.), which
can be uploaded under Background, in the map settings/configuration tray.

This can be done while in map edit mode or from the mapping group management view.

Managing mapping groups

The Network Maps > Mapping Groups view can be used to create, configure, and manage mapping
groups.

It lists all existing maps/groups, alongside the following details for each one:
* Status
* Type (spatial or geographic)
* Description (if set)
* Timestamp when the group was last modified
» User that created the map

Clicking on a group name displays the map in the main Network Maps page. The map settings/configu-
ration tray and other shortcuts can be accessed from the three-dot menu.

Global mapping group/page settings

The Options tray (gear button) contains global network map settings, as well as options for the mapping
group management view, including:

* Default map for the current user
* Google Maps browser API key and TLD
* Map refresh interval in minutes

 Enable/disable hierarchy view in the mapping group management view (independent of the map
selection tray toggle in the main Network Maps view)

Bulk actions

When one or more maps/groups are selected, the following batch operations can be performed via the
Bulk Actions tray:

* Add or remove objects for all selected groups (shows objects common to all selected groups)
* Run a report filtered on all devices/objects included in the selected groups
* Delete the selected groups

¢ Clear selection
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Creating a new map/group

New maps can be created from the mapping group management view by clicking the + button and entering
the map type and name for the new group. After the group has been created, it can be further customized
(membership, connections, etc.) via the configuration tray.

Clicking a group name will display the map in the main Network Maps view, where it can be further

configured in edit mode.

Configuration tray

Selecting Settings from the three-dot menu opens the configuration tray for that map/group, from where
the map/group can be reconfigured/customized at any time.

The tray is divided into the following main sections (also accessible in map edit mode in the main Network
Maps view):

Settings Inspect/edit general settings

Objects Manage object membership or add custom objects to the group
Connections | Define or manage connections for the group

Background | Upload/select a background for the network map

In addition, the configuration tray includes shortcuts for the following actions/functions:
* Run a specified report filtered on the devices/objects included in the group
* Create a duplicate of the selected map
* View the map in the main Network Maps view

* Set the selected map as the default map for the current user
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Settings

The Settings section of the configuration tray contains the following general map settings/options:

Name Name identifying the map/group

Auto-add de- | Automatically add devices with resolved hostnames matching the specified regular

vices expressions (RegEx)

Truncate Shortens map object labels by omitting the entered string

labels on

Description Optional description to add to the map/group (can also be viewed by clicking the i
icon in member object lists)

Pass status When enabled, the current group’s status will be reflected in its map icon in parent
maps.

Objects

When expanded, the Objects section of the tray shows all map objects currently assigned to the group.
Objects can also be reconfigured or deleted by clicking the corresponding icon in the list.

To manage object membership for the current group, click the edit (pencil) button and select/deselect
devices, groups, or custom objects in the secondary tray.

Connections

To learn more about map connections, see this section of the map customization guide.

Backgrounds

To learn more about adding custom backgrounds to spatial maps, see this section of the map customization
guide.
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Managing mapping objects

The Network Maps > Mapping objects view can be used to manage mapping object properties and group
membership. New custom objects can also be defined from this view.

The main view lists all map objects currently assigned to at least one network map/group, alongside the
following details:

* Icon assigned (reflects device or group availability)

» Type (exporter, user-created/custom, or map/group)

* Status

* Link that will be opened when the object is clicked (custom objects only)
* Number of maps/groups the object has been assigned to

* Timestamp when the group was last modified

Clicking on a group name opens the object properties/configuration tray, from where the object can be
edited or assigned to maps/groups.

Bulk actions

When one or more maps/groups are selected, the following batch operations can be performed via the
Bulk Actions tray:

* Add selected objects to one or more maps/groups
* Remove selected objects from one or more groups they share

* Add GPS location details to all selected objects

Object properties

Exporter and group object icons can be customized through the following properties:
e Icon
* Color
* Size
* Weight (icon variant)
* Label
e Link
* Description

These properties are applied to the object icon across all maps/groups an object has been assigned to.
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Group membership

To manage group membership for the current object, expand the Current Groups section of the object
properties tray.

Clicking the + button opens a secondary tray, where the object can be assigned to or removed from one or
more maps/groups.

GPS location

Objects assigned to geographical maps are automatically positioned based on their location.

To enter GPS coordinates for an object, click on GPS Location in the object properties tray. An address
can also be entered instead, for which coordinates will automatically be obtained via GPS lookup.

Custom objects

To learn more about adding/defining custom objects, see this section of the map customization guide.

5.1.3 Explore

The Explore views of the web interface can be used to quickly look up information on exporters, hosts,
and other entities (users, applications, etc.) in the Plixer Scrutinizer environment.

This section covers the different functions and types of information that can be accessed via Explore views
of the web interface.
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Exporters

The Explore > Exporters tab can be used to look up information for all devices sending flows to Plixer
Scrutinizer collectors.

The main view lists device status, traffic information, and other details either by interface (default) or by
exporter and provides access to a summary tray for drilling into the corresponding alarm and host views.
The left-hand mapping/device group pane can be used to apply filters and manage mapping group settings,
membership and connections.

Interfaces view

In the By Interface view, the table lists the associated exporter as well as inbound and outbound activity
details for each interface. A status icon indicates whether the exporter is available (green) or offline (red).

The following options can be accessed by clicking the exporter address/hostname, interface name, or three-
dot menu in the table:

* Reports: Run any report supported by the exporter

 Information: Shows general interface information and links to the Admin > Interfaces management
view filtered on the interface

* Exporter: Opens the Alarms subtab of the host details view for the exporter

* View Interface: Opens to the host details view for the interface

* View Exporter Alarms: Opens the Alarm Monitor > Hosts view filtered on the exporter
* Reset Highwater Inbound: Resets highwater mark data for inbound traffic

* Reset Highwater Outbound: Resets highwater mark data for outbound traffic

* Reset Highwater Both: Resets highwater mark data for both inbound and outbound traffic

Note:

e The Inbound and Outbound columns will display utilization percentage for any interfaces whose
speeds are known (via SNMP or a custom setting). Otherwise, actual rates (in b/s) will be shown
instead. Visualization options can also be manually set in the Options tray.

* The bulk actions tray, which contains options to run applicable reports and reset highwater values,
can be accessed after one or more exporters or interfaces are selected using the checkboxes.
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Exporters view

The By Exporter view lists exporter hostnames/addresses alongside the following details:

Current status of the exporter (green: available, red: offline)
Number of mapping groups the exporter is assigned to
Number of interfaces associated with the exporter

Average packets per second over the last 12 hours

Average flows per second over the last 12 hours

Timestamp of the most recent flow received from the exporter

In this view, the following options can be accessed by clicking the exporter address/hostname or three-dot
menu in the table:

Reports: Run any report supported by the exporter

Information: Shows general exporter information and links to the Admin > Exporters management
view filtered on the exporter

Exporter: Opens the Alarms subtab of the host details view for the exporter
Interfaces: Switches to the By Interface view filtered on the exporter
Tags: View/manage custom tags for the device

Mapping: Edit object icon properties, mapping group membership, or location details for the ex-
porter

Admin: Opens the Admin > Exporters management view (no filters applied)

View Exporter Alarms: Opens the Alarm Monitor > Hosts view filtered on the exporter

Note:

Click the details in the Groups and Interfaces columns of the table to quickly access the correspond-
ing options in the tray.

5.1. Plixer Scrutinizer web interface 161



Scrutinizer Documentation, Version 19.6.1

* In the By Exporter view, the bulk actions tray contains options to run reports, add custom tags, and
edit mapping details for all selected exporters.

Mapping group pane

The mapping group pane lists all current mapping/device groups and provides quick access to the following
functions:

* Run any report supported by the group’s devices/exporters
* View the network map for the group

» Apply a filter for the group’s exporters or interfaces to the main list/table (click the filters button for
additional options)

* Create a duplicate of the selected network map
In addition, the Modify option opens a tray where the settings, membership, connections or background

for the network map can be modified.

Entities

The Explore > Entities tab can be used to look up and inspect the individual data entities—both user-defined
and discovered—monitored by Plixer Scrutinizer as part of network activity.

The page is divided into separate subtabs displaying the following details for each entity type:
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Usernames

* Host associated with the observation

* Data source

¢ Machine name (if available)

* Timestamp when the username was first seen
on the host

* Timestamp when the username was last seen on
the host

Applications Defined

* Number of exporters the application was
observed on

* Total number of flows with data associated with
the application

* Average packet rate for activity involving the
application

* Average data transfer rate for activity involving
the application

Hosts - Sources/Destinations/Pairs

¢ Source and/or destination IP
address(es)/hostname(s)

* Number of exporters the source, destination, or
pair was observed on

« Total number of flows with data associated with
the host(s)

* Average packet rate for activity involving the
host(s)

* Average data transfer rate for activity involving
the host(s)

Autonomous Systems - Sources/Destinations/-
Pairs

* Source and/or destination autonomous
system(s)

* Number of exporters the source, destination, or
pair was observed on

¢ Total number of flows with data associated with
the autonomous system(s)

* Average packet rate for activity involving the
autonomous system(s)
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Clicking on an entity in any subtab opens a summary page (similar to the host traffic subview) that contains
visualizations of the entity’s activity as well as report shortcuts for deeper investigations.

Note: Shortcut links to manage application definitions, protocol exclusions, and FA algorithm exclusion
rules are included in the corresponding subtabs.

Search

The Explore > Search tab allows users to search the Plixer Scrutinizer host index to quickly verify whether
or not a host has been seen on the network.

Searches can be performed for either individual hosts or pairs (host to host). Simultaneous lookups for
multiple hosts or pairs are also supported.

Important: To be able to search for hosts and host pairs, the corresponding indexing feature must be
enabled.

The following are the available details displayed in the search results:
* Host
e Traffic direction (inbound, outbound, A > B, B < A, bidirectional)
* First and last seen timestamps
» Exporter/source of collected data
* Bytes in and out
* Packets in and out

¢ Flows in and out

Hint: To show fewer details in search results, click the the table button and untick the checkboxes for the
columns to be hidden.

In the search results, drilling into a host will display a summary of its activity on the network. Clicking
on a data source opens a tray that allows the user to quickly pivot to any supported report type.
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Enabling host indexing

When host indexing is enabled, Plixer Scrutinizer will store records for all hosts that pass traffic on the
network. Records for host pairs can also be stored (and searched through) by enabling host to host indexing
as indicated below.

To enable host indexing:

1. Navigate to Admin > Alarm Monitor > Flow Analytics Algorithms.

[\

. Open the configuration tray for the Host Indexing algorithm.

3. Add sources/inclusions for the algorithm either indvidually or using security groups.

Hint: Recommended inclusions for host indexing are internal/core routers, edge routers, and public
IP addresses that have been assigned to IP groups.

4. If there are sources (IP addresses/ranges, domains (by reverse DNS), IP groups, etc.) that should
not be indexed, add them as exclusions.

5. Expand the Settings secondary tray to configure the following:
* Days of Host Index Data Retention
* Host Index Database
* Host Indexing Domain Socket
* Host Index Max Disk Space
* Host Index Sync Interval Minutes
* Host to Host Database
* Window Limit

6. (Optional) Enter a database path in the Host fo Host Database field to enable host pair indexing. To
disable the feature, leave it blank.

7. Use the toggle to enable the algorithm and close the tray.

Once the algorithm has been configured and enabled, users can use the Explore > Search view to search
the host or host pair (if enabled) index.

Hint: If the Use Host Index option (Admin > Settings > Reporting) is enabled, only exporters that a host
has been seen on will be searched when data is aggregated for a report. This can significantly reduce the
time it takes to run reports.
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Resource requirements

When host indexing is enabled, additional resources may need to be allocated to the Plixer Scrutinizer
collectors as described here.

Host index population from historical data
If host indexing is not immediately enabled after Plixer Scrutinizer is deployed, the database can be back-
filled at a later date using historical data.
To populate the host index database from historical tables, follow these steps:
1. SSH to the Plixer Scrutinizer server as the plixer user.

2. Stop the host index service:

sudo systemctl stop scrutinizer-host-index

3. Run the following to populate the database using the specified historical data tables and time
range/window:

host_index --db_config --verbose --populate_from_history --
—table_interval=INTERVAL_TABLE --date_start="<START_DATE_TIME>
" --date_end="<END_DATE_TIME>"

where:

e START_DATE_TIME and END_DATE_TIME must be formatted as YYYY-MM-DD HH:MM, with the
time in 24-hour format (leading zeroes should be omitted).

o INTERVAL_TABLE is an integer that specifies the aggregation interval tables and should be set
to 1, 5, or 30.

Note:

e If the time element is omitted from END_DATE_TIME, data from the end date specified will be ex-
cluded from the operation.

* The utility can also be used to repopulate the host index database in case of data corruption. However,
it is highly recommended to contact Plixer Technical Support for assistance with restoring data.
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5.1.4 Investigate
The Investigate views of the web interface provide access to Plixer Scrutinizer’s collaborative investigation
and ML-powered forecasting (requires Plixer One Enterprise) functions.

This section introduces the Collections and Forecasts views and includes detailed guides for their asso-
ciated functions.

Collections
Collections are bundles of one or more alarms, events, and/or reports that have been compiled and assigned
to a specific user for further review and analysis.

Once created, a collection can be annotated and reassigned, allowing multiple users (e.g., NetOps and
SecOps) to share workloads and collaborate in investigations.

In the web interface, all collection-related functions can be accessed via the following elements:

Collections page

The Collections page of the Investigate section lists all existing collections and is split into two tabs:
Assigned to Me (current user) and Other Collections.

Along with each collection’s name, the table also shows the following details:
* Indicator that shows the current active collection (green checkmark)
» User who created the collection
* Date and time the collection was created
 Date and time the collection was assigned
» User to whom the collection is currently assigned
* Number of alarms, events, and/or reports that have been added to the collection
From the main Collections page, the following actions are available:
» Viewing collections - Click on a collection’s name to open its summary page.
* Deleting collections - Select one or more collections, and then click the Delete button.

 Reassigning collections - Click the username under a collection’s Assigned User column to assign
it to a different user.

 Setting the active collection - Use the radio buttons to set/change the active collection. For addi-
tional information, see the subsection on managing collections.

* Filtering options - Click the filter button to view available filtering options for the list.

* Options - Click the gear icon to view the available options for the list.
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Inspecting collections

A collection’s summary page lists all alarms, events, and reports added to the collection as links that allow
the user to drill down into each item. Annotation can be added to the summary page in threaded view
using the Notes card.

In addition, the table also lists the following details for each item:

* Type of item

Additional details, such as the number of individual events, hosts involved, or report type (click +
to expand)

¢ Date item was added to the collection
¢ User who added the item

* Any notes related to the alarm, event, or report added by users

Hint: When adding notes to a report item in a collection, the text field will be pre-populated with basic
information about the report.

To remove items from the collection, select one or more items using their checkboxes, and then click the
Delete button.

Collection management

The collection management menu can be accessed from either of the following:
Alarm monitor view

1. Navigate to either Alarm Monitor > Policies or Alarm Monitor > Hosts tab.

2. In the Alarm Policy or Host list, hover over the star icon, and then select Manage Collections.
Current report view

1. Navigate to Reports > Run Report, and then create/run a new report.
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2. After the report is run, hover over the star icon, and then select Manage Collections.
Creating a new collection

To create a new collection, click the Add New Collection (+) button, and then enter a unique name for the
collection. Select a user to assign the collection to, and then click the + button to save the collection.

Note: The name and user fields must both be filled to create a new collection.

Once the collection has been successfully created, it will be added to the list in the management menu.
Setting the active collection

To set/change the current active collection, open the management menu, and then select the collection from
the list. The green checkmark beside the collection name indicates that it is the current active collection.
Only one collection can be set as active at a time.

The active collection can also be set from the main collections page.
Adding alarms, events, or reports to a collection

1. Click the star button to open Manage Collections menu.

2. Click the button a second time (after it turns into an add (+) button).
This automatically adds the alarm, event, or report to the active collection.

To remove the item from the active collection, click the star button, and then click the button a second time
(after it turns into a minus (-) button).

Forecasts

When paired with the Plixer ML Engine, Plixer Scrutinizer is able to use the aggregated flow data of a
specified report to generate forecasts of future network activity and/or resource utilization.

Important: Forecasts require an active Plixer One Enterprise license. To learn more about licensing
options, contact Plixer Technical Support.

This section covers the Investigate > Forecasts tab/section of the web interface and includes further details
on generating, viewing/interpreting, and managing forecasts.
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Generating Forecasts

To generate a forecast, a report must first be run to define the scope of data for extrapolation.
The following data elements in a report will be used to generate the forecast:

* Hosts

 Data points

* Time period covered

* Filters applied

In the results/output, click the Forecast button, and then enter a name to save the new forecast under. The
main Investigate > Forecasts page will automatically be displayed after the forecast is created.

Note: The amount of time it takes to generate a forecast varies, depending on the amount of data that
needs to be processed.

Forecast horizon and seasonality customization

By default, Plixer Scrutinizer applies a recommended forecast horizon and seasonality based on the volume
of data sampled in the report used.

To manually define the horizon and seasonality instead, the filename for the forecast should be formatted
as follows:

[forecast_name] ? <horizon_integer> <time_unit> with [no|auto|null] season [
-,<season_integer> <time_unit>]

Natural language is also supported, so a forecast titled:

VPN Usage ? for 3 months with a season of 14 days

will generate a forecast with projected values for 3 months (after the end of the report time range/window)
and a seasonality of 14 days.
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Viewing Forecasts

All previously created/saved forecasts can be accessed from the Investigate > Forecasts page. Forecasts
that are marked Complete under the Status column are ready to view.

Clicking on a forecast opens a detailed view with two sections:

Forecast timeline

The forecast timeline plots the data aggregated by the base report (solid lines) and shows the extrapolations
(broken lines) up to the horizon of the forecast. Hovering over a line will show the upper and lower
bounds of potential deviation (highlighted region), as well as additional details for the data element used
to aggregate the data (hosts, applications, etc.).

The timeline can be viewed as either a line or step graph.

Inbound events

In addition to the timeline, the forecast details view includes a table listing the following information for
each host, application, etc.:

* Rank (based on the forecast’s calculated data)

» Date and time when the calculated data is expected to reach the expected maximum value
* Expected maximum value of the calculated data

» Upper bound for deviation in the calculated data’s expected maximum

When applicable, the table links directly to the relevant Explore summary page for each element. The
base report for the forecast can also be re-run at any time by clicking the View Report button.
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Forecast management

The main Investigate > Forecasts page can be used to access forecasts after they are created and includes
the following details for each forecast:

* ID number assigned to the forecast

* Forecast name/filename

* Name of the report used for the forecast (click to re-run)
* Forecast creator

* Current status of the forecast (Initializing -> Starting -> Data Retrieval -> Processing -> Strategy
Selection -> Learning -> Prediction -> Complete)

* Timestamp when the forecast became ready to view

Note: Insome cases, it may take up to several minutes for the Forecasting task to progress from Initializing
to Complete.

Updating forecasts

Clicking the refresh icon reinitializes the forecast using the most up-to-date dataset for the base report’s
time window/range settings.

Note: Forecasts based on reports with a custom date and time range (i.e., not Last X) can also be refreshed
but will result in the same projections. To obtain an updated forecast, re-run the report with adjusted date
and time settings, and then generate a new forecast.

Deleting Forecasts

To delete one or more forecasts, select the forecasts using the checkboxes and then click the Delete button
to permanently delete them.
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5.1.5 Reports

The Reports views of the Plixer Scrutinizer web interface are used to create, run/view, and manage reports.
Advanced features, such as defining custom report thresholds, setting up scheduled email reports, and
creating forecasts (requires Plixer One Enterprise), can also be accessed from these views.

This section comprises detailed guides for leveraging the various functions related to reports in Plixer

Scrutinzier.

How reports work

Reports are fully customizable network data aggregations that enable complete transparency for any asset
or activity on the network.

When a report is run, traffic data is collated based on the configured time window, sources/devices, and
filters before being grouped by the criteria defined in the report type (e.g., source-destination pairs, appli-

cations, etc.). The results are then displayed in the output view, where the modified settings can be applied
as required by the current resolution or investigation.

Primary report settings

Plixer Scrutinizer uses the following primary settings to run/generate a report, all of which must be defined
when creating a new report configuration:

Data sources/devices

When a report is run, Plixer Scrutinizer aggregates data collected from one or more user-specified network
devices or interfaces. These function as the user’s “observation points” and determine the scope of the
data to be included in the report.

Report type

The base type of a report determines how network metadata from the selected observation points is aggre-
gated (i.e., by X).

A report type can be selected when creating a new report configuration or as part of refining a report’s
configuration.
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Report types are grouped according to their functional parameters to facilitate report type selection. The
Recommended, Recent (1ast 16 report types run), and Designed Reports groups can also be used to quickly
find frequently run report types.

Hint: For further detailed on available report types, refer to this table.

Time range/window

By default, reports are configured to aggregate data from the past 24 hours. However, this can be changed
to a different last X window (e.g., last 5 minutes, last week, etc.) or a custom date and time range.

Hint: When a last X time window is selected, clicking the up or down arrow will automatically shift the
date/time period covered backwards or forwards.

Graph type

The report output view includes multiple options for visualizing the aggregated data, and users are able to
freely switch between any graph supported by the current report type.

Report graphs are further explained in the section on the report output view.

Additional filters

To supplement the primary settings, additional filters can be applied to further limit or expand the scope
of data covered by a report. These filters can be added when creating a new report configuration and/or
redefined as needed from the output view.

Custom reports

To learn more about creating custom reports, see the Report Designer topic in the Classic UI section of
this documentation.
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Creating/running reports

The Reports > Run Report page is the starting point for creating/running new report configurations.
New reports
To create/run a new report from the Reports > Run Report page:

1. Select between the two options to start creating a report:

Select Devices Select one or more devices before choosing a supported report type
Select Report Type | Select a report type before choosing data sources/devices.

2. In the next step, select the type or devices for the report:
* Report type: Use the dropdown to select a category, and then select the report type to run.

¢ Devices: Check the devices under Available Devices and use the arrow buttons to add them to
the Selected Devices list.

Note: Only supported report types or eligible devices (based on the selection(s) made in the previ-
ous step) are displayed.

3. Configure the following settings on the following page:
* Time Window

 Display Type

* Additional Filters (optional)

4. Click Run Report.
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A progress bar is shown as the report is being run. Afterwards, the report results/output view will be
displayed.

Saving reports

After a report is created and run, the configuration can be saved by clicking the save (disk) button in the
output view.

Once a report has been saved, it can be re-run at a later time (either as-is or with modified settings). Saved
reports can also be used to set up custom thresholds to trigger alarms and scheduled email reports.

To learn more about accessing and managing saved reports, see this section.

Hint: Access to specific reports and/or report folders can be defined as part of user group permissions
from the Admin > Users & Groups > User Groups page.

Running reports via URL

To quickly run an all-devices Host to Host pair report, with a filter for a specified IP address (FILTER_IP),
a URL in the following format can be used:

https://SCRUTINIZER_ADDRESS/ui/reports/run-report/search/el/FILTER_IP

Note: Plixer Scrutinizer will also accept a FILTER_IP in hex format but only if the IP address belongs
to an exporter.

Report output

The output of a report will mainly consist of two classes of data: the grouping criteria/enti-
ties(sources/destinations, IP groups, users, etc.) and their aggregated activity data.

After a report completes running, the results are displayed in both graph and table formats in the output
view, where the reports original settings can continuously be refined to create the visibility required for

the current task.

Graph details and functions
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Each report type supports multiple interactive graph options to visualize the data for the top ten grouping
entities based on their activity. An Others entity, which combines the aggregated activity data for all
entities outside the top ten, is also included.

The Graph dropdown allows the user to quickly switch between the available visualizations directly from
the output view. Additional details for any entity or activity can be viewed by hovering over the corre-
sponding graph element.

Table/list details

The output view table functions as both a summary of the report results and a legend for the graph. The
columns to the left (without the sorting arrows) list report type’s grouping entities, while the right-hand
columns are used for the aggregated activity details. Traffic values can be displayed as average rates or
totals (for the entire time range) by selecting the corresponding global setting in the Options tray.

Clicking on an entity in any grouping criteria column (e.g., source, application, or destination in a Con-
versations App report) opens a tray from where any supported report type can be run.

Hint:

» Timeline graphs (line, step, stacked bar, etc.) can be used to apply a new time range to the current
report. To do this, click on the graph once, and then click and drag to highlight the new range to
use.

* To hide the graph for the current report, click the Hide button in the header.
* Individual cells in the grouping criteria columns of the table can be dragged to the left into inclusion

and exclusion dropzones to configure additional filters for the current report (click the Apply button
in the tray when done).

Filters tray

Clicking the Report Filters button in the output view opens a tray where the filters for the current report
can be redefined.

To add a new filter, do the following:
1. Click the Filters button to open the tray.
2. In the tray, click the + button.

3. Select a filter type for the new filter.
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4. Configure the required details for the filter (varies by filter type).
5. Click the Add button.
6. In the primary tray, click the Apply button to re-run the report with the new filter(s) applied.

Existing filters can be modified by clicking the edit (pencil) button or removed by clicking the delete (trash
bin) button.

Note: The data sources/devices that were initially selected for the report can also be modified via the
filters tray.

Additional options

Clicking the Options button in the header opens a tray containing the following option submenus:
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Global

Data: Toggle between rates or totals in report
results.

Data Source: Specify an aggregation/roll-up
table to use for reports.

Data Units: Toggle between bits or bytes in
report results.

Interfaces: Enable/disable grouping report
results by interface.

Data Mode: Toggle between summary and
Jorensic flow data to run reports.

Show Others: Enable/disable including the
Others grouping entity in report results.

Show Host Names: Toggle between host IP
addresses and hostnames in report results.
Rows: Select the number of grouping categories
to include in report results.

Table

Peak: Show/hide additional column for peak
activity details.

95th: Show/hide additional column for 95th
percentile activity details.

Values: Toggle between formatted/rounded and
raw calculated activity data in the report table.

Threshold

Configure a custom threshold for the current re-
port.

Details

Collectors: View expanded details for the
collectors associated with the data sources of the
current report.

Exporters: View expanded details for the
exporters/data sources used for the current report.
Report JSON: View the report JSON (for
reporting API calls)
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Note:
» Toggle on Display Advanced Options in the tray to access the Data Mode and Values settings.

* If the Rows setting is increased beyond 10, additional grouping criteria/entities will be displayed in
gray in the graph.

» Use the Copy to clipboard button to quickly copy the report JSON to your clipboard.

Report filters

Plixer Scrutinizer reports grant full environment observability by aggregating network metadata with any
number of user-defined filters applied. This allows reports to be used for both monitoring and investigation.

Basic filters

As part of creating a new report, the user is required to configure three report settings that function as the
main filters:

* Report type
¢ Data sources (devices/interfaces)
¢ Time window

These settings define how the report should aggregate data (type), which observation points or sources it
should use (devices), and the period of time it should cover (window).

Additional filters

Before running a new report and after any report is run, additional filters can be added to tailor the output
to the current task.

The following table lists the additional filters that can be applied to reports:
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Type Description Parameter(s) Option(s)
Applications Filters results for a se- | NBAR application Restriction
lected NBAR applica-
tion
Applications defined Defined application Restriction

Filters results for a
selected defined
application

(based on definitions
under Admin >
Definitions >

Applications)
Autonomous system by | Filters results for the | Autonomous system | Direction, restriction
tag selected autonomous | (by AS number)
system (AS) tags
Business hours Filters results for ac- | Start hour, end hour, | N/A
tivity during specified | time zone, days
business hours
Calculated column fil- | Filters results based | Filter column, compar- | N/A

ter

on values in one of
the report’s calculated
columns

ison operator and value

Country Filters results for the | Country Direction, restriction
selected country
Device/interface N/A
Filters results for Device
activity associated Interface (if a device is
with the specified selected)
devices, interfaces, Mapping group (if
or mapping groups Group is selected)
Domain Filters results for the | Domain Direction, restriction

specified domain

Flow template

Filters results for the

selected template

Flow template

Restriction

Host list

Filters results for the

specified hosts

Host IP address(es)

Direction, restriction

Host to host

Filters results for activ-
ity between the speci-

Host pair IP addresses

Restriction

fied host pair
1P Groups IP group name Direction, restriction
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* Direction options: Source, destination, or both

* Restriction options: Include or exclude

Important: The additional filters that can be added to a report vary based on the selected devices/in-
terfaces and report type. More filters may also become available when Plixer Scrutinizer has access to
devices from certain vendors or is configured with additional integrations.

TCP Flags filters

In the Report Type dropdown, you can run a TCP Flags report to retrieve information about the TCP flags
set in TCP packets observed during a network analysis or packet capture.

To run the report, do the following:
1. Navigate to the Reports > Run Report page.

2. Select one of the two starting points to create a report.

Note: For more information, refer to the Creating/running reports section.

3. In the Report Type dropdown menu, select Designed Reports, and then select TCP Flags.
4. Configure the following settings:
e Time Window
* Display Type
5. In the Additional Filters field, select Advanced Filters.
6. In the Select Element field, select tcpcontrolbits.
7. Select Equal in the Select Comparison field, type in SYN, and then click Add.

8. Click Run Report.

Note: Setting this filter generates a TCP Flag report specifically about the SYN (Synchronize) flag in
TCP packets observed during a network analysis or packet capture.
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Refining report results

After a report is run, the output view can be used to further investigate any entity or activity included in
the report results.

Sample use cases and workflows for reports can be found in this section of this documentation.
Switching between graphs

After a report has been run, the Graph dropdown allows the user to freely switch between the different
graph and chart types supported by the report type.

This allows teams to highlight different aspects of a report’s results as needed for their resolution or inves-
tigation.

Modifying the time range

The current report can be re-run to cover a different time range of flow data, allowing teams to inspect
activity for the same grouping criteria at different points in time.

The period of time covered by the current report configuration can be adjusted via the time range selector
in the main output view or by highlighting (click and drag) an area in any timeline graph.

Editing filters

Once a report completes running, its initial filter configuration can be modified to highlight activity for
specific grouping entities.

In the main output view, click the Filters button to add, modify, and/or remove filters. Additional filters
can also be defined by dragging entities from the table’s grouping criteria columns into the corresponding
dropzones on the left side of the page. After the new filter configuration has been set up, click the Apply
button in the tray to re-run the report.

Pivoting to different report types

The Report Type dropdown in the main output view can be used to run a different report type using
the current data sources, filters, and other settings. This function can be used when additional context is
required to further investigate a host or activity on the network.

Additionally, a different report type can be filtered for a specific entity in any of the table’s grouping criteria
columns. This is done by clicking on the entity and selecting the report to run in the Available Reports
tray.
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Managing saved reports

Reports that have been previously created and saved can be re-run from the Reports > Saved Reports
subtab. This page also functions as the management view for saved reports.

Saved report list

To re-run a saved report, click on the report name in the main view of the Saved Reports subtab. Filters,
including report folders, can be applied to the list, and it can be displayed in a tabular list or as individual
tiles.

Both viewing modes indicate whether the following functions have been enabled or configured for each
saved report:

e Custom threshold

e Dashboard gadget

Scheduled email
* Added to dashboard(s) as a gadget (count)

In addition, the list mode table also indicates the report type, the last-run timestamp, and the creator of
each report.

Deleting saved reports

To delete one or more saved reports, select the report(s) using the checkboxes and select Delete in the bulk
actions tray.

Report folders

After a report has been saved, it can be assigned to one or more user-created folders.

Report folders can be used to organize/filter reports in the Saved Reports view. They can also be used to
simplify report access management through user group permissions.

Creating report folders

New folders can be created from the Saved Reports view as follows:
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1. Click the report folders button.

2. In the Report Folders tray, click the add (+) button.

3. Enter a name for the new report folder in the secondary tray.
4. Click the Save button.

Once created, the report folder will be added to the list in the Report Folders tray.

Note: Existing report folders cannot be renamed. However, a new folder with the desired name can be
created and populated with the same saved reports.

Adding saved reports to folders
There are three ways to assign saved reports to folders:

* When entering a name to save a report, use the dropdown to select a folder to assign it to (Unfoldered
saves the report without adding it to any folders).

¢ In the Report Folders tray, click the edit (pencil) icon to make changes to the membership list of
the selected folder.

* From the main Saved Reports view, select one or more saved reports using the checkboxes, and
then use the Move fo folder option in the Bulk Actions menu/tray.

Folder management

By default, the main Saved Reports view lists all saved reports accessible by the current user. To view
only reports assigned to a specific folder instead, open the Report Folders tray and select the folder using
the link icon.

The following functions can also be accessed via the folder list:

« Edit folder membership (edit/pencil icon)

¢ Delete folder (delete/bin icon)
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Exporting reports

After a report is run, the results can be exported in PDF or CSV format from the Export (share button)
tray in the output view.

Hint: PDF and or CSV copies of a report can also be attached to email reports.

Email reports

Once an email server has been configured, reports can be forwarded to any email address to provide
external access to network data.

Email reports include a link to view the report in the Plixer Scrutinizer web interface. PDF and/or CSV

copies of the report may also be attached.

On-demand reports

After any report is run, the results can be sent to one or more specified email addresses.

To send an email report, select Email Report in the export options tray (share button), and then enter the
following details:

» Sender email address

* Recipient email address(es)
* Subject (optional)

* Message (optional)

Tick the appropriate checkbox(es) to attach PDF and/or CSV copies of the report results, if desired, and
then click Send. A message confirming that the email report has been sent will be displayed.
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Scheduled reports

Saved reports can be scheduled to run at specified intervals and sent to one or more recipients, enabling
continuous network monitoring from any email inbox.

Hint: Configure a last X time window for a report to send/receive regular updates for any type of network
metadata.

To set up a scheduled email report for a report:

1. Create, run, and save the report.

Note: Scheduled reports filtered on a specific date/time range will send either the same or no output
when they are re-run.

2. In the output/results view, click the share button to open the export options tray.
3. Select Schedule Report.
4. In the secondary tray, enter/configure the following details:

* A name for the scheduled report (used in the email subject line and for scheduled report man-
agement)

* Recipient email address(es)

» Frequency and exact minute on the hour that the email report should be re-run and sent
5. [Optional] Tick the apppropriate checkbox(es) to attach PDF and/or CSV copies of the report results.
6. [Optional] Select additional reports to include in the scheduled email.
7. Click the Save button to save the scheduled email report configuration.

Once set up, a scheduled report will continue to be re-run and emailed at the scheduled intervals until it is
disabled or deleted.
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Scheduled report management

The Reports > Scheduled Reports subtab is the management view for scheduled report configurations.
Scheduled reports can be created, reconfigured, and deleted from this page.

The table/list shows all current scheduled email reports and includes the following information for each
configuration:

* Name/email subject

Schedule details (frequency, time, day or date)

* Expected execution/run time

* Timestamp of the last run/email

 Configured recipient email addresses
One or more filters can also be applied to show only scheduled reports that match the defined criteria.
Creating/editing scheduled reports
New scheduled report configurations can be created from the management view, without having to run
the saved report(s) beforehand. This can facilitate setting up multiple email configurations for reports that
have been previously run/saved.
To create a new scheduled report from the management view, click the add (+) button and follow these
instructions, starting from step 4. Configurations can also be modified at any time by clicking the saved
report name/subject to open the settings tray.

Deleting scheduled reports

To delete one or more scheduled reports that are no longer needed, use the checkboxes in the main view
to select them, and then select Delete from the bulk actions tray.

Scheduled reports can also be temporarily disabled by ticking the Disable checkbox.
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Report thresholds

Saved reports can be used to set up custom thresholds to alert network and security teams to specified
network behavior. Report thresholds are applied to the calculated/aggregated columns of reports (either
per row or total) and will trigger alarms based on the options configured.

Note: To deliver Report Threshold Violation alarms, Plixer Scrutinizer automatically re-runs reports with
custom thresholds in the background every 5 minutes. As such, having a large number of active report
thresholds—particularly fotal reports (as opposed to rate)-may result in performance issues. The total
number of concurrent report processes that can be run at a time for threshold checks can also be adjusted
under Admin > Settings > Reporting.

To add a report threshold to a report, follow these steps:

1. After the report is run (and saved), click the gear button to open the options tray and select Thresh-
old.

2. Select whether the threshold should be applied per row or to the total of the calculated column.
3. Select the appropriate comparison operator (>= or <=) for the desired criteria.
4. Enter the desired threshold (value and prefix).

To disable a report threshold, re-run the report and click the delete (X) button in the Filters tray of the
output view.

Report gadgets

Reports can be added to dashboards as gadgets, enabling continuous active monitoring of any specified
network traffic/activity.

To create/configure a dashboard gadget for a report, follow these steps:
1. Run the report (new or saved).

2. In the output/results view, open the export options tray and select Add to Dashboard (or Edit
Gadget, if the gadget was previously configured).

3. Enter a name for the gadget. If the report has not been saved, it will be saved under the name entered.
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4. Select a dashboard to add the gadget to from the Dashboard Tab dropdown. Select Don’t send to
dashboard to manually add the report gadget to dashboards at a later time.

5. In the Type dropdown, select whether the gadget should show the report graph only, the table only,
or both.

6. [Graph or Graph & Table] Select the gadget graph type and the report column to sort by.
7. [Table or Graph & Table] Use the checkboxes to select the columns to display in the gadget table.

8. [Optional] Expand the Display Options section of the tray to modify the default layout and behavior
of the gadget.

9. Click the Save button to save the gadget configuration.

After a report gadget has been configured/saved, it will be included in the list of available gadgets when
creating or editing a dashboard.

Note:

» To view a report in a dashboard, the current user must be granted access to both the report and the
dashboard(s) through their user group.

* If the default gadget name for a saved report is changed, a new saved report will automatically be
created under that name. If the gadget is renamed multiple times, the saved reports are still created,
but only the most recent name change is applied to the gadget.

Creating forecasts

With the Plixer One Enterprise solution, Plixer Scrutinizer is able to further leverage the data aggregated
by a report to generate a forecast of future traffic/activity.

A forecast can be generated after running any report by clicking the Save Forecast button. It can then be
viewed via the main Investigate > Forecasts page.

To learn more about creating, viewing, and managing forecasts, see this section of this documentation.

To create a new forecast, click the Save Forecast button in the report output/results view.
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Adding reports to collections

To add a report to the active collection, open the Manage Collections menu (star icon), and then click the
icon a second time (after it turns into an add (+) button).

To add a report to a the current active collection:
1. Run the report.
2. In the results/output view, click the star button to open the collections menu.
3. Click the button a second time (after it turns into a + button).
If the report was previously added to the active collection, clicking a second time (- button) will remove it.

To add the report to a different collection, select Manage Collections and then set that collection as active,
before following the same steps.

Hint: A report can be included in multiple collections.

Once added, a report can be re-run directly from the collection summary page.

5.1.6 Admin

The Admin views of the Plixer Scrutinizer web interface are used to access the system’s administrative
and configuration functions.

For ease of navigation, the different admin pages/views are organized into categories in the Admin Menu
tray, which can be accessed from any admin page/view via the three-dot button.
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Admin Dashboard

The Admin Dashboard provides a visual overview of the functions and performance of the Plixer Scru-
tinizer environment. It is the default view opened when clicking on the Admin text in the web interface
header.

This page comprises the following interactive dashboard gadgets:

System: CPU

Displays system performance metrics in
timelines or charts

Click on a metric to switch views.
Click on the Vitals icon to view server health.

Storage: Free Disk System

Displays available storage per collector
Click on a storage element to switch views.
Click on the Vitals icon to view OS health.

Services: Collector

Displays the status of system services per
collector

Hover over a chart element to view additional
details.

Click on the Vitals icon to view exporter health.

Configuration Status

Shows the overall configuration progress for
Plixer Scrutinizer and can be expanded to show
the detailed configuration checklist

Click on a configuration item to view its current
status and accept/decline the item.

Click the Launch icon to open the relevant
documentation page for an item, or hover over
the Dependencies icon to see other related or
required configuration items.

User Activity Shows activity for individual users in a timeline
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Note:

* Click the X button to close the expanded tables for the vitals gadgets. To collapse the configuration
checklist, click the progress bar a second time.

* A configuration status dashboard gadget is also included in the default Welcome dashboard for
Plixer Scrutinizer installs.

Vitals LEDs

Three notification LEDs for system vitals are persistent across all admin pages/views and can be used to
monitor the general health of the Plixer Scrutinizer environment.

These LEDs correspond to the following system components/functions, from left to right:

» Server

* Software

* Exporter
Hovering over an LED will display additional details related to the component’s current statuse. Each
LED also functions as a shortcut to return to the admin dashboard with the corresponding vitals gadget
expanded.

Admin Menu tray

The Admin Menu tray is the main access point for administrative functions in Plixer Scrutinizer. The tray
can be opened from any admin page/view by clicking on the three-dot button.

The admin tray search field supports lookahead searching and can be used to quickly find settings, config-
uration views, or help descriptions that match the entered string.

Note: Admin views marked with a [-> are still only accessible via the Classic UI of the web interface.
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Settings

The Admin > Settings page provides access to global settings for Plixer Scrutinizer’s core functions and
behavior, organized under the subcategories listed in the table below.

Click on a setting/subcategory below to learn more:

Alarm Notifications

Configure global alarm message options and Flow Inactivity and Interface
Threshold Violation alarm settings

Collector

Configure global collector settings and low resource fallback options

DNS

Set DNS cache retention duration and resolution attempt timeout

Data History

Set alarm and flow data history retention durations

Flow Analytics Set-
tings

Configure global settings and auto-enable FlowPro Defender for appropriate
algorithms

Global  Authentica-
tion Settings

Configure user session and login security options (See also: user and user
group settings)

Google Maps Proxy
Server

Configure proxy server settings for Google Maps requests

Login Banner

Add a custom message to the Plixer Scrutinizer login page

ML AD Users Configure Azure account info for integrating AD Users with Machine Learn-
ing (for UEBA alerts)

ML Alerts Manage alarm thresholds for Plixer ML Engine vitals and Office 365 detection
sensitivities

ML Data Limits Set model and host/subnet limits for user and network behavior learning

ML Training Sched-
ule

Set business hours for network behavior observation and modeling

Mapping Groups

Define and manage device groups for network mapping

Mapping Objects

Define custom map objects and manage object/group object properties

Reporting

Customize Plixer Scrutinizer reporting engine functions

System Preferences

Configure general Plixer Scrutinizer environment preferences/settings

System/New User De-
Sfault

Set up default preferences/settings for new users

Thresholds

Customize color thresholds for displaying utilization

Alarm Notifications

The Admin > Settings > Alarm Notifications tray contains the following settings:
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Hostnames

Enable to display device, target, and violator host-
names (when available) instead of IP addresses in
alarm messages

Flow Inactivity

Enables Flow Inactivity alarms for devices that
have not received flows in the last 30 minutes

Alarm Many Crop

Maximum number of devices, targets, and viola-
tors to display in alarm messages

Interface Threshold Violations

Enables Interface Threshold Violation alarms
when utilization (in or out) for any interface
exceeds

the Threshold - Utilization value specified under
Admin > Settings > System Preferences tray

Hint: Notification profiles can be assigned to the Flow Inactivity and Interface Threshold Violation alarm
policies to trigger custom notification actions for violations.

Important: If flow inactivity and interface threshold violation notifications are disabled from this tray,
Flow Inactivity and Interface Threshold Violation alarm policy violations will not be reported or saved,

even if the policies are set to the Active or Store state.

Collector Settings

The Admin > Settings > Collector Settings tray contains the following settings:
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Resolve Hosts at Collection Time

Forces DNS name resolution for every host seen
when flows are collected (only necessary for
Flow Analytics domain exclusions and Rev 2nd
level domain reports)

*Note: Enabling this feature may result in
significant latency at high flow volumes. For
assistance, contact Plixer Technical Support.

Auto SNMP Update

Enables re-discovery of SNMP devices at 1:00 am
every day.

Low Resource Fallback Cooldown Period

Amount of time (in seconds) to wait between
low resource fallback “stages” (to prevent unwar-
ranted feature or exporter pausing)

Low Resource Fallback Exporter Chunk Size

Number of exporters to pause or resume as a group
when required for low resource fallback or recov-
ery

Allowed Flow Rate Multiplier Percent

Multiplier/percentage of maximum supported
flow rate that will not immediately trigger low
resource fallback to accommodate brief spikes in
flow rates

*Note: Sustained flow rates exceeding 100% of
the rated limit may result in stability issues.

Low Resource Fallback Mode

Select one of three modes to define Plixer Scruti-
nizer’s low resource fallback behavior

Listener Port

Ports that will be used to listen for NetFlow or
sFlow traffic (separate by comma)

Important: In distributed environments, these settings will be applied to all collectors in the cluster.
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DNS

The Admin > Settings > DNS tray contains the following settings:

DNS Cache Retention

Number of days to retain DNS names (0-365, 0 = never retain)

DNS Timeout

Maximum time (in seconds) to wait for DNS name resolution

Data History

The Admin > Settings > Data History tray contains the following settings:
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Auto-Acknowledge Alarms

Number of days before alarms/events are automat-
ically acknowledged

Alarm Retention Days

Maximum number of days that alarm/event data
will be retained

Alarm Retention Size

Maximum amount of disk space (in MB) that can
be used for alarm/event data before older records
are deleted

Audit Log Keep Duration Number of months audit logs will be retained
Auto History Trimming
Enables automatic trimming of older historical
records based on the specified Minimum Percent
Free Disk before Trimming setting
(Overrides history retention settings)
Days of DNS Request Data Number of days (0 - 365) to retain DNS request

data

Minimum Percent Free Disk before Trimming

Minimum amount of free storage to maintain
when Auto History Trimming is enabled

Flow Historical 1 Min Avg

Number of hours to retain /-minute summary ta-
bles (totals) of conversation data, as well as alar-
m/event data

Flow Historical 5 Min Avg

Number of hours to retain 5-minute summary ta-
bles (averages) of conversation data

Flow Historical 30 Min Avg

Number of days to retain 30-minute summary ta-
bles (averages) of conversation data

Flow Historical 2 Hr Avg

Number of days to retain 2-hour summary tables
(averages) of conversation data

Flow Historical 12 Hr Avg

Number of weeks to retain 12-hour summary ta-
bles (averages) of conversation data

Flow Maximum Conversations

Number of top conversations to save for busy de-
vices

Note:

e When Auto History Trimming is enabled, 1m and 5m historical tables are trimmed to maintain the
value specified in Minimum Percent Free Disk Space before Trimming. Automatic trimming is also
used to retain a similar level of historical data for all configured exporters.

* Assigning a value of 0 to historical flow data retention settings under Data History will not disable
retention of the corresponding data table.
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Disk calculator

Clicking the calculator icon in the data history settings tray opens the database size calculator, which can
be used to view current and predicted storage use based on a specified set of conversation history retention
settings.

In the calculator, enter the desired retention time for each flow data history interval (1m, 5Sm, etc.), and
then click the check button. Current and predicted disk usage for each interval will then be displayed by
collector, along with the predicted total disk space required for the current retention settings.

Note:

* Disk usage for other elements/functions, such as system metadata, alarm/event data retention, and
host indexing are factored into these calculations. A 10% buffer for the operating system is also
included.

* All calculations/predictions are based on the system’s current settings and collection parameters
(flow volume/rate, templates, etc.).

Flow Analytics Settings

The following global settings for Flow Analytics can be modified from the Admin > Settings > Flow
Analytics Settings tray:

Auto Enable | Enables automatic inclusion of FlowPro Defenders for the appropriate FA algorithms
Defender
Jitter by In- | Packet delay variance (in ms) threshold used for record highlighting in Status reports
terface

Latency Latency threshold (in ms) used for record highlighting in Status report

Share Viola- | Share violation details for cyber attacks originating from Internet IP addresses with
tions Plixer to continuously improve host reputation records

Top Algo- | Sets whether Top X algorithms are automatically run against all devices or only man-

rithm Devices | ually defined inclusions

Hint: Configuration options for individual Flow Analytics algorithms can be accessed from the Flow
Analytics Configuration page.
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Global Authentication Settings

The Admin > Settings > Global Authentication Settings tray contains the following global settings
related to user credentials and logins:

Failed Login Max | Maximum number of failed logins before a user account is locked (0 = disabled)
Failed Login Win- | Length of time (in minutes) within which failed logins will count towards the
dow maximum allowed

Minimum Unique | Number of previous passwords that a local Plixer Scrutinizer user cannot reuse
Passwords when changing their password

Session Timeout Maximum time (in minutes) a Plixer Scrutinizer web session can be idle before
the user is forcibly logged out (0 = disabled)

Google Maps Proxy Server

The Admin > Settings > Google Maps Proxy Server tray is used to configure a proxy server to allow
Plixer Scrutinizer to access the Internet and make Google Maps geolocation requests.

The following details must be provided:
» Username and password for authentication with the proxy server
* Proxy domain name
* Port used by the proxy server

P address or hostname (absolute URL) of the proxy server to use for geolocation requests

Login banner

Text entered in the following fields of the Admin > Settings > Login Banner tray will be displayed at the
specified location on the web interface login page:

* Above the username input field

* Below the Login button
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ML AD Users

The Admin > Settings > ML AD Users tray is used to add a Microsoft Azure account to enable AD Users
UEBA integration. The account must be configured to store Active Directory user sign-in logs.

After entering the account name and key, click the Apply button to save the details and enable UEBA

detections/alerts.

ML Alerts

The Admin > Settings > ML Alerts tray can be used to adjust the CPU/RAM/DISK utilization and Kafka
streaming latency alarm thresholds for the Plixer ML Engine. Sensitivity settings for detections related to
Office 365 activity can also be modified from this tray.

After making changes, click the Apply button to save and apply the new settings.

For further details, see this section of the Plixer ML Engine configuration guide.

ML Data Limits

The Admin > Settings > ML Data Limits tray can be used to modify the limits for the number of models
and the number of included hosts/subnets used by the Plixer ML Engine for learning network and user
behavior patterns and making predictions.

After making changes, click the Apply button to save and apply the new settings.

For further details, see this section of the Plixer ML Engine configuration guide.

Note: Increasing any of the model or I[P maximums in this tray may require allocating additional resources
to the Plixer ML Engine appliance.
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ML Training Schedule

The Admin > Settings > ML Training Schedule tray is used to set the business hours used for seasonality
in the network behavior being observed by the Plixer ML Engine.

After entering the necessary details, click the Apply button to save and apply the new business hours.

For further details, see this section of the Plixer ML Engine configuration guide.

Note: The business hours used for network behavior seasonality are separate from the business hours
applied when running reports, which are defined under Admin > Settings > Reporting.

Mapping Groups

The Admin > Mapping Groups page can be used to create, configure, and manage device groups for
network maps.

To learn more about the this page’s functions, see this section on mapping group management.

Mapping Objects

The Admin > Mapping Objects page can be used to manage mapping object properties and group mem-
bership. New custom objects can also be defined from this view.

To learn more about the this page’s functions, see this section on mapping object management.
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Reporting

The Reporting tray contains the following options/settings, which are used to control how reports are run,
displayed, and managed:
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Push Data Aggregation

Enable to automatically aggregate data when temp
tables are pushed to the primary report (dis-
tributed environments only).

Business Hours End

Ending hour of the business day (as an integer,
e.g., 5 pm -> 17) to use in reports.

Business Hours Start

Starting hour of the business day (as an integer) to
use in reports.

CSV Include All Rows Enable to include all rows in report CSVs (instead
of only the selected fop X).
CSV Repository Path to use for saving exported CSVs.

Max Aggregations from Data Source

Maximum number of aggregations from a single
data source.

Target Graph Intervals

Maximum number of intervals that Plixer Scruti-
nizer will aim to plot in graphs.

Limit All Device Report Results

Limits the number of results returned when run-
ning All Devices reports to this value (0 = no
limit).

Maximum Raw Flow Exporters

Maximum number of exporters/devices allowed
as filters for a raw flows report.

Max Reports per Interval

Maximum number of scheduled email reports that
can be set to run within the same minute.

Max Reports per Email

Maximum number of reports that can be sent in a
single scheduled email report.

Note: Including too many reports in the same
scheduled email may result in timeouts.

Max Report Processes

Maximum number of subprocesses (by time or by
device) that a report will be divided into to reduce
running time.

Display Others on Top

Allow or prevent report graphs from displaying
other traffic above or below the top 10 results.

Display Raw MAC Addresses in Reports

When enabled, raw MAC addresses are displayed
alongside other details in report results.

Use Alternative Times

If the observationtimeseconds field is in-
cluded in a flow template, Plixer Scrutinizer will
use it in place of intervaltime for reporting.

Use Host Index

Enables the use of the host index to limit the num-
ber of exporters/devices checked for Group and
All Devices reports.

Saved Report Threshold Processes

Number of processes to fork when running report
threshold checks.

Re-use Temp Tables

When enabled, reports will use temp tables when-

04 ever possible. 5 £ ; ;

Report Caching Timeout Number of minutes available reports will be kept
cached.

Always Display Totals Enable to always show totals in Status report re-
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Note: The times entered for Business Hours End and Business Hours Start do not affect the seasonality
of the Plixer ML Engine’s behavior monitoring/modeling functions for Plixer One Enterprise.

System Preferences

The Admin > Settings > System Preferences tray contains the following general settings:

Disable File Up- | When enabled, files cannot be uploaded to the Plixer Scrutinizer server

load

Maximum Up- | Sets the maximum size allowed for uploaded files

loaded File Size in

Bytes

Inactivity Thresh- | Sets the number of minutes that the Explore > Exporters > By Interface view

old will display inbound and outbound activity details for inactive interfaces

Threshold - Uti- | Sets the interface utilization percentage (in or out) that will trigger an Interface

lization Threshold Violation alarm

Inactive  Expira- | Sets the number of hours (1 to 168) before an inactive interface is removed from

tion the Explore > Exporters > By Interface view

LDAP Group | Sets the schedule for syncing users between local user groups and LDAP Secu-

Membership rity Groups with the same name (Options: On Login, Nightly, Both, Disabled)

Version Checking When enabled, Plixer Scrutinizer will automatically connect to the Internet and
check for updates

Note: Interfaces that have been inactive past the Inactivity Threshold setting but not longer than the
Inactive Expiration setting will be displayed with .00 b/s in their inbound and outbound columns.

Important: For users to be synced between a local user group and an LDAP Security Group, the two
groups must have the exact same name, including any capitalization and punctuation.

5.1. Plixer Scrutinizer web interface 205



Scrutinizer Documentation, Version 19.6.1

System/New User Defaults

The settings/options Admin > Settings > System/New User Defaults tray can be used to define the default
system preferences applied for new user accounts:

Disable Welcome | When ticked/enabled, hides the “Welcome to Scrutinizer’” model for new user

Modal logins

Language Sets the default system language for new users

Theme Sets the default system theme for new users

Slim Navigation When ticked/enabled, uses a theme with slimmed-down containers and icons
for navigation elements

Hint: Users can set their own language and theme by navigating to Admin > Users & Groups > User
Accounts page and editing the Preferences for their username/account.

Note: Technical support (including this documentation) is only available in English.

Thresholds

The settings in the Admin > Settings > Thresholds tray can be used to adjust the percentage thresholds
used to highlight interface utilization in different colors.

The default threshold values are as follows:
¢ Yellow: 51%
* Orange: 76%

¢ Red: 90%

Note: These values are also used to highlight map connections representing interfaces. Connections
representing saved reports can have their color thresholds defined separately.
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Definitions

The Admin > Definitions category contains management views for the various user-defined elements and
groupings used by the Plixer Scrutinizer system.

Hint: In views that include selection checkboxes, bulk actions become available after one or more items
are selected.

Click on a setting/subcategory below to learn more:

Applications Define custom applications using IP address and
port rules

Autonomous Systems (AS) View autonomous system (AS) numbers/proper-
ties

Host Names Define custom hostname-to-IP mappings and
static subnet labels for reporting

IP Groups Define rule-based IP range/subnet groups for re-
porting

MAC Addresses Add and manage custom MAC address labels

Protocol Exclusions Define protocol exclusion rules for reporting

Type of Service

Add custom labels for Type of Service (ToS) and
Differentiated Services Code Point (DSCP)
values in reports

(ToS Family must first be set under Admin >
Settings > Reporting)

Well Known Ports Add and manage well-known port definitions

Note: This category includes views/pages under the Admin > Definitions tab of the Plixer Scrutinizer
Classic UL
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IP groups
IP groups are user-defined device groupings that can be leveraged when running reports, applying filters,
or defining exclusions for FA algorithms.
Adding a new IP group
To add a new IP group, follow these steps:
1. On the Admin > Definitions > IP Groups page, click the (+) button to open the Add IP Group tray.
. Enter a name for the group.

. Select whether the group is internal or external from the IP Group Type dropdown.

2

3

4. Click Save.
5. In the main view, click the newly created IP group to open the configuration tray.

6. Expand the Rules section of the tray, and then click the (+) button to add a new rule.
7. In the secondary tray, select the rule type (IP address, subnet, etc.) to add.

8. Enter the details required for the rule in the additional fields.

9. Click Add to save the rule.

Steps 6 - 9 can be repeated as needed to define any number of membership rules for the IP group. Settings
for existing IP groups can be further modified at any time.

Note:

* If there are overlapping host sets between IP groups, a host will automatically be assigned to the
group whose rules define the narrowest range of addresses.

* The locality (internal or external) designations have multiple uses, including specifying traffic di-
rectionality (e.g., internal->interal, external->internal, etc.) for FA detections and defining inclusion
and exclusion filters for report data sources. They also allow teams to quickly identify addresses as
being internal or external to the organization when viewing host details.

Bulk actions

When one or more IP groups are selected using the checkboxes, the following batch operations become
available via the Bulk Actions button:

* Adding new rules to all selected IP groups

* Deleting all selected IP groups
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Users & Groups

The Admin > Users & Groups category provides access to settings, options, and functions related to user
management and access control.

Hint: In views that include selection checkboxes, bulk actions become available after one or more items
are selected.

Click on a setting/subcategory below to learn more:

Auditing Logs View logs of Plixer Scrutinizer web interface user actions

Authentication Providers | Add and configure third-party authentication methods/servers
Authentication Settings Configure global options for local and third-party authentication methods
Authentication Tokens Add and manage user authentication tokens

User Accounts Manage user accounts and preferences

User Groups Set up local user groups and manage access to features and resources

Auditing Logs

The Admin > Users & Groups > Auditing Logs page displays logs of Plixer Scrutinizer web interface
user actions.

The main table of the Auditing Logs page includes the following details for each activity log:
* Timestamp - Date and time of the user activity

* Message - Description of the user activity

IP Address - Local IP address of the device/machine used

* Operating System - Operating system of the device/machine used

» Category - Category or related page where the user action occurs (e.g. settings, admin, dashboards)
* User Agent - Web browser used

» Username - Username of the person who performed the activity
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Time range filter

The Auditing Logs view can be set to show information for either a custom date and time range or a
specified Last X period (last 15 minutes, last 24 hours, last week, etc.).

To view data for a different period, click the Time Range (calendar) button and configure the range to
apply.

Hint: When a custom range is specified, click the up/down arrows to automatically adjust the dates to
cover the same period of time.

Advanced filters
Clicking the Filters button opens a tray where one or more filters can be manually configured.
The following filtering options are available:

* Message

IP Address

* QOperating System
» Category

e User Agent

e Username

To apply a filter, expand the filter option/section, and select the criteria to use. Multiple options and criteria
can be applied at the same time.

Note: When exporting activity logs (via the Options button/tray), use the Export CSV (All) option to
ignore any filters currently applied.

210 5. Features and Functionality



Scrutinizer Documentation, Version 19.6.1

Authentication Providers

The Admin > Users & Groups > Authentication Providers page can be used to set up and manage
additional authentication methods/servers for the Plixer Scrutinizer web interface.

Adding a new authentication server
To set up a new authentication server, follow these steps:
1. In the main view, click the + button.
2. Select the authentication method to set up.
3. Enter the required details for the server in the secondary tray.
o Single sign-On
e LDAP
* RADIUS
e TACACS+
4. Click the Save button.
Once saved, the authentication server will be added to the list/table in the main view. To edit the details

for a server, click on its name and make the necessary changes in the configuration tray.

Single sign-on

After adding Plixer Scrutinizer to the IdP application list, the following details must be entered in the
Plixer Scrutinizer web interface:
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Name Name identifying the SSO service configuration in Plixer Scrutinizer

IdP Identifier | IdP-provided redirect URL for user authentication

URL

Entity ID https://<SCRUTINIZER_SERVER_IP>

Assertion https://SCRUTINIZER_SERVER/fcgi/scrut_£fcgi.fcgi?

URL rm=usergroups&action=sso_response

Audience https://<SCRUTINIZER_SERVER_IP>

Value

Name At- | User identifier attribute passed by the IdP

tribute

Groups  At- | User group identifier attribute passed by the IdP

tribute

IdP Metadata | URL to access the IdP metadata XML (only required if metadata XML cannot be
URL downloaded)

IdP Metadata | Metadata XML downloaded from the IdP

XML

Signing Cer- | Path to the SAML signing certificate obtained from the IdP (e.g., /home/plixer/
tificate scrutinizer/azure.cert)

Note: If no group identifier attribute is provided, only the name attribute will be referenced for authenti-
cation.

Adding Plixer Scrutinizer as an SAML application

To set up SSO authentication for Plixer Scrutinizer, it should first be added to the application list of the
SAML 2.0 SSO platform.

Note: Plixer Scrutinizer can be integrated into any SAML 2.0 SSO platform. For further information,
contact Plixer Technical Support or refer to the provider’s documentation.

Azure AD FS
To add Plixer Scrutinizer as an enterprise application to Azure AD FS, follow these steps:

1. Log in to the Azure portal as a global administrator.
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2. Go to Enterprise Applications > New Application, and then select Create your own application.
3. Enter a name for the application (e.g., Plixer Scrutinizer).
4. Select the option to create a non-gallery application, and then click the Create button.

5. Under Getting Started in the application overview, click on Set up single sign on, and then select
SAML as the single sign-on method on the next page.

6. In the next step, configure the following details under Basic SAML Configuration (other fields
should be left blank):

 Identifier (Entity ID): https://<SCRUTINIZER_SERVER_IP>/

¢ Reply URL (Assertion Consumer Service URL): https://<SCRUTINIZER_SERVER_IP>/
fcgi/scrut_fcgi. fcgi?rm=usergroups&action=sso_response

¢ Sign on URL: https://<SCRUTINIZER_SERVER_IP>/

7. From the previous SAML SSO setup page, obtain the following for the Plixer Scrutinizer SSO con-
figuration form/tray:

¢ IdP Identifier URL: Azure AD Identifier (under Set up application)

¢ Name Attribute: Source attribute for the Unique User Identifier (Name ID) claim name (under
Attributes & Claims)

¢ Groups Attribute: Source attribute for the http://schemas.microsoft.com/ws/2008/
06/identity/claims/groups claim name (under Attributes & Claims)

* IdP Metadata URL/XML: Copy the App Federation Metadata URL or download the Feder-
ation Metadata XML (under SAML Certificates)

 Signing Certificate: Download the x64/Base64 certificate (under SAML Certificates)

After completing all configuration steps in Azure and Plixer Scrutinizer, users and/or groups should be
added to the Plixer Scrutinizer application to enable SSO authentication for the web interface.

Okta

To add Plixer Scrutinizer as a direct-access application to an Okta org, follow these steps:

Note: The instructions below are specific to the Okta Classic Engine. For Identity Engine users, click
here.
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1. From the Admin Console, navigate to the Applications page.

2. Click Create App Integration, and then select SAML 2.0 as the sign-in method.

3. After clicking Next, enter the general information for the application integration.

4. In the next step, enter the following SAML configuration details (other fields should be left blank):

e Single sign on URL: https://<scrutinizer_server>/fcgi/scrut_fcgi.fcgi?
rm=usergroups&action=sso_response

¢ Audience URL: https://<SCRUTINIZER_SERVER_IP>/

5. When done, click Finish, and then select the Plixer Scrutinizer application from the Applications
page.

6. Click on the Sign On tab, and then click Identity Provider metadata under the SAML 2.0 section
of the Settings page.

7. Obtain the details required for the Plixer Scrutinizer SSO configuration form/tray.
8. Download the active signing certificate from the SAML Signing Certifications section.
After completing all configuration steps in Okta and Plixer Scrutinizer, users and/or groups should be

added to the Plixer Scrutinizer application to enable SSO authentication for the web interface.

LDAP

When adding an LDAP authentication server, the following details must be entered:
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LDAP Server IP address or hostname of the LDAP server

LDAP Port TCP port used on the LDAP server

Domain Domain used for authentication at the login page (e.g., example.plixer.com)
Administrator Password to use in conjunction with the Administrator DN

Password

Administrator Distinguished name (DN) string to use (e.g., CN=Example,OU=SampleUser,
DN DC=PLIXER,DC=com)

LDAP Server
CA Certificate
File

[Optional] Full path to the LDAP server’s CA-signed certificate (must be in PEM
format)

Certificate Ver-

Select Require to use the specified certificate for verification with the server

ification

ID Attribute Attribute to use for verifying provided usernames (sAMAccountName (default),
UserPrincipalName, and UID are supported)

Searchbase Groups (semicolon-delimited if more than one) to search for authorized users (e.g.,
OU=Example,DC=PLIXER,DC=com)

Security [Optional] Security groups users must be assigned to for authentication

Groups Al- | (e.g., CN=ExampleGroupName,0U=Securitygroups,0U=Applications,

lowed DC=PLIXER,DC=com)

SSL Protocol SSL/TLS protocol to use (if LDAPS is configured)

Timeout Timeout (in seconds) for LDAP authentication requests

Group syncing

When LDAP is enabled and a local user group shares the exact same name with an LDAP
security group, Plixer Scrutinizer will automatically keep both groups synced by adding or
removing users from the local user group as they log in.

Examples:

* If a member of the security group Analysts logs in to Plixer Scrutinizer using their LDAP credentials,
they will automatically be added to the local Analysts user group (if they were not a member when
they logged in).

* If the user is not a member of the Analysts LDAP security group, they will be removed from the
local Analysts user group (if they were a member when they logged in).

Important: This feature requires the names of the local user group and the LDAP security group to be
an exact match, including any capitalization and/or punctuation.

When an LDAP user logs into a Plixer Scrutinizer server configured with multiple LDAP servers, authen-
tication attempts will be made against each server in the order they appear in the LDAP server list until
one is successful, otherwise the user authentication fails.
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RADIUS

When adding a RADIUS server for authentication, the following details must be entered:

RADIUS Server IP address or hostname of the RADIUS server
RADIUS Timeout | Timeout (in seconds) for RADIUS authentication requests
Shared Secret Shared secret for the RADIUS server

TACACS+

When adding a TACACS+ server for authentication, the following details must be entered:

Pre-shared Key Pre-shared secret/key for the TACACS+ server

TACACS+ Port TCP port used on the TACACS+ server (Default: 49)
TACACS+ Server IP address or hostname of the TACACS+ server
TACACS+ Timeout | Timeout (in seconds) for TACACS+ authentication requests

Authentication Settings

The Admin > Users & Groups > Authentication Settings page is used to manage the following global
options for each of Plixer Scrutinizer’s supported authentication methods:

* Enable/disable the authentication method
¢ Default local group for new users created/added via the authentication method
» User access exception rules

To edit the settings for an authentication method, select the method in the main view and make the desired
changes in the configuration tray. Settings are applied to all servers for the same authentication method.

Note:

¢ If an authentication method is disabled, users without credentials associated with a different method
will not be able to access the web interface.

* The authentication method associated with a user account can be changed from the Admin > Users
& Groups > User Accounts view.

» Additional settings related to user logins/authentication can be found under Admin > Settings >
Security.
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Authentication Tokens

The Admin > Users & Groups > Authentication Tokens can be used to add and manage authentication
tokens, which can be used to grant external applications permissions based on a specified user account.
Authentication tokens also allow applications to access the web interface without having to include the
username and password in the URL.

Creating a new token

To create a new authentication token, click the + button in the main view, and then configure the following
details in the tray:

» Expiration date
 User account whose permissions should be enabled by the token

When done, click the Generate Token button. The token string can be copied from the configuration tray
or from the main list/view.

Token management
The main view of the Authentication Tokens page lists the following details for all existing tokens:
¢ Status (active/inactive)
* Token string
» Expiration date
» Timestamp when the token details were last modified

To modify the settings for a token, click on the string and make the necessary changes in the configuration
tray.

To delete one or more existing tokens, select the tokens using the checkboxes, and then click the Delete
button.
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User Accounts

The Admin > Users & Groups > User Accounts page is the configuration and management view for
Plixer Scrutinizer user accounts.

The main view/table of the page lists the following details for all existing users/accounts:
¢ User Groups: Current number of user groups the user is assigned to
* Authentication Method: Authentication type/method associated with the user account
» Last Activity: Timestamp of the most recent web interface activity logged for the user

Clicking on a username opens the account configuration tray, where the current settings for the account
can be modified. The details in the User Groups and Authentication Method columns also function as
shortcuts to edit those settings.

User account settings
The account configuration tray is divided into five sections:
» Preferences: Set web interface preferences, including default views, display options, and timezone
e User Group Membership: Add/remove the user to/from user groups
* Password: Change the user’s password
¢ Authentication Method: Edit the authentication type/method associated with the user account
* Authentication Token: Create/manage user account authentication tokens

Users can edit their preferences or change their password at any time. However, only the admin user and
users assigned to user groups with the appropriate permissions will have access to all account settings/op-
tions.

Note: The Locked authentication method is automatically applied to an account that has exceeded the
maximum number of failed logins allowed. To unlock the account, select the previous authentication
method used from the dropdown.

Creating a new local account

To create a new user account, click the + button in the main User Accounts view, and then enter the
desired username and password in the fields provided. The new user must also be assigned to an existing
user group via the dropdown.

When done, click the Save button to create the user account. Preferences and other settings for the account
can be edited at a later time.

Bulk actions

When one or more user accounts are selected using the checkboxes, clicking the Bulk Actions button
allows group membership changes to be applied to multiple groups at once.

Existing user accounts can also be deleted via the same tray/menu.
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User Groups
The Admin > Users & Groups > User Groups page is the configuration and management page for local
Plixer Scrutinizer user groups.
The main view/table of the page lists the following basic details for all existing user groups:
¢ Members: Number of users assigned to the group
* Features: Number of features/permission sets enabled for the group
* Devices: Number of devices/exporters that can be accessed
* Interfaces: Number of device interfaces that can be accessed
* Groups: Number of device/mapping groups that can be accessed
» Saved Reports: Number of saved reports that can be accessed
* Dashboard Gadgets: Number of dashboard gadgets that can be accessed
e Third-Party Links: Number of third-party integration links that can be accessed

Clicking on a user group name opens a configuration tray where the group’s access privileges can be
configured.

Creating a new user group

To create a new user group, click the + button in the main User Groups view, and then enter a name for
the user group in the tray. An existing user group to use as a template for the new group must also be
selected from the dropdown.

When done, click the Save button to create the user group. The group’s name and access privileges can
be modified at a later time via the configuration tray.

Managing group membership
To add/remove one or more users to a user group, click on the user group name to open the configuration
tray, and then click the edit (pencil) icon for Members.

In the secondary tray, use the checkboxes to select members to assign to the group. Changes are automat-
ically saved as they are made.
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Managing user group access

To manage access to resources, functions, and network assets for members of a user group, click on the
edit (pencil) icon for the corresponding category below.

Note:

» The search field can be used to quickly find resources, functions, or assets, use the search field in
the secondary tray for the category.

* When one or more user groups are selected using the checkboxes, clicking the Bulk Actions button
allows access settings to be applied to multiple groups at once. User groups can also be deleted
from this tray.

Dashboard Gadgets
The dashboard gadget access list is used to manage the gadgets that can be added to dashboards by group
members. The selected gadgets can also be viewed by group members through any other dashboards they

have access to.

The group should also be granted access to the Dashboard User feature set (see below) to allow members
to create and view dashboards.

Devices

The device access list grants the group access to the status and other basic activity details for the selected
network devices. The devices are also made available for use in functions that leverage the information,
such as network maps.

Features

The feature access list is used to manage permissions for groups of related web interface functions or
feature sets. Access can also be enabled using granular permissions for individual functions by toggling
on the Use Advanced option in the secondary tray.

For a full list of features sets and individual permissions, see this page.

Groups

The groups access list is used to manage viewing access to existing device/mapping groups.
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The group should also be granted access to the Maps User feature set to enable access to the main Network
Maps page.

Interfaces

The interface access list grants the group access to all data for the selected interfaces and any hosts asso-
ciated with them. The interfaces are also made available for use in functions that leverage interface data,
such as creating/running reports and network maps.

Saved Reports

The saved report access list is used to manage access to saved reports for the group. Access can be enabled
by individual saved report or by report folder.

To allow members to run reports, the group should also be granted access to the Reporting User feature

set.

Integrations

The Admin > Integrations category provides access to the configuration views for the various third-party
integrations that can be enabled in Plixer Scrutinizer.

Click on an integration type below to learn more:

3rd Party Inte- | Enable/disable and configure third-party integrations for Explore > Exporters view
gration
ASA ACL De- | Add/edit ASA firewall credentials for ACL description retrieval
scriptions
Email Server Configure SMTP server settings for email notifications and reports

Flow Log Inges- | Configure and manage Azure, AWS, OCI, or GCP flow log ingestion sources
tion

STIX-TAXII Add and manage STIX-TAXII threat intelligence feeds

ServiceNow Configure and manage ServiceNow instances for incident/ticket generation via no-
tifications and collections

Viptela Settings Enable/disable and configure Viptela integration for Cisco vManage devices
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Flow log ingestion

Plixer Scrutinizer can be configured to ingest flow logs from cloud data sources, enabling seamless visi-
bility between on-prem and cloud-based assets.

Data sources are added from the Admin > Integrations > Flow Log Ingestion page as follows:

1. Click the + button to open the configuration tray for a new data source:

2. Select the service/type of data source to be added.

3. Enter the required details in the secondary tray.

4. [Optional] Click Test to verify that Plixer Scrutinizer can access the data source.

5. Click Save to save the data source configuration.
Once flows originating from a cloud data source are being ingested, any exporters reported—either as part
of flow contents or in attached metadata—will be added to Plixer Scrutinizer. These devices can then be

used similarly to regular exporters in Plixer Scrutinizer’s functions (e.g., reports, network maps, Security
Groups, etc.).

Hint: To delete one or more data source configurations, select them using the checkboxes and use the
Delete Integrations option in the Bulk Actions tray.

For further information and additional set-up steps for specific cloud providers, see the corresponding
sections below:

* Amazon Web Services VPC flow log ingestion
* Azure flow log ingestion
* Oracle Cloud Infrastructure Streaming flow log ingestion

* Google Cloud Platform VPC flow log ingestion
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Alarm Monitor

The Admin > Alarm Monitor category covers the configuration and management views for functions
related to events/detections and alert delivery.

Click on a settings subcategory below to learn more:

Alarm Policies

Reconfigure, enable/disable, and assign notification profiles to alarm policies

Flow Analytics Algo-
rithms

Reconfigure, enable/disable, and add inclusions/exclusions to FA algorithms

ML Dimensions

Define traffic for the Plixer ML Engine to monitor for behavior modeling

ML Rules

Define subnet, host, or interface inclusion/exclusion rules for Plixer ML En-
gine observation

Notification Profiles

Create and manage profiles to assign notification actions by alarm policy

Security Groups

Create and manage IP address security groups to define FA algorithm inclu-
sions

Alarm policies

The Admin > Alarm Monitor > Alarm Policies page can be used to enable/disable, inspect, or reconfigure
individual alarm policies.

Hint: For detailed information about individual alarm policies, refer to this section of the documentation.

The main view lists the following details and settings for each policy:

Status

Current state the policy is set to (green: Active, blue: Store, grey: Inactive)

Flow Analytics Al-
gorithm

FA algorithm driving detections for the policy

Category Type/nature of detections reported under the policy

Violations Current number of active violations of the policy

Exporters Number of exporters defined as inclusions for the associated FA algorithm

Timeout Amount of time (in seconds) that must pass before the next observed violation
is counted as a new event

Weight Value used to calculate severity when violations are reported in the Alarm Mon-

itor views

Filters can be applied to quickly find specific policies, and the table can be exported for external use.
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Modifying policy settings

To view additional details (including message format, variables, and event/artifact criteria) about an alarm
policy or make changes to its configuration, open the configuration tray by clicking on the policy.

In the Information & Settings section of the tray, click the Edit (pencil) icon to modify any of the following
settings:

* Weight
* Timeout
» Status
The secondary tray also shows the message format for reporting violations and lists all message variables

used. It also contains the exact criteria used for aggregating individual observations as the same event/ar-
tifact.

Hint: When one or more alarm policies are selected via the checkboxes, the Bulk Actions button can be
used to apply the same configuration changes to all selected policies.

Adding custom notifications

The Current Notifications section of the tray can be used to manage notification profiles for the selected
policy.

To assign a new/additional notification profile to the alarm policy:
1. Click the + button.

2. In the secondary tray, use the dropdown to select the notification profile to assign (or click the +
button to create a new profile).
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3. Customize notification behavior using the following settings:

Frequency

Specifies how often the actions defined in the
notification profile are triggered (with any
configured filters applied):

Each Observation - Actions are triggered
every time observed traffic meets the
conditions of the alarm policy, regardless of
duration.

Rate - Actions are triggered every Nth event
with the exact same criteria.

Each Event - Actions are triggered for every
event (aggregated observations based on the
policy’s Timeout setting) reported under the
alarm policy.

Notification Filter

Allows event details (e.g., violators, devices,
message contents) to be used as criteria to
trigger or bypass notification actions.

If no filters are specified, notification actions
will be triggered for all observations and/or
events under the alarm policy.

Hint: Use the Alarm Monitor page to drill down into the Policy > Event > Observations view to
see which details should be applied as filters for notifications.

4. Click Apply to assign the notification profile with the current settings.

An alarm policy can be assigned multiple notification profiles, which will be triggered based on the fre-
quency setting and filters configured for each profile. The same notification profile can also be added
multiple times using different frequency settings and filters.

Hint: In the main view, the three-dot menu for alarm policies also includes shortcuts to create, inspect,
or assign notification profiles for the policy.
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Flow Analytics algorithms
The Admin > Alarm Monitor > Flow Analytics Algorithms page can be used to enable/disable, inspect,
or reconfigure individual FA algorithms.

The main view consists of a graph showing total duration of observations/detections and a table listing the
following details and settings for each algorithm:

Status Current state of the algorithm (green: Active, grey: Inactive)

Exporters | Number of exporters defined as inclusions for the algorithm

Groups Number of security groups defined as inclusions for the algorithm

Exclusions | Number of exclusions (IP addresses, subnets, IP groups, etc.) defined for the algorithm
Policies Number of alarm policies associated with the algorithm

Filters can be applied to quickly find specific algorithms, and the table can be exported for external use.

Algorithm configuration

To view or make changes to the current settings of an FA algorithm, open the configuration tray by clicking

on the algorithm.

Inclusions

When defining inclusions for an algorithm, exporters can be added individually or through security groups:
1. Expand the Exporters or Security Groups section of the tray and click the edit (pencil) button.

2. In the secondary tray, use the checkboxes to select the exporters or security groups to add to the
inclusion list.

Hint: Use the search box/field to quickly find specific exporters or security groups.

3. Close the trays to return to the main view.

Algorithm inclusion lists can be edited at any time. Exporters or security groups can also be removed by
clicking the delete (trash bin) icon after expanding the corresponding section in the configuration tray.

Exclusions

To define traffic to be exempted from monitoring using a specific FA algorithm, add exclusions as follows:
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. Expand the Exclusions section of the configuration tray, and then click the + button.
2. In the secondary tray, use the dropdown to select the type of exclusion to add.
3. Enter the details/criteria (based on the type) for the exclusion.

4. Click the Apply button to save the exclusion.

91

. Repeat the steps as necessary to add all necessary exclusions.

Exclusions can be added or removed at any time. To delete an exclusion, click the delete (trash bin) icon
after expanding the Exclusions section of the configuration tray.

Hint: Assign devices with similar Flow Analytics requirements to an IP group to quickly add them to any
algorithm’s exclusion list using the Child Group exclusion type. The default DNS Servers, Public WiFi,
Network Scanners, and SNMP Pollers IP groups are already defined as exclusions where necessary and
only need to be populated after Plixer Scrutinizer is deployed.

Algorithm settings

To modify how an algorithm is applied to collected flow data, click Settings to access additional settings
for the algorithm. After making desired changes, click Apply to save the new settings or Defaults to revert
to default values.

For a full list of additional settings by algorithm, see this table.
Enabling/disabling algorithms

To optimize performance and resource utilization, FA algorithms that are not applicable to the current
Plixer Scrutinizer environment can be disabled.

This is done using the enable/disable toggle in the configuration tray. The Admin > Settings > System
Preferences view can also be used to disable algorithms with similar applications as part of predefined
feature sets.

Bulk actions

When one or more algorithms are selected using the checkboxes, the following batch configuration actions
can be accessed via the Bulk Actions button:

* Adding sources/inclusions (exporters and/or security groups) to all selected algorithms
 Disable or enable all selected algorithms

For further details on FA algorithms and configuration recommendations, see the configuration guide for
Flow Analytics.
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ML dimensions

The Admin > Alarm Monitor > ML Dimensions page is the management view for the feature dimensions
covered by the Plixer ML Engine’s network behavior models.

Note: The Plixer ML Engine is part of the Plixer One Enterprise solution. Contact Plixer Technical
Support to learn more.

The page’s main view/table lists the following details for all dimensions currently defined:

Status Current state the dimension is set to (green: Enabled, grey: Disabled)
Protocol Communication protocol

Port Communication port

Internal Only | Option to interrogate only internal communications

Used For Type of inclusion/source the dimension is applied to

Aggregation Flow template field used for data aggregation
Grouped By Flow template field used to group observed flow data
Created By User ID of dimension creator

Last Modified | Date and time the definition was last modified

Clicking on a dimension opens the details/settings tray, where the dimension can be enabled/disabled and
configured to only apply to internal traffic.

Adding a hew dimension

Additional feature dimensions can be defined from the ML Dimensions management view as follows:
1. In the main view, click the + button to open the Add Dimension tray.
2. Select which inclusion type the dimension should apply to (hosts/subnets or exporter interfaces).
3. In the secondary tray, fill in the form with the following information:
* A name for the dimension

* Flow template field to use for grouping (can only be changed for host dimensions)
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* Aggregation method/field

* Communication protocol to monitor

¢ Port to monitor
4. [Optional] To monitor only internal traffic for the dimension, toggle on Internal Only.
5. [Optional] To add the dimension in a disabled state, use the Enabled toggle.
6. Verify that the details and settings entered are correct and then click the Add button.

Once added, host dimensions (prefixed with CLIENT-) and exporter dimensions (prefixed with NET-) will
be included in the main table/view. Settings for existing dimensions can be edited at any time by clicking
on them to open the configuration tray.

Deleting dimensions
To delete feature dimensions, select one or more dimensions using the checkboxes in the list/table, and
then select the Delete option in the bulk actions tray.

Alternatively, feature dimensions can instead be disabled (either individually or as a bulk action) to retain
the definitions.

Dimensions can also be disabled and re-enabled from the bulk actions tray if the definitions need to be
retained for future use.

Note: The Bulk Actions button is only available when one or more items are selected in the main
table/view.

ML rules

The Admin > Alarm Monitor > ML Rules page is the management view for inclusion and exclusion
rules for the Plixer ML Engine.

Inclusions and exclusions are managed in separate subtabs.

Note: The Plixer ML Engine is part of the Plixer One Enterprise solution. Contact Plixer Technical
Support to learn more.
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Managing inclusion rules

The Inclusions tab defaults to the By Host subview, which lists the following details for all current host/-
subnet inclusions:

Status Current state the inclusion is set to (green: Enabled, grey: Disabled)
CIDR CIDR number

# HOST(s) Number of hosts included in the subnet

Sensitivity Sensitivity setting for the inclusion

Detections Optional malware detections (green: Enabled, grey: Disabled)

Last Modified | Date and time the rule was last modified

The By Exporter subview (accessible via the dropdown) lists the following details for all current exporter
interface inclusions:

Status Current state the inclusion is set to (green: Enabled, grey: Disabled)
Sensitivity Sensitivity setting for the inclusion
Last Modified | Date and time the rule was last modified

Adding an inclusion rule for a host or subnet

Additional host inclusion rules can be defined from the By Host subview as follows:
1. Click the add (+) button to open the Add ML Host tray.
2. Enter the network address and select the appropriate netmask for the host/subnet to be added.
3. Select the sensitivity setting for the inclusion.

4. [Optional] Enable threat detection using pre-trained algorithms for the host/subnet with the Malware
Detections toggle.

5. [Optional] To add the inclusion rule in a disabled state, use the Enabled toggle.
6. Click the Save button to save the rule configuration.

Once created, new host inclusion rules will be added to the list in the By Host subview under the network
address specified. Settings for existing host inclusion rules can be modified at any time by clicking on the
edit (pencil) icon in the details/configuration tray.

Adding an inclusion rule for an exporter Interface

Additional exporter inclusion rules can be defined from the By Exporter subview as follows:
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5.

. Click the add (+) button to open the Add ML Exporter tray.

Select the exporter to add from the Network dropdown.
Select the sensitivity setting for the inclusion.
[Optional] To add the inclusion rule in a disabled state, use the Enabled toggle.

Click the Save button to save the rule configuration.

Once created, new exporter inclusion rules will be added to the list in the By Exporter subview under the
exporter interface specified. Settings for existing exporter inclusion rules can be modified at any time by
clicking on the edit (pencil) icon in the details/configuration tray.

Deleting inclusion rules

Inclusion rules can be deleted from either subview by selecting one or more rules in the list/table, and then
selecting the Delete option in the bulk actions tray.

Alternatively, inclusion rules can instead be disabled (either individually or as a bulk action) to retain the
definitions.

Note:

The Bulk Actions button is only available when one or more items are selected in the main
table/view.

Managing exclusion rules

The Exclusions tab lists the following details for all current exclusion rules:

Source Source address

Host(s) Hosts included in the source address
Destination Destination address

Host(s) Hosts included in the destination address
Detections Number of detections ignored for the rule
Last modified | Date and time the rule was last modified

Adding an exclusion rule

An exclusion rule can be defined from the Exclusions tab as follows:

5.1. Plixer Scrutinizer web interface

231



Scrutinizer Documentation, Version 19.6.1

1. Click the add (+) button to open the Add Exclusion tray.

2. Configure the source network address.

3. Configure the destination network address.

4. Under Detections, select the detections that should should be ignored for the specified traffic.
5. Click the Save button to save the rule configuration.

Once created, new exclusion rules will be added to the list in the main view of the Exclusions tab. Set-
tings for existing exclusion rules can be modified at any time by clicking on the edit (pencil) icon in the
details/configuration tray.

Note: 0.0.0.0/0 can be used as the source or the destination to exempt all incoming/outgoing traffic to/from
the paired address from the selected ML detections.

Deleting exclusion rules

Exclusion rules can be deleted from the main Exclusions list/table by selecting one or more rules, and
then selecting the Delete option in the bulk actions tray.

Alternatively, exclusion rules can instead be disabled (either individually or as a bulk action) to retain the
definitions.

Note: The Bulk Actions button is only available when one or more items are selected in the main
table/view.

Notification profiles

The Admin > Alarm Monitor > Notification Profiles page can be used to add, edit, and manage notifi-
cation profiles, which can be used to add custom notifications to alarm policies.

Once created, a notification profile can be assigned to one or more alarm policies from the Admin >
Alarm Monitor > Alarm Policies page. All notification actions defined in the profile will automatically be
triggered whenever the policy is violated.

Note: Notification actions are only triggered if the alarm policy it’s assigned to is set to Active or Store.
The FA algorithm associated with the policy must also be enabled.
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Creating a notification profile

To create a new notification profile, click the + button, enter a name (can be changed later) for it in the
provided field, and click the Save button.

Hint: The notification profile management page can also be accessed directly from the tray when config-
uring notifications for an alarm policy.

Once saved, the profile will be added to the main view list and can be further configured.
Adding notification actions to a profile
To add notification actions to an existing profile, follow these steps:

1. Click the name of a notification profile to open the configuration tray.

2. Expand the Actions section of the tray and click the + button.

3. Use the dropdown to select the type of action to add.

4. Enter the additional details (based on the action type) in the provided fields.

Hint: Use the listed variables to include additional details in notification messages or as arguments
in custom scripts.

5. Use the 7est button to verify that the action functions as intended.
6. Click the Add button to save the action to the notification profile.

To define additional actions in the same profile, repeat the steps as needed. Each notification profile can
be configured with any number of actions in any combination.

Hint: To add notifications for custom report thresholds, set up a notification profile and assign it to the
Report Threshold Violation alarm policy via the Admin > Alarm Monitor > Alarm Policies page.

Bulk actions

When one or more profiles are selected using the checkboxes in the main view, an action can be added to
all selected profiles via the Bulk Actions button.

Notification profiles can also be deleted this way.
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Notification actions

Each notification profile can be configured with any number of notification actions, all of which will be
triggered when the associated alarm policy is violated.

Click on a notification action type below for additional details and configuration steps:

Email Email event details to one or more specified users

Logfile Output event details to a logfile

Syslog Forward event details to a specified host via syslog

SNMP Trap Create an SNMP trap to report event details to a specified host

Script Run any custom script and optionally use variables to pass event details as argu-
ments

Auto Acknowl- | Automatically acknowledge alarms/events under any specified policy (overrides
edge data history setting)

ServiceNow - | Create a ServiceNow ticket (with an optional API JSON script) for a configured
Ticket ServiceNow instance
CEF Use a CEF notification to send event details to a specified host

Hint: Notification profiles can include multiple configurations of the same notification action type.

Email

The email notification action can be used to automatically send email alerts when events are reported under
the associated alarm policy.

Important: To configure email notifications and email reports, an email server must first be set up under
Admin > Integrations > Email Server.

To add an email notification to a notification profile, follow these steps:
1. Click the notification profile to open the configuration tray.

2. Under Actions, click the + button.
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3. In the secondary tray, select Email from the action type dropdown.
4. Enter one or more recipient email addresses (comma-separated) in the 7o field.
5. Enter a subject to use in the emails in the Subject field.

6. [Optional] Enter a custom email notification message in the Message field.

Hint: The default %m variable in message field passes the raw event message generated by the
alarm policy triggering the notification. This can be replaced with a custom message using any of
the variables supported by the policy.

7. Click the Add button to save the action configuration to the profile.

Once added, the email notification will be triggered following the alarm policy’s settings for the notification
profile.

Note: All emails sent by Plixer Scrutinizer, such as alarm notifications and scheduled email reports, will
be shown as coming from the address configured in Admin > Settings > Email Server.

Logfile

The logfile notification action saves event details to a specified logfile, which can be used for external
tracking, investigation, and archival.

Note: Logfiles are saved to home/plixer/scrutinizer/files/logs.

To add a logfile action to a notification profile, follow these steps:
1. Click the notification profile to open the configuration tray.
2. Under Actions, click the + button.
3. In the secondary tray, select Logfile from the action type dropdown.

4. In the File Name field, enter the name of the file to save the logs to.
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Important: Do not include the path when entering the logfile name.

5. [Optional] Enter a custom log message in the Message field.

Hint: The default %m variable in message field passes the raw event message generated by the
alarm policy triggering the notification. This can be replaced with a custom message using any of
the variables supported by the policy.

6. Click the Add button to save the action configuration to the profile.

Once added, the logfile notification will be triggered following the alarm policy’s settings for the notifica-
tion profile.

Syslog
The syslog notification action can be used to send syslog messages containing event details to a specified
logging server.
To add a syslog notification to a notification profile, follow these steps:
1. Click the notification profile to open the configuration tray.
2. Under Actions, click the + button.
3. In the secondary tray, select Syslog from the action type dropdown.
4. Enter the IP address or hostname of the destination logging server in the Host field.
5. Enter the UDP port to use on the destination logging server in the UDP Port field.
6. Use the dropdowns to select the severity level and type/facility code to assign to the syslog message.

7. [Optional] Enter a custom log message in the Message field.

Hint: The default %m variable in the message field passes the raw event message generated by the
alarm policy triggering the notification. This can be replaced with a custom message using any of
the variables supported by the policy.
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8. Click the Add button to save the action configuration to the profile.

Once added, the syslog notification be triggered following the alarm policy’s settings for the notification
profile.

Syslog priority levels

Plixer Scrutinizer uses the following keyword mappings to assign a priority level to a syslog notification
message:

Keyword | Priority Level
emerg
alert
crit
err
warning
notice
info
debug

NojubhlwiNR

Types/facility codes

Plixer Scrutinizer supports the following keyword mappings for assigning facility codes to a syslog noti-
fication messages:

Keyword Facility Code
auth 4

authpriv
cron
daemon
ftp

kern

lpr

mail
news
syslog
user
uucp
local® - local7 | 16-23

—_
(=]

[y

ORI NN =W O
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SNMP trap

The SNMP trap notification action can be used to automatically create SNMP traps to send event details
to a specified SNMP manager.

To add an SNMP trap action to a notification profile, follow these steps:

1.

Click the notification profile to open the configuration tray.
Under Actions, click the + button.
In the secondary tray, select SnmpTrap from the action type dropdown.
Using the provided fields, enter the following details for the trap:
¢ The IP address or hostname of the destination Host
e The UDP Port to use on the destination host (default: 162)
e The Community String to use for authentication on the destination host

[Optional] Enter a custom message in the Message field.

Hint: The default variables in the message field will pass the basic event details, as well as the raw
event message generated by the alarm policy. This can be replaced with a custom message as long
as the variables used are supported by the policy.

Click the Add button to save the action configuration to the profile.

Once added, the SNMP trap action will be triggered following the alarm policy’s settings for the notifica-
tion profile.
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Script

Script notifications allow for more advanced alerts through the use of custom scripts. They can be used to
run virtually any scriptable action(s) when the notification profile is triggered by the associated policy.

Hint: Additional configuration steps are required to set up script notifications, but they allow for the most
flexibility and sophistication among the different notification action types.

To add a script action to a notification profile, follow these steps:

1.

2.

6.

Click the notification profile to open the configuration tray.

Under Actions, click the + button.

. In the secondary tray, select Script from the action type dropdown.

Enter the name of the script file to run in the Script field.

. [Optional] Enter any variables or strings to use as arguments in the Command Line Arguments field.

Hint: The default %m variable in the arguments field passes the raw event message generated by
the alarm policy triggering the notification. This can be replaced any other strings or variables
supported by the policy.

Click the Add button to save the action configuration to the profile.

Once added, the script action will be triggered following the alarm policy’s settings for the notification
profile.

Additional notes

* Only script files saved to /home/plixer/scrutinizer/files can be run as notification actions.

e When adding variables and strings to the arguments field, use quotation marks (

) to enclose terms
that should be passed as a single argument.

* Script files must be assigned the appropriate permissions to be run.

Note: When setting a script notification action, using the Test button runs the script as the apache
user. When the notification profile is triggered by an alarm policy, Plixer Scrutinizer will run the
script as the plixer user.
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Auto-acknowledge

The auto-acknowledge notification action can be used to automatically acknowledge events for any speci-
fied alarm policy (including the policy triggering the action).

To add an auto-acknowledge action to a notification profile, follow these steps:
1. Click the notification profile to open the configuration tray.
2. Under Actions, click the + button.
3. In the secondary tray, select Auto Acknowledge from the action type dropdown.
4. Select the policy to automatically acknowledge from the second dropdown.
5. Click the Add button to save the action configuration to the profile.
Once added, the auto-acknowledge action will be triggered following the alarm policy’s settings for the

notification profile.

ServiceNow - Ticket

The ServiceNow notification action can be used to automatically create tickets for a specified ServiceNow
instance when the notification profile is triggered.

Important: Before configuring ServiceNow notification actions, set up at least one ServiceNow instance
via Admin > Integrations > ServiceNow. For further details, see the section on ServiceNow integration.

To add a ServiceNow notification to a notification profile, follow these steps:
1. Click the notification profile to open the configuration tray.
2. Under Actions, click the + button.
3. In the secondary tray, select ServiceNow from the action type dropdown.
4. Use the dropdown to select the ServiceNow instance to create the ticket for.

5. Under Short Description, enter a message to use in the the ticket’s Short Description field.
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6. Under Description, enter a message to use in the ticket’s Description field.

Note: Any variables included in either description field will pass their values when the corre-
sponding fields in the ticket are populated. The raw event message generated by policy triggering
the notification can also still be sent using %m variable.

7. Use the dropdowns to select urgency and impact levels for the ticket.

8. [Optional] Use the API JSON field to send alternate/additional details in the API call by either
re-defining any of the default keys used or defining additional keys to include.

Hint: When keys matching the defaults sent with API calls are defined in the API JSON field, the
new values will overwrite the defaults. Any new keys defined will be appended to the API call.

9. Click the Add button to save the action configuration to the profile.

Once added, the ServiceNow notification will be triggered following the alarm policy’s settings for the
notification profile.

Important: To be able to fully populate all corresponding fields in the ServiceNow ticket, the user
configured for the selected instance must be provisioned with the sn_incident_write permission.

Sample JSON key definition

Key definitions in the API JSON field should follow the following format:

{

w,on

"extra_data":"my data: %m"

}
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CEF

The CEF notification action uses CEF (Common Event Format) syslog messages to forward alarm/event
details to external applications.

To add a CEF notification to a notification profile, follow these steps:

1. Click the notification profile to open the configuration tray.

2. Under Actions, click the + button.

3. In the secondary tray, select CEF from the action type dropdown.

4. Enter the IP address or hostname of the host to send the CEF syslog message to.

5. Enter the port UDP port to use on the destination host.

6. Click the Add button to save the action configuration to the profile.
Once added, the CEF notification will be triggered following the alarm policy’s settings for the notification
profile.

CEF message mapping

Based on the standard CEF message format (CEF:Version|Device Vendor|Device
Product|Device Version|Signature ID|Name|Severity|Extension), Plixer Scrutinizer
uses the following mapping for the first seven (prefix) keys:

Prefix keys

The first seven keys of the CEF message will use the following standard mappings across all alarm policies:

Key Value

Version 1

Device Vendor Plixer

Device Product | Scrutinizer

Device Version | ${SCRUTINIZER_VERSION}
Signature ID ${EVENT_POLICY_LANGKEY}

Name ${EVENT_POLICY_NAME}
Severity ${EVENT_SEVERITY_AS_INTEGER}
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Extension keys

Because the CEF message is automatically generated using the event message of the alarm policy violated,
the extension keys included will vary based on what details/fields are reported under the policy.

The following table lists all mappings that may be used for event details in the CEF message:

CEF Key | Event Key

app app_proto

cnt hits

dpt dst_port

dst target

duser target_username
dvc devices

end last_ts

proto protocol

spt src_port

src violator

start first_ts

suser violator_username

Note: By default, Plixer Scrutinizer maps the dst and src CEF keys to the target and violator event
keys exclusive to Plixer Scrutinizer’s Report Threshold Violation alarm policy. These are not same general
targets and violators keys that are common to all events. This is to support a specific use case for
report thresholds.

Sample CEF message sent by Plixer Scrutinizer:

CEF:1|Plixer|Scrutinizer|${SCRUTINIZER_VERSION} | ${EVENT_POLICY_
—LANGKEY} | ${EVENT_POLICY_NAME}|${EVENT_SEVERITY_AS_INTEGER} |dvc=$
—{EVENT_DEVICES} start=${EVENT_FIRST_TS} end=${EVENT_LAST_TS} cnt=$
—{EVENT_HITS}

To learn more about the customization of Plixer Scrutinizer CEF key mappings, contact Plixer Technical
Support.
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Variables in notifications

When defining a notification action, the message sent can be customized to include additional event details
passed through variables.

Note: The default %m variable used in notification messages will pass the event message generated by
the alarm policy triggering the notification. Message formats by policy can be viewed via the policy

management page.

The following table lists the variables available for use in notification messages or custom scripts:
%m Event message generated by the alarm policy triggering the notification
%pol Alarm policy violated to trigger the notification
%V IP address(es) of violating host(s) reported in the event
%url URL to the relevant saved report (only available for the Report Threshold Violation
alarm policy)
%h IP address of the host (i.e., Plixer Scrutinizer server/reporter) sending the notifica-

tion

%v_resolved

Resolved hostnames of violator addresses

%id

The log identifier for the event that triggered the notification

%h_resolved

Resolved hostname of the address sending the notification

%violator_user

sUsername(s) associated with violating host(s)

%time

Timestamp of the event/violation that triggered the notification

%p

Protocol used in the violation, if applicable

%t

IP addresses of the host(s) targeted in the violation, if applicable

%tactic_id

MITRE ATT&CK framework ID of the tactic under which the violation is classified

*

%tactic_name

MITRE ATT&CK tactic under which the violation is classified *

%target_users

Username(s) associated with targeted host(s)

%technique_id

MITRE ATT&CK framework ID of the technique associated with the violation *

%technique_nan

eMITRE ATT&CK technique associated with the violation *

%category

Alarm policy category of the violated policy

© 2022 The MITRE Corporation. This work is reproduced and distributed with the permission of The
MITRE Corporation.
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Security groups

The Admin > Alarm Monitor > Security Groups page can be used to create, edit, and manage security
groups, which allow similar devices to be quickly added to FA algorithm inclusion lists.

Once an FA algorithm is added to a security group, it is enabled for all exporters assigned to that group.
Changes to group membership are also automatically applied to the inclusion lists of associated algorithms.

Hint: The default Firewalls, Core Exporters, Edge Exporters, and Defender Probes security groups are
predefined as inclusions for the recommended FA algorithms and need only be populated with the specified
device type.

New security groups can be added by clicking the + button in the main view. Membership and enabled
algorithms for existing groups can be edited at any time.

Adding exporters to a security group

To add exporters to an existing security group, follow these steps:
1. Click the security group to open the configuration tray.

2. Expand the Active Exporters of the tray and click the Add button.

Hint: To remove an exporter from the group, click the Delete icon in the list.

3. In the secondary tray, use the checkboxes to select the exporters to add.
4. Click the Add button to assign all selected exporters to the group.

Any algorithms enabled for the security group will automatically be enabled for the new exporters added.

Hint: To add exporters to multiple security groups, select the groups in the main view and click the Bulk
Actions button.
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Enabling algorithms for a security group

To enable FA algorithms for an existing security group, follow these steps:

1. Click the security group to open the configuration tray.

2. Expand the Algorithms of the tray and click the Add button.

Hint: To disable an algorithm for the group, click the Delete icon in the list.

3. In the secondary tray, use the checkboxes to select the algorithms to enable.

4. Click the Add button to enable all selected algorithms for the group.

New algorithms added will automatically be enabled for all exporters in the security group.

Hint: To enable algorithms for multiple security groups, select the groups in the main view and click the

Bulk Actions button.

Reports

The Admin > Reports category includes management views for report-related functions.

Flow Report Thresholds | Define custom report thresholds to trigger alarms and/or notifications
Report Designer Create custom report type configurations

Report Folders Create and manage folders to organize saved reports

Scheduled Email Reports | Set up and manage scheduled email report configurations

Note: Report threshold, folder, and scheduled email report management options can also be accessed
from main Reports views of the web interface.
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Plixer

The Admin > Plixer category provides access to configuration and management views for Plixer product
integrations:

Click a product/settings subcategory below to learn more:

Plixer Endpoint Ana- | Configure and enable/disable Plixer Endpoint Analytics integration
lytics
Plixer FlowPro Li- | Add a Plixer FlowPro license key and view license details (only for Plixer
censing FlowPro 20.0.0 and above)

Plixer Replicator Configure and enable/disable Plixer Replicator integration

Plixer Scrutinizer Li- | Add a Plixer Scrutinizer license key and view license details

censing

Plixer Endpoint Analytics

The Admin > Plixer > Endpoint Analytics page is used to configure and enable/disable Plixer Endpoint
Analytics integration in Plixer Scrutinizer.

Hint: To learn more about Plixer Endpoint Analytics integration in Plixer Scrutinizer, see this section of
this documentation.

The following details must be entered:

Host IP address or configured hostname of the Plixer Endpoint Analytics appliance
Password | Password to use for authentication with Plixer Endpoint Analytics

Port Port to use to communicate with Plixer Endpoint Analytics

Protocol Protocol to use to communicate with Plixer Endpoint Analytics

Username | Username to use for authentication with Plixer Endpoint Analytics

After the fields have been filled in with the required information, click Save.

Hint: Click the Defaults button to revert to the default settings used by Plixer Endpoint Analytics de-
ployments.
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Plixer FlowPro Licensing

The Admin > Plixer > FlowPro Licensing page is used to add or update a Plixer FlowPro license after
one or more appliances have been deployed.

Hint: To learn more about Plixer FlowPro integration in Plixer Scrutinizer, see this section of this docu-
mentation.

To learn more about licensing options or obtain an active key, contact Plixer Technical Support.
The following license details are also displayed on this page:

* Product/license type

* License status

e Validity duration left

* Customer ID

* Machine ID

* Number of FlowPro probes supported by the license

e Number of FlowPro probes currently deployed

¢ Number of FlowPro probes currently registered

To add or update a license key, paste the new key into the License Key field, and then click Save.

Plixer Replicator

The Admin > Plixer > Plixer Replicator page is used to configure and enable/disable Plixer Replicator
integration in Plixer Scrutinizer.

The following details must be entered:

Password Password to use for authentication with the Plixer Replicator appliance
Receive Port Receiving port on the Plixer Replicator appliance

Replicator Host | IP address or hostname of the Plixer Replicator appliance

Seed Profile Plixer Replicator profile containing exporters for auto-replication
Send Port Port to use for sending flows to Plixer Scrutinizer

After the fields have been filled in with the required information, click Save to automatically configure the
Plixer Replicator appliance.

Hint: Click the Defaults button to revert to the default settings used by Plixer Replicator deployments.
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Plixer Scrutinizer licensing

The Admin > Plixer > Scrutinizer Licensing page is used to add or update the Plixer One or Plixer
Scrutinizer license key, after system has been deployed and set up.

To learn more about licensing options or obtain an active key, contact Plixer Technical Support.
The following license details are also displayed on this page:

* Product/license type

* License status

* Validity duration left

 Customer ID

* Machine ID

* Number of Plixer Scrutinizer servers/appliances supported by the license

* Number of reporting servers supported by the license

* Number of exporters supported by the license

* Number of servers (reporter + remote collectors) currently deployed

¢ Number of exporters currently enabled

* Plixer One Enterprise license status

To add or update a license key, paste the new key into the License Key field, and then click Save.

Note:

* This admin category includes pages/views from the Admin > Settings section of the Plixer Scruti-
nizer Classic Ul

* Additional licensing may be required to enable integration with certain Plixer components. Contact
Plixer Technical Support to learn more.
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Resources

The Admin > Resources category provides access to pages/views for monitoring and managing Plixer
Scrutinizer features and elements in the environment.

Click on a settings subcategory below to learn more:

Collectors

Manage Plixer Scrutinizer collectors and Plixer ML Engines in the environment

Exporters

Manage and add protocol exclusions to flow-exporting devices in the environ-
ment

FlowPro  Capture
Rules

Define and manage packet capture rules for FlowPro Probes

FlowPro Probes Manage Plixer FlowPro probes sending data to Plixer Scrutinizer collectors

Interfaces Manage Plixer Scrutinizer settings and SNMP credentials for individual inter-
faces

ML Engines Manage hose settings for Plixer Machine Learning Engine

SNMP Credentials Manage SNMP credential sets for polling exporters in the environment

System Performance

View current and predicted resource utilization for individual Plixer Scrutinizer
collectors

Collectors

The Admin > Resources > Collectors page is used to access management functions for Plixer Scrutinizer
flow collectors and Plixer ML Engine deployments.

Managing collectors

The Collectors tab lists the following details for each Plixer Scrutinizer collector currently deployed:

Rank Number assigned to the collector as part of a distributed cluster
Collector Collector’s IP address or hostname
Status Collector’s current operational status

Exporter count | Number of exporters sending flows to the collector

First flow time | Timestamp of the first flow received by the collector

Last flow time Timestamp of the most recent flow received by the collector

Flow rate Average number of flows received per second
Packet rate Average number of packets received per second
MFSNs Average number of MFSNs/missed flows per second
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To change the information displayed, click the Available Columns button and select the details to show.
Full details can also be viewed in a tray by clicking the collector IP address or hostname.

Deleting collectors
To remove one or more collectors from the environment, select them using the checkboxes, and then use

the Delete option in the Bulk Actions tray.

Exporters

The Admin > Resources > Exporters page is used to inspect and manage all flow-exporting devices in
the Plixer Scrutinizer environment.

The page’s main view/table lists the following details for all exporters/interfaces:

* Availability (icon):

Green: Up on all collectors

Red: Down on all collectors

Yellow: Flows not being received as expected

Grey: Exporter is disabled, unlicensed, or configured as a backup
» Exporter’s configured name, [P address, or hostname
¢ Flow format and version

¢ Current status:

Enabled: Flows are being collected as normal

Backup: Enabled as a backup but does not count towards license limit

Unresourced Enabled: Disabled due to low resources but counts towards license; Automati-
cally set to Enabled once resources become available

Unresourced Backup: Disabled due to low resources and does not count towards license; Au-
tomatically set to Backup once resources become available

Disabled: Manually disabled and does not count towards license
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— Unlicensed: Disabled due to license exporter limit
Average missed flow sequence numbers (MFSNs) per second
Average flow rate
Number of interfaces
Average packet rate
Timestamp of first flow received from the exporter (hidden by default)
Timestamp of most recent flow received from the exporter

IP address or hostname

Note:

The default sorting order for the table/list is by flow rate (flows/s).

To change what details are displayed in the table, click the Available Columns button and select the
columns to display.

Rates and other details displayed are relative to the specified collector
The Unresourced Enabled and Unresourced Backup states are automatically applied by Plixer Scru-

tinizer as part of its low resource fallback functions. However, they can also be manually set to
prioritize disabling specific exporters before others, when the system becomes underprovisioned.

Configuring exporter settings

Clicking on an exporter in the table opens a settings tray containing the following actions/functions:

Add or edit a custom exporter name
View collectors receiving flows from the exporter
View available interfaces and any custom interface speeds configured

Add or edit protocol exclusions
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* View FA algorithms currently being applied
* View or edit the SNMP credentials used to poll the device
* Add or view tags associated with the device

Adding protocol exclusions

To ensure that only relevant traffic data is collected from an exporter, one or more protocol exclusions can
be defined as follows:

p—

. After opening the settings tray for an exporter, click the edit (pencil) icon for Protocol Exclusions.

2. In the secondary tray, verify that the correct exporter is selected under Device.

W

. Use the Interface dropdown to select the interface/instance to apply the protocol exclusion to.
4. Use the Protocol dropdown to select the protocol to exclude from collection.
5. Click the Add button to save the protocol exclusion for the exporter.

Protocol exclusions are saved by exporter and will be applied, even if a device is set to send flows to a
new/different collector.

Exporter management

The exporter management/configuration functions become available via the Bulk Actions tray, when one
or more exporters are selected using the checkboxes in the list/table:

» Change exporter status (e.g., enabled/disabled, backup, unresourced enabled/backup)

Set SNMP credentials to use for polling

* Change polling method (IP address, hostname, or disabled)

Enable/disable Ignore Flow Duration option for selected exporters

Enable/disable Ignore MFSNs option for selected exporters

Enable/disable Ignore Outage option for selected exporters

* Poll selected exporters to update saved SNMP information
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* Delete selected exporters
Additional exporter settings

Certain exporters may not send flow data according to Plixer Scrutinizer’s expected patterns, which will
be indicated by a yellow availability icon in the main list/table.

The following settings can be toggled on to allow for such irregular behavior:

* Ignore Flow Duration - Should be enabled for devices that export flows less frequently than the
recommended once every minute

 Ignore MFSNs - Should be enabled for devices that do not send flow sequence numbers correctly,
resulting in MFSNs

* Ignore Outage - Should be enabled for devices when intermittency is expected

FlowPro capture rules

The Admin > Resources > FlowPro Capture Rules page is used to define and manage selective packet
capture rules for Plixer FlowPro probes.

To learn more about selective packet capturing, see this page in the Plixer FlowPro documentation.
Adding a new rule

To define a new rule, click the add (+) button in the main capture rules view, and then configure the
following details in the tray:

* Name: A name for the capture rule

Client IP: Client/destination IP address of packets to capture

» Server IP: Server/source IP address of packets to capture

Well-Known Port: Well-known port to monitor for packets
e Max Packets: Maximum number of packets to capture
 Stops On: End date for capturing packets

* Retain Until: End date for retaining captured packet data
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Captures can be downloaded by clicking Download PCAP for events under the FlowPro Event Capture
policy in the Alarm Monitor views.

Note:

» Packets will start being captured as soon as a rule is saved (if enabled). Rules with captured data
will be indicated by a check in the Data column.

* If the capture download link does not work, navigate to https://FLOWPRO_MGMT_IP:8080/ and
clear the certificate error before trying again.

* The timezones configured on the Plixer Scrutinizer server and the Plixer FlowPro probe must be the
same for the Stops On rule to be correctly observed.

* Capture rules can also be created and managed via API.

Rule management
Once the maximum number of packets has been captured, or the defined end date has been reached, a rule
will automatically be disabled. Inactive rules will be marked with a yellow indicator in the main view/table

instead of green (enabled/active).

To continue capturing packets, click on the rule name, make the necessary changes (Max Packets or Stops
On) in the configuration tray, and then re-enable the rule.

Rules that are no longer needed can instead be deleted. To do this, use the checkboxes to select one or
more rules to be deleted, and then use the Delete option in the Bulk Actions menu/tray.

FlowPro Probes

The Admin > Resources > FlowPro Probes page is used to add/register, configure, and manage Plixer
FlowPro probes/appliances (v20.0.0+ only).

The main view of this page lists all registered probes along with the following details for each one:
* Name assigned to the probe
* [P address of the probe’s MGMT interface

* [P address of server/collector used for the probe
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* License support status

APM key registered for the probe

FlowPro APM status

* FlowPro Defender status

* Authentication token used by the probe
Clicking on a probe name opens a configuration tray where settings for that probe can be configured.
Adding a probe

To add/register a new probe, click the add (+) button in the main view, and then configure the following
details in the tray:

* Name: A name for the probe
e TP Address: IP address to be assigned to the probe’s MGMT interface
* Collector: Plixer Scrutinizer server or remote collector to be assigned to the probe

The Default NIDS Rules option can also be toggled on to apply NIDS rules from open-source threat feeds
for network event reporting.

Important: This step must be completed before the corresponding probe appliance is deployed. After the
appliance’s first boot sequence, the IP address assigned to the MGMT interface must match the IP address
entered in Plixer Scrutinizer.

Note:

» Additional probes can be registered and deployed if supported by the current license. Check the
Plixer FlowPro licensing page for details.

* If default NIDS rules are disabled, the probe will only send basic IPFIX observations unless custom
rules are manually added.

Probe configuration/management

After a probe has been registered, the following settings/options can be modified via the configuration tray:
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* Probe/appliance name

MGMT interface IP address
* Collector assigned

* Registered APM key

Enabled features by interface

Important: If a probe is deleted or the IP address registered for its MGMT interface is changed, the
corresponding appliance will need to be re-deployed to assign the new IP address.

To delete/deregister one or more probes, select them using the checkboxes in the main view, and then select
Delete in the Bulk Actions menu.

Interfaces

The Admin > Resources > Interfaces page is used to manage interface settings for flow-exporting devices
in the Plixer Scrutinizer environment.

The page’s main view/table lists the following details for each device instance (if available or configured):
e Configured name, IP address, or hostname of the device
* Instance name
* Custom description
* ifAlias
* ifName
* ifDescr
e ifSpeed
¢ Custom inbound interface speed

* Custom outbound interface speed
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* Metering directionality

The page’s Options tray also includes additional toggles to show/hide inactive interfaces and make hidden
interfaces visible.

Note:

* Select Information in the three-dot menu to view basic details for a device. Selecting Summary of
Device opens the Admin > Resources > Exporters view filtered on the device.

» To change what details are displayed in the table, click the Available Columns button and select the
columns to display.

» Custom descriptions and interface speeds are only used by Plixer Scrutinizer (displaying utilization,
threshold alerts, etc.). They are not applied to the device.

Interface Settings

Clicking on an instance name opens a settings tray where the following details can be configured for the
interface:

 Custom description
* Custom inbound speed
¢ Custom outbound speed

* Hide/show setting

SNMP credentials

To hide an instance in the UI, select Yes in the Hidden dropdown or tick the Hide checkbox in the main
view. These instances can be made visible by toggling on Show interfaces hidden in the Ul in the Options
tray.

Hint: The above settings can also be applied to multiple interfaces by selecting the instances in the main
view and making the configuration changes in the Bulk Actions tray.
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ML Engines
The Admin > Resources > ML Engines page is used to manage host settings for each Plixer ML engine
deployed in the Plixer Scrutinizer environment.
The page’s main view/table lists the following details for each device instance (if available or configured):
* ML engine name
* Hostname
* Type
* Engine status
* Deploy status
* Authentication token
» Last modified
Adding an ML engine

To add a new ML engine, click the add (+) button in the main view, and then configure the following details
in the tray:

* Name: A name for the ML engine
* Type: Type of ML engine paired with your Plixer Scrutinizer environment
— Single VM
— Amazon AWS
— Azure
— vSphere multi VM Cluster

After clicking Save, click the newly-added ML engine to open the tray and make sure to take note of the
generated auth token and the primary reporter IP. Once done, proceed to deploying the ML engine. For
instructions on how to deploy an ML engine, see the Plixer ML Engine deployment guide.

ML engine management

Clicking on an ML engine name opens a settings tray where the following details can be configured for
the ML engine:
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e Name

* Ingestion replica count

* Train anomaly detection replica count
* Ingestion minimum CPU

* Ingestion maximum CPU

* Ingestion minimum memory

* Ingestion maximum memory

* Elasticsearch memory

¢ Elasticsearch minimum CPU

* Elasticsearch maximum CPU

¢ Enable/disable Kibana

Note: The settings tray can also be accessed by clicking the three-dot menu beside the ML engine name,
and then clicking Settings. For more information, see the ML engine settings section.

One or more ML engines can be deleted by selecting them using the checkboxes, and then using the Delete
option in the Bulk Actions tray.

The settings tray is designed for configuring the settings of a specific ML engine. To configure settings
across multiple ML engines, go to one of the following:

* Admin > Settings > ML AD Users
* Admin > Settings > ML Alerts
* Admin > Settings > ML Data Limits

e Admin > Settings > ML Training Schedule
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SNMP credentials

The Admin > Resources > SNMP Credentials page can be used to add/manage sets of SNMP credentials
for use with devices/exporters in the Plixer Scrutinizer environment.

Once defined/saved, credentials can be assigned to one or more specified exporters from the exporters
management view. SNMP v1, v2, and v3 are all supported.

Defining new SNMP credentials
To add a new set of SNMP credentials, follow these steps:
1. On the SNMP Credentials page, click the Add button.
2. Fill in the form with the following information:
* A name to identify the credential(s) by

* A description of the credential(s)

The SNMP credential type/version (dropdown)

* The community string to send

* The port to use for communication

* The timeout value or number of minutes to wait for a response

* The number retries after a failed request

The backoff value or number of minutes to wait between retries

Important: If SNMPv3 is selected as the credential type, the additional fields for the username,
context, and authentication details (hash function, password, and encryption) must also be filled in.

3. Verify that the information entered is accurate, and then click Save.

Saved credentials can also be edited at any time by clicking on their name in the main view table. To delete
one or more credential sets, tick their checkboxes and click the Delete button.
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System performance

The Admin > Resources > System Performance page can be used to monitor resource utilization and
performance for individual collectors in the Plixer Scrutinizer environment.

The page is divided into a graph/timeline and a summary table listing current allotment and utilization
details for each collector.

Utilization timeline

The timeline can display the following utilization details (select from the dropdown) for all collectors for
the past 24 hours:

CPU utilization (%)
* Available memory (GB)

¢ Host index size (%)

Alarm database size (%)

To highlight utilization and view general information for a specific collector, hover over its line in the
graph.

Collector utilization details

Drilling down into a collector from the summary table opens a more detailed view with the following
information:

* Current total vs. predicted utilization based on current disk capacity

 Current vs. predicted maximum disk utilization, based on current flow volume and data retention
settings

* Current disk utilization per roll-up interval vs. predicted maximum, based on the number of days
the data is configured to be stored

The default Data Retention graph shows the number of days of historical flow data currently saved com-
pared against the total number of days that will be retained based on the current data history settings.

The Feature Resources summary/management view for the collector and recommended resource alloca-
tions tables can also be accessed via the Chart dropdown.
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Feature Resources

The Feature Resources view can be used to inspect and manage resource usage by feature set.
The page’s main view lists all available feature sets, alongside the following details:

» Current state (green: active, grey: inactive)

e Importance

* Number of active alarms indicating resource issues for the feature set

» Expected CPU core usage per collector

* Expected RAM usage per collector

* Number of FA algorithms associated with the feature set

* Number of alarm policies associated with the feature set
Users are also able to toggle between graphs showing algorithms, policies, CPUs, or RAM per feature set.
Enabling/disabling feature sets
To allow teams to better adapt Plixer Scrutinizer’s functions to monitoring and resource requirements,
related FA algorithms and their associated alarm policies can be disabled/deactivated by feature set instead

of individually disabling them via the respective management pages.

Clicking on a feature set name opens the information tray, where it can be activated or deactivated via a
toggle. All FA algorithms and alarm policies included in the feature set are also listed in this tray.

Important: Deactivating services may result in loss of functionality and/or other issues. Contact Plixer
Technical Support for assistance.
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Low resource fallback modes

When the total expected resource utilization results in the current allocations falling below the recom-
mended values for the observed exporter count and flow rate, Plixer Scrutinizer can automatically pause
certain functions as low resource fallback.
There are two low resource fallback modes that can be enabled:

* LRF_mode_pauseFeatureSets - Pause feature sets before pausing exporters

e LRF_mode_pauseExporters - Pause only exporters

When low resource fallback becomes necessary, feature sets are paused based on their importance value
(lowest first, 100 = never paused).

Features and/or exporters will automatically be resumed when the configured CPU core and RAM alloca-
tions can support additional computational load.

Hint: Regularly check the state of the server health (leftmost) virtual LED in the web interface admin
views. As long as it remains green, features and/or exporters will not be paused. While in this state, Plixer
Scrutinizer will also continuously attempt to resume paused feature sets.

Additional low resource fallback settings

The following settings under Admin > Settings > Collector can be modified to further customize low
resource fallback behavior:

* Cooldown period before pausing the next feature set or group of exporters
* Number of exporters to pause or resume as a group/chunk

* Flow rate multiplier/percentage for accommodating brief, recoverable spikes

Hint: The Classic Ul Admin page can be accessed via either the icon next to the Admin text in the web
interface header or the Classic Admin link in the tray.
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5.1.7 Classic Ul

As part of Plixer Scrutinizer 19.0.0, the web interface Ul received a major revamp to improve usability
and support current and future feature additions.

The Classic Ul remains accessible either via the URL https:/scrutinizer_ip/oldui/ or by toggling
the appropriate setting in the Admin > Users & Groups > User Accounts > Preferences tray.

No EOL date has been announced for the Classic UI.

Dashboards

Overview

Important: The functions and features included in the Classic UI’s Dashboards tab have been reworked
and optimized in more recent releases of Plixer Scrutinizer. They can now be accessed by navigating
to Monitor > Dashboards in the new Ul To learn more about upgrading to the latest version of Plixer
Scrutinizer, see the Updates and upgrades section of this documentation.

Dashboards are used to create custom views of precisely what the user or group of users wants to see when
they log in. Multiple unique dashboards can be created.

* With the right permissions, these dashboards are customizable per login account.

All dashboards created by any user in a user group are available to other users in the same user
group. The default is read-only access.

Each dashboard can be manipulated and shared with others.

* The Read-only permission (check box) is used to grant others the ability to manipulate a shared
dashboard.
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Dashboard administration

In the upper left-hand corner of the dashboard there are three drop down menus.

1. Gear with down arrow:

If the user has permission, this option can be used to change the dashboard name.
Set the default dashboard when the Dashboard tab is clicked.

If the user has permission, the user can make a dashboard Read-Only to others whom will be
viewing the same dashboard. Leaving unchecked allows them to change the dashboard which
includes rearranging as well as adding and removing gadgets.

The user with ownership of the dashboard is also displayed with the dash-
board ID. The dashboard ID <can be accessed directly through a URL:
https://<server>/dashboard/id/<dashboard_id>

A user wanting to modify a dashboard that doesn’t have permission, can copy the dashboard
and make changes to the copy. Copying a dashboard requires permission as well.

2. Dashboard name:

L]

Use this menu to select the desired dashboard to view.
The default dashboard is displayed at the top of this menu.

A “*’ after the dashboard name indicates that it is read-only.

3. Configuration:

L]

Add a New Gadget: When viewing a dashboard, this option can be used to add additional
gadgets. Select the category of gadgets in the drop down box at the top. To add gadgets, click
on them.

Copy this Dashboard: Use this option to make a copy of the dashboard which can then be
modified by the user. This requires either the “Create New Dashboards” or Dashboard Admin
permission.

Create New Dashboard: If the user belongs to a user group that has permissions, this option
can be used to create a new dashboard. This requires either the Create New Dashboards or
Dashboard Admin permission.

Remove Dashboard: Use this option to remove a dashboard from the menu. Both read-only
and user created dashboards can be removed and added back to the menu. This is done under
Configuration > User Dashboards.
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Creating a new dashboard

1. Navigate to the Dashboard Configuration > Create New Dashboard page.

2. Use the filter on the left to find the desired gadgets. Use the drop down box below the filter to select
a category of gadgets.

3. To add gadgets, highlight them in the Gadgets Available box and drag them to the Gadgets Added
box. Use the shift and CTRL keys to select multiple gadgetsat once.

4. Uncheck the Read-only box if the goal is to give others permission to view AND modify the dash-
board. Permission can be granted to give others a read-only viewof the dashboard under the Grant

tabs. Users able to view a read-only dashboard will be able to copy it and manipulate the copy.

5. Give the dashboard a name before saving it.

Note: To add gadgets to a dashboard, one of the following is required: 1) The user must be the creator
of the dashboard 2) The creator of the dashboard must have unchecked Read-Only in the gear menu or 3)
the user must be a Dashboard Administrator for the user group.

Creating a new gadget

1. From the Dashboard name menu* select the dashboard you would like to add a custom gadget to.
2. Navigate to the Configuration > Add a new gadget page. Click on the Add a gadget > New button.
3. Enter the new gadget name and the Gadget URL.

4. Save the new gadget to a panel. You will now see the new gagdet on the dashboard you selected in
step 1. It can now be found in the Custom gadgets list and added to other dashboards.

Note: External URLs must have an http(s) previx to avoid a 404 error. Gadgets may not load
if you specify HTTP content when Scrutinizer is using HTTPS.
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Gadget configuration

There are several configuration options in each gadget or window in the dashboard. Each is represented
by an icon, some of which don’t appear until the mouse is moved over the window.

e Timer: This value decrements to indicate the next refresh of this gadget. Set the refresh frequency
by clicking on the gear icon.

* Gear: The spinning gear icon can be used to rename the gadget and to set the refresh rate.

* Refresh: Press the refresh or recycle icon to force the reload of the contents of the gadget. (Will
also happen automatically when the timer runs out.)

* Move: Click the four-headed arrow icon, hold, and drag the gadget to a new location in the dash-
board.

* X: This icon is used to remove the gadget from the dashboard. It can easily be added back later and
it will remain in the gadget inventory for use in other dashboards.

* Resize Arrows: Located in the lower left and right-hand corners of the window, these icons are used

to resize the window.

User and user group permissions

* User Dashboards:
Use this option to select the dashboards a user will have visible in their menu of available dashboards.

* Select the user from the drop down box at the top. To see other users, the user must be a member of
a user group with the Dashboard Admin permission.

* Select the dashboards in the “Available” box and move them to the Visible box to grant permission.

* Notice the filter on the left. If granting permission to multiple users, administrators generally use
the User Group Dashboards option. This requires the Dashboard Admin permission.

» User Group Dashboards:

Use this option to select the dashboards a user group will have visible in their menu of available dashboards.
This feature requires that the User be a member of a User Group with Dashboard Admin permission.
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* Select the user group from the dropdown box at the top.

* Select the dashboards in the Available box and move them to the Visible box to grant
permission.

Note: Even if a dashboard is added to the menu for a specific user or for all users in a user
group, individuals can still remove a dashboard from their menu.

Additional permission options can be found under:

* Admin tab > Security > Users to set the default dashboard the user will see when first
opening the Dashboard tab.

¢ Admin tab > Security > User Groups:

1. Choose Dashboard Gadgets
* Click the “Dashboard Gadgets” value for the user group you want to change
* Uncheck “All Dashboard Gadgets”

* Move the individual gadgets the selected user group should be able to view from
the “Deny” to “Allow” box

2. Choose Feature Access

¢ Click the Configure link in the "Features” column for the user group you want to
change.

¢ With Predefined selected, add or remove the Dashboard User and Dashboard
Administrator roles.

* With Advanced selected, add or remove individual features like Create Dash-
boards.
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Vitals dashboard

The Vitals dashboard is created by default in the Admin user’s dashboard during a new install. This
dashboard provides vital information on how well the servers are handling the NetFlow, IPFIX and sFlow
volume and other server metrics. Vital information is reported for all servers in a Distributed collector
Environment.

The following dashboard gadgets are available:
* CPU Utilization: Average CPU utilization for the Scrutinizer server(s).
* Memory Utilization: This gadget displays how much memory is available after what is consumed

by all programs on the computer is deducted from Total Memory. It is not specific to NetFlow being
captured.

Note: The flow collector will continue to grab memory depending on the size of the memory bucket it
requires to save data and it will not shrink unless the machine is rebooted. This is not a memory leak.

» Storage Available: The Storage report displays the amount of disk storage space that is available.
After an initial period of a few weeks/months, this should stabilize providing that the volume of
NetFlow stays about the same.

* Flow Metric by Exporter: The following metrics are provided per exporter:
— MFSN: Missed Flow Sequence Numbers. Sometimes MFSN will show up as 10m or 400m.
To get the dropped flows per second, divide the value by 1000ms. A value of 400m is .4 of a
second. 1/.4=2.5second. A flow is dropped every 2.5 seconds or 120 (i.e. 300 seconds/2.5)
dropped flows in the 5 minute interval displayed in the trend.

— Packets: Average Packets per second

— Flows: Average Flows per second: This is a measure of the number of conversations being
observed.

Note: There can be as many as 30 flows per NetFlow v5 packet (i.e. UDP datagram) and up to 24 flows
per NetFlow v9 datagram. With sFlow, as many as 1 sample (i.e. flow) or greater than 10 samples can be
sent per datagram.
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* Flow Metric by Listening Port: The above metrics are also available per listening port. The flow
collector can listen on multiple ports simultaneously. The defaults are 2055, 2056, 4432, 4739, 9995,
9996 and 6343, however, more can be added at Admin->Settings->System Preferences->Listener

Port.

» Database Statistics: Provides the following database metrics:

Connections by Bytes: Excessive connections can result in reduced performance. Other ap-
plications using the same database will cause this number to increase.

Read Req: The number of requests to read a key block from the cache. A high number of
requests means the server is busy.

Write Req: The number of requests to write a key block to the cache. A high number of
requests means the server is busy.

Cache Free: The total amount of memory available to query caching. Contact Plixer Techni-
cal Support if the query cache is under IMB.

Queries: Tracks the number of queries made to the database. More queries indicates a heavier
load to the database server. Generally there will be spikes at intervals of 5 minutes, 30 minutes,
2 hours, 12 hours, etc. This indicates the rolling up of statistics done by the stored procedures.
This Vitals report is important to watch if the NetFlow collector is sharing the database server
with other applications.

Threads: Threads are useful to help pass data back and forth between Scrutinizer and the
database engine. The database server currently manages whether or not to utilize the config-
ured amount of threads.

Buffers Used: Key Buffers Used - indicates how much of the allocated key buffers are being
utilized. If this report begins to consistently hit 100%, it indicates that there is not enough
memory allocated. Scrutinizer will compensate by utilizing swap on the disk. This can cause
additional delay retrieving data due to increased disk I/O. On larger implementations, this can
cause performance to degrade quickly. Users can adjust the amount of memory allocated to
the key buffers by modifying the database configuration file and adjusting the key buffer size
setting. A general rule of thumb is to allocate as much RAM to the key buffer as possible, up
to a maximum of 25% of system RAM (e.g. 1GB on a 4GB system). This is about the ideal
setting for systems that read heavily from keys. If too much memory is allocated, the risk is
seeing further degradation of performance because the system has to use virtual memory for
the key buffer. The check tuning interactive scrut_util command can help with recommended
system settings.

 Syslogs Received and Processed: Syslog activity for the servers is provided in this gadget.

Custom dashboard gadgets can be created for any of the other Vitals Reports that are listed in the Vitals
Reporting section. The Vitals Dashboard can also be copied to another user, or recreated by selecting the
desired gadgets from the gadget panel.
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Status

Overview

Important: The views/pages included in the Classic UI’s Status tab, including all the information they
provide, have been integrated into the Monitor, Explore, Investigate, and Reports tabs of the updated
Plixer Scrutinizer Ul To learn more about upgrading to the latest version of Plixer Scrutinizer, see the
Updates and upgrades section of this documentation.

Interfaces

The Top Interfaces is the default view of the Status tab unless it is modified by the user by editing their
profile. Be sure to mouse over items on this page before clicking as the tool tip that appears can be very
helpful. The columns of this table of interfaces includes:

* Checkbox: Check off the interfaces desired to include in a single report and then click the trend icon
at the top of this column.

* Icon color status: Mousing over the icon will provide polling details.

* Flow Version: Clicking on the version of flows received (e.g. N9, N5, I10) opens a report menu for
the device which includes a Flow Stats report for the device.

* Interface: Clicking on the Interface will open the Report menu. Selecting a report from here will
run an inbound/outbound (bidirectional) report for the last 24 hours in 30 minute intervals. The user
can drill down from there.

* Arrow down menu: Clicking this presents a menu:

— Reset the high watermark(s) in the Inbound/Outbound columns
— Interface Details

— Device Overview

¢ Inbound/Outbound: these columns represent utilization over the last 5 minutes. Clicking on them
will prompt the user to run a report for the last 5 minutes in 1 minute intervals.

272 5. Features and Functionality



Scrutinizer Documentation, Version 19.6.1

Menus

The Status tab is one of the most popular views for gaining quick access to all the NetFlow capable devices
and interfaces that are represented in the flows received. The default view is a list of all flow sending
interfaces however, this can be modified under Admin tab > Security > User and then click on a user.
Click on Preferences in the modal and find the “Default Status View” and choose from one of several
opitons.

Gear

 Select how many interfaces should be displayed before utilizing the pagination.

* Decide whether the interfaces should be listed by highest percent utilization or by highest bit, byte
or packet rate.

* The refresh rate of the top interfaces view.
* Toggle between IP/DNS depending on how the flow devices should be listed.
Top Right icons (mouse over for tool tips) are for:
» Primary Reporting Server: Indicates if the server is a primary server or a collector.

» Scrutinizer Server Health: View the system vitals of the server. Find out where the
system needs resources.

¢ Scrutinizer Software Health: View the status of the system components.

* Exporter Health: View a list of flow exporters. Find out which devices are under per-
forming.

* Magnifying Glass: Search for a specific IP address.

* Down Arrow:

 Scrutinizer Version: The current version the server is running on.

» Check for Updates: Connects to Plixer to see if updates are available.
» Contact Support: Launches a web page to contact Plixer for support.

* Online Help: Launches this manual!
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* Manage Exporters: Launches > Admin tab > Definitions > Manage Exporters to see
what devices are sending flows to the collector(s).

* Join the beta program: Fill out a form online to join the beta program.
* Log Out: Log out of Scrutinizer
Top Right icons below logout are for:
* Clock: Schedule a reoccuring email of the top interfaces view.
¢ @: Email on demand the current interfaces view.
* PDF: Create a PDF on the current interfaces view.
* CSV: Export a CSV file containing the content of the current interfaces view.
Top menus along the top include:

* Run Report: Need to design a custom report? Select from all available elements, oper-
ation columns, devices, and time ranges to get the exact data needed.

* Top: Not sure what report to run? Select from over a dozen canned reports that will
include data from all flow exporters.

e Search: Need to find a host or IP address?

— Host Index: Run a report by “Host Index” to quickly determine if the host has ever
been on the network. It searches the index rather than the saved flows. This search
requires that Host Indexing be turned on in Admin>Settings>System Preferences.

— Saved Flows: Run a search against all “Saved Flows”. This search actually queries
the database and can take a bit longer. NOTE: Depending on archive settings, the
desired data may have been dropped. This search is more flexible and allows for
searching by host address, username, wireless host or SSID across some, or all,
flow exporters for a specified timeframe.

* System: These are advanced reports used by engineering when trying to understand why
something isn’t working. In a future release, they will be moved to the Admin tab.

— Auvailable Reports: Lists the report and the number of templates received that con-
tain the necessary elements.

— Flow Report Thresholds: Lists all the reports that have been saved with a threshold.
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— Templates: These display the device and each flow (NetFlow v9/IPFIX) template
exported from that device.

— Vitals: These are reports on the system resources from the flow collection and re-
porting servers.

* Views:

» Device Status: Lists all of the flow sending devices with corresponding details.

e Interfaces: This is the default view of the status tab before a report is run.

e SLA: Lists all of the flow sending devices which by default are being pinged by the
collector. The response from each ping is used to determine the Response times and

availability for each device polled.

* Usernames: This view displays any username information collected from exporters such
as Cisco ASA, SonicWALL firewalls, or authentication servers such as Active Directory,
RADIUS, etc.

* Vendor Specific: lists reports that will work ONLY if the collector is receiving the nec-
essary templates from the flow exporters.

Left hand side menus provide three views:
» Device Explorer: Displays a list of all the Groups of devices. Explained below.

* Current Reports: Displays the current report after a report is run on one or more interfaces. Ex-
plained below.

» Saved: Displays all of the saved filters/reports that can be run. Explained below.

Device explorer

Organize devices by moving them into groups.

e New: used to create groups / maps of devices that are currently in ‘Ungrouped’. A
device can be a member of multiple groups.

¢ Groups:
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* Ungrouped: By default all flow exporting devices are placed in Ungrouped until they
are moved into one or more user created groups.

» Grouped: A group of devices that typically share one or more attributes.
* View: Displays the map for the devices in the group.

* Reports: Select a report to run against all of the flows collected from all the devices in
this group.

* Copy: Make a copy of the group and give it a new name.
* Modify: Modify the membership of the objects in the group.

* Show Interfaces: Show all active interfaces for the flow exporting devices in this group.
The interface list will display in the main window of this screen.

* Exporters: Devices that are exporting flows show up in the left column. The color of
the icon represents the selected primary status for the object. The sub icon represents
the Fault Index value for the device. Expand the flow exporter for the menu.

¢ Reports: Run a report on the flows coming from the device. Select a report to display
flow data. Selecting a report from here will run the report for ALL interfaces of the
device resulting in the inbound traffic matching the outbound traffic. For this reason,
this report is displayed inbound by default.The default timeframe for this report is Last
24 hours in 30 minute intervals.

* Interfaces: Displays a list of interfaces for the device. Click on an interface to run a
report. Selecting an interface (or All Interfaces) from this list will open a report menu.
Select and run a report for the last 24 hours. ALL Interfaces reports will default to
Inbound as described above, selecting a single interface will report on both Inbound and
Outbound.

 Properties: Modify the properties of the device.

» Device Overview: Provides the overall status of the device by leveraging data from the
poller and alarms.

» Show Interfaces: Displays a list of all active interfaces for the device in the main window
of the page.

¢ Other Options:
— Alarms: Displays the outstanding alarms for the device.

— Interface Details: launches the Interface Details view which lists SNMP details
about the device including the interface speeds.

— Flow Templates (Advanced): displays the templates (e.g. NetFlow v9, IPFIX, etc.)
currently being received from the device.
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Current report

This tab opens when a report is selected from the report menu. All of the icons that appear in the top left
are explained in Network Traffic Reporting.

Filters can be added to the report by grabbing items in the table and dragging them to the left or by clicking
on the “Filters / Details” button.

Saved reports

Saved reports are saved filters or reports which display the selected data on one or more interfaces across
potentially several devices. When Saved is clicked the user is returned to the Current Report view and the
filter contents are displayed.

This tab lists any reports that were saved and provides folder management utilities:

* Add Folder: Select ‘Add Folder’. A text box will open to enter a folder name which is
used for organizing saved reports.

* Manage Folders: Select ‘Manage Folders’. A new browser tab will open to Admin >
Reports > Report Folders. From here, bulk folder/saved report management can be ac-
complished by moving several reports in and out of a folder. New folders can be created
or deleted from here.

» Saved reports list: Following the list of report folders (if any) will be the list of any
reports that have been saved. Each saved report has two icons:

* Trash can: to delete the saved report. Deleting the report will also delete any dashboard
gadgets or scheduled reports associated with this saved report.

* Magnifying glass: hovering over this icon will open a tooltip providing the parameters
that the report was saved with, such as who created the report, the date range of the
report and other information defining this report. Also included at the top of the tooltip
is the Report ID, which is required for some advanced functions.

Report folder management is also available from within the Saved reports tab by dragging and dropping
the reports into or pulling them out of the desired folders. Reports can be viewed by clicking on the report
name. They can also be renamed once the report is in view mode by editing the report name and clicking
the Save icon. The dynamic filter just below the Saved reports header allows the user to easily find reports
within the report list or folders.
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Network traffic reporting

Reporting is the interface customers spend the most time in. This page outlines the functionality that can
be found in all of the menus of the status tab. If the user is more of a visual learner, training videos are
available on the plixer web site.

Templates

Unlike NetFlow v5, NetFlow v9 and IPFIX use templates to dynamically define what is being sent in the
flows. Templates are the decoder that is provided by flow exporter. They are used by the flow collector to
decipher and ingest the flows.

The reporting options (I.e. menu) available on every flow exporting device is dependent on the values in
the template. For example, when clicking on a flow exporting device to launch the report menu, the report
“Vendor by MAC” under “Source Reports” will not appear if the MAC address is not exported in the
template from the device. If another flow exporting device is selected the user may find that the “Vendor
by MAC” report does appear. It all depends on what is being exported in the templates from each device.

This template intelligence becomes critically important when trying to understand why the system is be-
having differently with oddly formatted vendor flow exports. For example, some flow exports do not
provide an ingress or egress interface. When this is the case, the device will not show up in the interface
list of the Status tab. To run reports, the user will have to find the device in the Device Explorer.

The available reports for each device can be observed by navigating to Status > System > Available Reports.
The Available Reports view provides the ability to view, sort, and filter report lists by Group Name, Report
Name, and Template Count.

Report types

There are hundreds of report types in the database. Most will never appear in the menu because they only
appear if the necessary elements are available in the templates exported by the device. When reports are
run, they group on the fields displayed. For example, the report Conversation WKP groups on Source IP
address, WKP (common port) and Destination IP address. For answers to questions about anything not
listed here, please contact Plixer support directly.

Current report
The current report frame is displayed in the left hand pane when selecting an interface or after selecting

the Run Report Wizard from the Trends menu in the Status tab. The graph and table data for the flow
report is displayed in the main section of the screen to the right of the Current Report frame.
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* Colors: In the table below the graph, the top 10 or more entries are displayed. Only the Top 10
are in color. Entries 11 and up are rolled into the color gray. Notice the ‘Other’ entry at the bottom
of the table. This is the total non Top 10 traffic. The ‘Total’ represents all traffic (i.e. Top 10 and
Other traffic added together). These same colors are used in the graph to represent the Top 10 table
entries. Greater than 11 entries can be displayed by visiting the gear menu.

Tip: The color selections can be changed in Admin > Security > User Accounts > {select a user} >
Preferences > Rank Colors.

Warning: If the flow device (e.g. router) is exporting multiple templates for different flows it is ex-
porting, utilization could be overstated if the flows contain the same or nearly the same information.
The front end of Scrutinizer will render reports using data from all templates with matching informa-
tion. Be careful when exporting multiple templates from the same device! If this is the case, use the
filters to select a single template.

No Data Found

The “No Data Found” message in a report indicates that historical data is not available for the time period
requested. This could happen for either one of the following reasons:

* Historical data settings are too low for the time frame requested. To increase the historical data
retention, go to Admin tab -> Settings -> Data History.

* Flows are not being, or have not been, received from the exporter(s) during the time frame requested.
Current Report frame contents

At the top of the Current Report frame is a row of icons providing the following actions available for the
report.

¢ Clear (trashcan) is used to remove all items in the “Current Filter”.

Save (diskette) is used to save a collection of report filters and parameters to create a Saved Report.

Save As (double diskette) is used to make a copy of a current Saved Report with a new name, leaving
the original report intact.

Schedule (clock) is used to schedule a saved report.

Dashboards (grid) is used to place a saved report in a selected Dashboards sub tab.
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* Print (printer) is used to print the current report listed in the filter.

CSV (CSV) is used to export the data in the current report in CSV format.

PDF (PDF) downloads a pdf file containing the current report.

* Email (@) is used to email the report displayed using the current filter(s). Separate multiple desti-
nation email addresses with a comma or semi colon.

Next in the current report frame are these additional reporting options.
* Report: Enter a name if the report and filter(s) are to be saved for future reference.

* Filters / Details: Button: clicking this opens the Report Details modal with the following tabs:

Collector Details: displays the collectors(s) that contained the flow exporters for this report.

Exporter Details: details about the exporters that are providing flows for this report.

Filters: view/edit/remove existing and add new filters to the report.

Threshold: view/edit/remove existing thresholds or add a threshold to the report.

Report JSON (API)

Gear icon

Cliking on the Gear icon will display many more reporting options:

* Change Report Type button: Report types are displayed based on the data available in the tem-
plates selected.

* Direction: Inbound, Outbound and Bidirectional. In Bidirectional mode, the outbound is displayed
on the bottom of the trend. The reporting engine will try to use ingress flows to display inbound
traffic however, if ingress flows are not available, it will try to use egress flows if available. The same
logic holds true when displaying outbound traffic. The reporting engine will try to use egress flows
however if none are available, it will use ingress flows. Switching the configuration on the router
from exporting ingress to egress flows or vice versa will not be recognized by the reporting engine
until after the top of hour.
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» Rate / Total: Select Rate to display Rate per second or Total for total amount per interval (e.g. 1
min, 5 min, 30 min, 2 hr, etc.). Some reports (e.g. Cisco Perf Monitor) default to Total. When
the report is changed to display ‘Rate’, this value will not change automatically and will have to be
changed back to Total manually. The opposite is also true.

e Data Source: Auto, Im, 5Sm, 30m, 2hr, 12hr, 1d, Iw. This tells the system which tables to take
flows from when querying data used in the report. Generally the default is taken as the database
has been optimized for this setting. This option allows the system to query several days of 1 minute
tables (i.e. non rolled up data) when searching for specific values that may have been dropped in the
higher interval data.

Warning: Selecting Im (i.e. 1 minute tables) for a 24 hour time frame can take a significant amount
of time to render depending on the volume of flows coming from the device. Expect results that vary
between flow exporting devices.

Note: The number of intervals used for granularity is set via the “Target graph interval” setting found
under the Admin tab > Settings > reporting.

¢ Number of Rows: 10, 25, 50, 100, ... 10000 This is the top number of results to be displayed in
the table below the trend. The default can be set under Admin tab -> Security -> User Preferences.

Show Host Names: Toggle between displaying IP addresses or DNS Host names in the table data.

* Show Raw Values: Formatted/Raw displays the data in certain columns either formatted (5.364
Mb/s) or raw value (5364239).

Bits / Bytes / % Util: Can be used when available to change the type of data used for the trend/table.
This option does not apply to all report types. Percent utilization (% Util) is not available unless
the interface speed is picked up via SNMP. Interface speed can also be entered manually via the
Interface Details View or as a report filter. When multiple interfaces are included in a report, the
calculated interface speed with be the SUM of all interface speeds. Inbound is calculated separately
from outbound. The summed port speed is used for percent calculations. All interfaces are required
to have a defined speed for percentage reports. If ‘Percent’ is selected in the drop down box, it
represents the overall percent of the entire interface. The preceding percent column that can’t be
changed represents the percent of the overall bandwidth consumed.

* Show Peak: If ‘Yes’ is selected, a Peak column is added to the report. Peak values are the highest
data point in the graph in the same interval the graph is reporting in.
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» Show 95th: If “Yes’ is selected, a 95th (percentile) column is added to the report. The 95th percentile

is a mathematical calculation used to indicate typical bandwidth utilization. The top 5% data points
in the graph are dropped, making the “95th” data point now the top bandwidth usage point. For
example, in a graph with 100 data points, the 5 highest values are removed, and the next highest
becomes the 95th percentile.

Show Interfaces: Adds an ‘in Int’ and an ‘out Int’ column to the report, showing inbound and
outbound interfaces for the flow data reported.

Data Mode: This specifies the source of the data. The two values are Summary or Forensic. Both
values at one minute intervals represent 100% of the data with some significant differences:

— Summary: Has been aggregated based on a definable tuple. The default aggregation is on the

Well Known Port. This means that the source and destination ports are dropped as is everything
else in the flows that isn’t needed to run most of the reports. Visit Data Aggregation to learn
more about what is kept in Summary tables. As result of this optimization, the table sizes are
much smaller which results in faster rendering of reports. This is the default data used to create
the higher rollups (E.g. 5 min, 30 min, 2hr, etc. intervals).

Forensic: This is the raw flows with no aggregation and all of the elements are retained. It is
used for vendor specific reports and for a few reports which display the source and destination
ports. These tables are not rolled up in SAF mode and therefore, history trends that use the
forensic tables will be limited to the length of time that the 1 minute interval data is saved. If
however, the server is running in traditional mode, roll ups will occur as summary tables are
not created in traditional mode.

How is the 95th percentile calculated?

The data points in the graph are sorted from smallest to largest. Then the number of data points is multiplied
by .95 and rounded up to the next whole number. The value in that position is the 95th percentile.

Example :

Data points = [1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25]
25 data points *.95 = 23.75
Round 23.75 up to the next whole number = 24

The value in position 24 is the 95th percentile, which in this example = 24

If a report has less than 21 data points, the largest number is always the 95th percentile. Increase the
granularity in the report for increased accuracy.
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Graph options

* Graph Type: Line, Step, Bar, Pie, Matrix is the type of graphical presentation to be displayed.
Try clicking and dragging on the line chart to zoom in on time frames. All graphing options are not
available for all Report Types. For example, the Matrix graph will only work with reports that have
a source and destination field, such as reports in the Pairs report group.

Note: The system will auto determine the number of intervals or data points in a trend. Click here
to learn how trends determine intervals.

¢ Stacked/Unstacked: Select Stacked to display the total amount. Select Unstacked to display the
top 10 individually. Some reports (e.g. Cisco PfM reports) default to Unstacked. When the report
is changed to a report normally displayed as Stacked, this value will not change automatically and
will have to be changed to Stacked manually.

* Show Others: Set this option to ‘No’ to hide the gray ‘other’ traffic in the trend or pie chart. Other
traffic is discussed in depth in the section on Data Aggregation. This option is often used in sFlow
reports. Other traffic:

— In the trending graph it is the non Top 10 traffic and shows up as gray in color.
— In the table below the graph, the Other value at the bottom of a report table is the total traffic,
minus the sum of the line items displayed. Notice as the pagination is clicked, the total Other

traffic increases.

— Some report types will have this option set to ‘No’ by default. When changing to another
report, it should be manually changed to “Yes’

Note: In a standard interface trend (e.g. Top Protocols) with no filters other than the interface, the graph
is first built using data from the totals tables and then the data from the Top 10 in the related Summary
or Forensic table is subtracted from the total and then added back individually to display the colors for
each of the Top 10. These two tables are discussed in further detail in the section below on Filters. As
the pagination is clicked at the bottom of the table, all of the data that makes up the 11th color (L.e. gray)
comes into view.

Date / time options

Timezone: server timezone is displayed here
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Reporting & Timezones: Flow timestamps are stored in epoch format, which is time zone agnostic.
When a report is loaded, Scrutinizer uses the browser’s time zone setting to format the epoch times-
tamps into a human-readable date format. Individual users can change their time zone setting in the
Admin > Security > [User] view. A setting of “Automatic” will default to the browser’s configured
time zone.

Range: A drop down box to select a reporting time frame.

Report Start / Report End: The actual date text can be altered or the arrows to the left and right
of the displayed time can be clicked to shift the time period displayed.Avoid saving a report with
a ‘Custom’ time frame as each time the report is run, it will execute with the exact same start and
end time. If the data necessary for the custom time frame report has been deleted, the report will
display with a “no data available” message. Suggested save times include “Last 5 minutes” or “Last
24 hours”.

Apply Dates: Click this button after making any date / timeframe changes to have the changes take
effect.

Business Hours: This is configured with a filter. See the Business Hours entry in the Filters -
Include or Exclude Data section below.

Saved Reports

Refer to the Saved Reports section in the Status Tab Overview page for more information on the Saved
Reports view.

Filters - include or exclude data

It is often necessary to filter on the flow data to narrow in on desired traffic. For this reason, data in a
report can be included or excluded. Clicking on the “Filters / Details” button in the left pane of the screen
will popup a modal.

1.

First option is to select the type of filter. Included in this list are:

 General filter names are commonly used filters with familiar names. They allow certain
boolean expressions for example, host to host, domain to domain, subnet range or Ap-
plication Defined (i.e. defined range of ports and IP addresses). These filters are not
always in the actual NetFlow or sFlow export rather, they are derived via portions or
combinations of fields.

* Not all devices (i.e. switches and routers) include TCP flags or nexthop in their NetFlow
exports. If a field is not included in the NetFlow export for a device, it will not be part
of the filter list for that device.
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* Advanced filter lists all of the fields that are collectively in all of the templates

being used in a report. For example, if the device is
exporting MAC addresses in only one of two templates being used in a report, MAC

address will appear.

¢ Calculated Column Filter lists any calculated columns available in the current report, ie.
sum_octetdeltacount, sum_packetdeltacount.

» The following special case filters are also available:

» Business Hours filter provides the ability to limit the reporting data between the start and
end times, change the reporting timezone, and also select the days of the week for the
report. The default Business Hours settings are defined in Admin > Reports > Settings
> Business Hours End and Business Hours Start. Business hours days of week default
to Monday - Friday.

» Port Speed, this filter allows the user to set a port speed for a report.

» Sample Multiplier filter allows the user to set a multiplier value for sampled flows to
recalculate to full flow values.

e Wildcard Mask filter allows the user to add a custom mask to filter on networks “like”
the search criteria.

For example:

Network: 10.0.11.3

Mask: 0.255.128.240

Results:
10.1.11.51
10.30.11.3
10.27.11.3
10.26.11.35
10.26.11.3
10.26.11.19

2. After selecting a filter type/name, other type specific options will appear. If the filter type has a pre-
defined list of items, a dropdown list will appear to select from, otherwise a textbox will be displayed
for entering the filter data. If Source or Destination are applicable, another dropdown selector will
appear for selecting Source, Destination, or Both. If it is a calculated column, a dropdown selector
of numerical comparisons will appear.
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3. The next option is to select whether this will be an Include or an Exclude filter. Include filters will
only display flow data where the filter criteria is equal. Exclude filters will display everything except
the filtering criteria.

4. When all options are completed, the Add Filter button will appear, allowing the new filter to be added
to the existing filters. After adding the new filter, the Update Report button displays and clicking
that button is the last step to apply a new filter.

* Report filters can also be added by simply dragging an item in the table portion of the report and
dropping that item in either the Include Filter (green) or Exclude Filter (red) boxes that display on
the left.

» New or existing filters can be edited at any time by clicking on the edit link for the appropriate filter.
After editing is completed, click the Save button in the filter, then click they Apply button at the top
of the filter list.

Archived Data: Three types of historical tables are maintained for each NetFlow exporting device.
* Forensic - This was formally the Conversations table. This table contains the actual raw flows.

e Summary - This table contains 100% of the aggregated raw flows with no dropping. By default
flows are aggregated based on the WKP (common port). Aggregation can be read about in the Data
History section. If filters are used, these are the only tables used in the report.

* Totals - This contains the actual amount of total traffic in and out an interface for each interval before
flows are rolled up into the Summary table. This table must be maintained as the 5 minute interval
and higher Summary tables only contain the top 1,000 by default for each interval. This can be
increased in Admin > Settings > Data History > Flow Maximum Conversations. If filters are used,
this table is no longer part of the report. A report with only a single interface filter (i.e. selected
interface) will use this table so that total utilization is accurate over time.

Note: Interface utilization reports based on NetFlow or IPFIX flows seldom, if ever, match exactly to
the same interface utilization report based on SNMP counters. Remember, it can take 15 or more seconds
before a flow is exported. SNMP, on the other hand, is more realtime and the counters include other types
of data not reflected in flows (e.g. ethernet broadcasts).

Filter Logic:

Including and excluding data using the same filter field twice creates a logical ‘OR’ relationship (e.g.
display all traffic if it includes 10.1.1.1 OR 10.1.1.2). Including and excluding data using different filter
fields creates a logical ‘AND’ relationship (e.g. display all 10.1.1.1 traffic AND that uses port 80). When
adding an ‘IP Host’ to an ‘IP Range’ or an ‘IP Host’ to a ‘Subnet’ filter, the ‘AND’ rule applies. For
example, if an IP Range filter of 10.1.1.1 - 10.1.1.255 is added and then an IP Host filter of 65.65.65.65 is
added, the flows must match both filters.

When using Source or Destination or Both with IP Host, IP Range or Subnet, keep the following in mind:
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1. If the IP Host filter of ‘Source’ A (e.g. 10.1.1.4) is applied, then there may be data for inbound, but
most likely not outbound. This is because what comes in as the Source, typically doesn’t go out the
same interface as the Source. The same holds true with Destination addresses.

2. If the IP Host filter of ‘Source’ A (e.g. 10.1.1.4) is applied and then a second filter of ‘Destination’
B (e.g. 10.1.1.5) is applied then only flows where the Source is A and the Destination is B will
appear. Although this is adding the same filter ‘IP Host’ twice, the AND logic applies because host
A is the source and host B is the destination and thus are different filter types. Note again that data
for inbound may appear, but most likely there won’t be any outbound or vice versa. This is because
what comes in as the Source, typically doesn’t go out the same interface as the Source. The opposite
case applies when data appears for outbound using this type of filter.

3. If trying to observe traffic between two IP Addresses, use the Host to Host Filter. There is also a
filter for subnet to subnet.

4. If the filter “Src or Dst” or ‘Both” is applied to an IP Host filter then all flows to or from A will appear
and traffic both inbound and outbound will likely display data from A. If a second filter is added
as “Src or Dst is B”, then traffic again will appear from both hosts in both directions. However, all
flows must involve A or B as the Source or Destination.

The Interface filter is the first option that must be exercised prior to any other filter.

* When mixing NetFlow and sFlow interfaces in a report, NetFlow data will usually dominate. This
is due to NetFlow’s 100% accuracy with IP traffic where sFlow is sampled traffic.

* Although<F5> sFlow samples packets, it can send interface counters that are 100% accurate. How-
ever, the totals tables used for total in / out traffic per interface are not referenced when mixing sFlow

with NetFlow interfaces in reports. This leads to understating the ‘Other’ traffic in reports.

* When reporting on the ‘ALL’ Interfaces option for a device, inbound should equal outbound in the
trends. What goes in ALL interfaces generally goes out ALL interfaces.

Thresholds

Any report, with any combination of filters, can be turned into a traffic monitoring policy by adding a
Threshold to the report. See the Report Thresholds page for more information.
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Report navigation

Clicking on any value in a row within the table located below the report graphic will present a menu of
available report types. Remember, the report options displayed is dependent on the values in the templates
coming from the device(s) used in the current report. When selecting a report in this way, the value selected
will automatically be added as a filter to the new report generated.

If the selected table data is an IP Address, a menu option called Other Options can pass the IP address
selected in the URL to the application. Default menu options are:

* Report to ISP - Report suspicious behavior

* Search

* Alarms

* Lookup - Whois Lookup

* GEO IP - Geographical lookup

 Talos Reputation Center - Leverages the Talos Geographical and detailed IP address information.

* New applications can be added by editing the applications.cfg file in the /home/plixer/scrutinizer/-
files/ directory. The format for applications.cfg is: (title),(link),(desc) —one per line. The description
is optional. For example:

— FTP, ftp://%i, this will launch an ftp session to the IP address

— Google, http://www.google.com/search?q="%i, this will launch a google search on the IP ad-
dress

Updates to the languages.english table also need to be made for the new menu option to show up. The
following is an example for the “‘WMI Usernames” script.

INSERT INTO languages.english (id, string) VALUES('WMIUsers', 'Current Users')
—('"WMIUsersDescr', 'Use WMI to identify users currently logged into the.
—address above.');

WMIUsers is the language key for the button name. WMIUsersDescr is the language key for the descrip-
tion.

Then, in applications.cfg, add an entry to reference these language keys and associate the URL with them.
Add the following line without quotes: .. code-block:: bash

“WMIUsers, /cgi-bin/currentUsers.cgi?addr=%i, WMIUsersDescr”

Note: The applications.cfg file is located in the /home/plixer/scrutinizer/files/ folder and is used to map
the URL of the new menu options to the language keys in the languages database table. (as explained
above)
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Flow view interface

The Flow view provides 100% access to all the elements that were exported in the raw flows. Some
columns or elements are generated by Scrutinizer. The Flow view interface retrieves all of the flows that
match the values requested in consideration of the filters applied.

Notice:

* Filters are passed to Flow View when drilling in.

e Use the filters drop down box to find data in specific columns. NOTE: The sourceOrDestination
option is not a column.

¢ Click on the column headings to sort.
IPFIX, NetFlow, sFlow, NSEL, etc
Flow View is used to view flows generated by 100% of all flow technologies. The collector can save any
type of NetFlow v1, v5, v6 and v9 data inclusive of IPFIX and other varients including NetFlow Security
Event Logs (NSEL), NetStream, jFlow, AppFlow and others. This report provides access to view any and
all flows received by the collector given the filters applied. Some of the columns that may appear in the
exports are below.
Flow View field names
When looking at data in Flow View some data columns are Plixer specific:

* flowDirection tells the reporting interface if the flow was collected ingress or egress on the router
or switch interface. When direction is not exported, ‘ingres*’ is displayed which means direction
was not exported with the flow and that ingress collection is assumed for the flow. NetFlow v5 does
not export the direction bit.

¢ intervalTime This is the time the collector received the flow.

« applicationld This is the application as determined by settings under Admin tab > Definitions >
Application Groups.

» commonPort How the collector determines which port is the application port (also known as Well-
KnownPort).

For example, take a flow with a source port of 5678 and a destination port of 1234. The collector will look
at both ports (5678, 1234) and perform the following logic:

5.1. Plixer Scrutinizer web interface 289



Scrutinizer Documentation, Version 19.6.1

* Which port is lower: port 1234

* Is there an entry in the local database for 1234 (e.g. HTTP)

* If Yes: save it as the common port (1234)

* else if: is port 5678 labeled in the local database (e.g. HTTPS)
* If Yes: save it as the common port (5678)

* else save 1234 as the common port (e.g. Unknown)

Note: If both source and destination ports were labeled, it would have gone with the lower port.

Fields mapping more or less to IPFIX fields

These field names are overloaded and don’t map to any one IPFIX field. IPFIX might send ‘sour-
celPv4Address’ or ‘sourcelPv6Address’, the column is always named ‘sourcelPAddress’. The ‘sour-
celPAddress’ column can store either IPv4 or IPv6.

* ‘ipNextHopIPAddress’ /* v4 or v6 */

* ‘sourcelPAddress’ /* v4 or v6 */

* ‘destination]PAddress’ /* v4 or v6 */

* ‘sourcelPPrefixLength’ /* v4 or v6 */

* ‘destinationIPPrefixLength’ /* v4 or v6 */
* ‘ingress_octetDeltaCount’

* ‘ingress_packetDeltaCount’

* ‘egress_octetDeltaCount’

» ‘egress_packetDeltaCount’

* ‘snmp_interface’ /* (inle)gress */

Note: /* v4 or v6 */ columns are used for both IPv4 and IPv6 formats.

Field names in both Cisco and IPFIX

The field names below exist only in Cisco docs. Except for the NBAR fields which only exist in Cisco’s
docs. Notice that the field names are fairly descriptive.

The IPFIX field names and descriptions can be found here. The Cisco fields and descriptions can be found
here and here:
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Warning: The following names are subject to change depending on the version of firmware running
on the hardware.

SAMPLING_INTERVAL
SAMPLING_ALGORITHM
ENGINE_TYPE
ENGINE_ID
FLOW_SAMPLER_ID
FLOW_SAMPLER_MODE

FLOW_SAMPLER_RANDOM_INTERVAL

SAMPLER_NAME
FORWARDING_STATUS

NBAR_APPLICATION_DESCRIPTION

NBAR_APPLICATION_ID
NBAR_APPLICATION_NAME
NBAR_SUB_APPLICATION_ID
NF_F_XLATE_SRC_ADDR_IPV4
NF_F_XLATE_DST_ADDR_IPV4
NF_F_SLATE_SRC_PORT
NF_F_XLATE_DST_PORT
NF_F_FW_EVENT
NF_F_FW_EXT_EVENT
NF_F_INGRESS_ACL_ID
NF_F_EGRESS_ACL_ID
NF_F_USERNAME

Note:

The field names beginning with ‘NBAR’ were made up by plixer.

Archiving & rollups

The collector will perform rollups at intervals specified under the Admin tab under settings. In order for
rollups to occur, the template exported must provide the element: octetDeltaCount. Please contact Plixer
Technical Support to change the rollups to occur on an alternate field. Visit the Admin Tab > Settings >
Data History page to configure how long to save the data.
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Report thresholds

Any report, with any combination of filters, can be turned into a traffic monitoring policy by adding a
Threshold to the report. The Threshold option is available by clicking on the “Filters / Details” button
located in the left hand frame of the Report view. Instructions for adding thresholds to reports are detailed
below. Thresholds are monitored every 5 minutes, based on the last 5 minute interval.

To add a threshold to a report:

1. Save a report. Thresholds can only be added to Saved reports. Enter a report name in the Report:
textbox in the left hand pane of the report view, then click the Save icon above the report name. If
the report isn’t saved first, the interface will prompt the user to enter a report name and save it when
they enter the threshold modal.

2. Click the Add button to the right of Threshold in the left hand pane. The Report Details modal opens
to the threshold tab with the following text: Trigger alert if [rate/total] value per table’s [Total/Per
row] for [inbound/outbound] traffic in 5 minute interval.

Selectable options within this modal are:

» Rate/Total — This is taken from the saved report parameter and determines if the threshold is based
on the rate of the value selected, or the total amount of the value.

¢ Total/Per row — This radio button selectable in the threshold modal indicates whether to threshold
against the total report value or each line/row entry’s value (per row).

¢ Inbound/Outbound — This variable is also determined by the saved report parameter, whether the
selected flow direction is inbound or outbound. This is the flow direction that the threshold will be
monitoring. If the saved report’s flow direction is bidirectional, the threshold will monitor inbound
traffic.
Threshold comparison options are:
¢ Greater than or equal to (>=)
or
* Less than or equal to (<=)
3. The threshold value is entered in the textbox after the word “than”. The unit of measurement is from

the saved report unit setting and can be either bits, bytes, percent, or omitted for counter fields. If
bits, bytes, or counter fields, an additional selection for unit quantity is presented:
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4.

- : Integer value of bits/bytes, or counters.
K : Kilobits/bytes, counter value

M : Megabits/bytes, counter value

G : Gigabits/bytes, counter value

After completing entry of the fields listed above, click the Save Threshold button. To exit the
threshold modal without saving, click the Close button.

. The Select Notification Profile modal displays next. If notification profiles have been configured,

select the appropriate one from the dropdown selector. To configure new notification profiles, click
Manage Notifications. A new browser window opens to the Notification Manager page. After
creating new Notification Profile(s), to assign the profile to the report threshold, click on ‘edit’ to
the right of threshold, then click Save Threshold, and the Select Notification Profile modal will be
displayed again.

After selecting the Notification Profile (or leaving the threshold modal without selecting a notifica-
tion profile) click on:

Save — Saves the threshold with the changes made up to this point
Close — Exits without saving the Notification Profile selection

Save & Edit Policy — Saves the threshold settings made so far and opens the Edit Policy modal to
edit this threshold policy.

Notes:

The threshold setting unit of measurement is determined by the report settings, either percent, bits,
or bytes. If the report is set to report by bits or bytes, then there is an additional option of K, M, or
G for total bits/bytes.

Thresholds can also be set on other counters such as round trip time, packet loss, jitter, flow count,
etc. The K, M, and G option is also available when thresholding against these other counter fields.

It is good practice to view the FlowView report to get an idea of what the raw data looks like before
setting a threshold.

After saving the threshold, the modal will go to Select Notification Profile. Select a profile from the
dropdown, or click Manage Notifications to create one. Selecting Save and finish without adding a
notification to the threshold is also an option. An alarm will still be generated when the threshold
is violated even without a notification included in the threshold configuration.

Thresholds are checked against whichever column the saved report is ordered by. For example: if
the report is ordered by packet rate the threshold is checked against packet rate, if a report is ordered
by total bytes the threshold value is checked against total bytes.
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Scheduling a report

Prerequisites

* The email server needs to be configured in Admin > Integrations > Email Server

* One or more report(s) need to have been ‘saved’

Schedule reports from the Status tab

Either create a new saved report or select existing Saved Reports from left pane in Status tab, then
select the saved report(s) from the list. Make sure the report is saved with a ‘last’ time frame (E.g.
Last Seven Days).

Click the ‘clock’ icon to Schedule an emailed report. It can be found at the top under Current report.
It will launch the Schedule Report modal.

Schedule Report modal

Email Subject: This field is mandatory and is auto filled with the Report name when coming from
the Status tab. The subject of the email can be changed here.

PDF / CSV: Check these boxes to attach the report in PDF or CSV format.

Frequency and Time: This report will kick off on the current day:

Hourly: Specify the minute each hour that report(s) will run

Daily: Specify the hour, minute, and AM/PM that report(s) will run each day

Weekly: Specify the hour, minute, AM/PM, and day of week that report will run each week

Monthly: Specify the hour, minute, AM/PM, and day of month that report will run each month

Recipients: Enter the email address(es) of recipients here.This field is mandatory and must include
at least one recipient’s email address. Multiple email addresses may be separated by commas, semi-
colons, or spaces, and may be entered all on one line, or on separate lines.

Include/Exclude: This section shows which reports are in the scheduled report (Included) and which
ones are not, but are available to add to this schedule (Excluded). At least one report must be in the
Include section. By default, when scheduling from the Status tab, the saved report being viewed will
be automatically included. Add more reports to a scheduled report by selecting from the Exclude
list and clicking the double left arrows (<<) to move it to the Include list.
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* Click ‘Save’ to add any selections to the Scheduled Report list.

To monitor and manage the Scheduled Report go to Admin > Reports > Scheduled Reports.

Important: Make sure the report is saved with a ‘last’ time frame (E.g. Last Seven Days). If the frequency
is set to ‘Hourly’ for example, a report will be emailed every hour which shows the last seven days. Also,
in order to avoid excessive processing overhead, try to avoid scheduling multiple reports to run at the same
time.

Managing scheduled reports

Scheduled reports can be managed at: Admin > Reports > Scheduled Email Reports. This page will list
all existing scheduled reports. Columns in this page include:

e Action

Edit Schedule — opens the Schedule Report modal allowing changes to any aspect of the scheduled
report.

* Send Now — email this report on-demand
* Disable - checkbox
* Email Subject

¢ Schedule

Hourly

— Daily

Weekly

Monthly

* Time — scheduled time for report

* Day of Week — scheduled day for report

¢ Day # - scheduled day of month for report

* Execute Time — the amount of time taken the last time the scheduled report has run
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* Last Sent — timestamp for last time the scheduled report has run

* Recipients — email addresses configured to receive this scheduled report

Note: Email Subject and Included Reports do not auto fill when scheduling from the Admin tab.

* The following buttons provide other actions:
— Delete - deletes any selected Scheduled Reports (leaves the Saved reports intact)

— Schedule Reports — opens the Schedule Report modal, allowing for scheduling of one or more
Saved Reports.

Best practices in scheduling reports

The Admin > Reports > Settings includes all of the server preferences that affect reporting. The following
settings are critical to Scheduled Reports:

* Max Report Processes - Each report that is run will use this as a maximum number of sub processes.
It breaks reports up by time or exporters depending on the method that will be faster. The default is
4 and the default memory allocation per process is 1024MB.

e Max Reports per Email - The maximum number of saved reports a user is allowed to include in a
scheduled email report. Including too many reports in a single email can result in timeouts. The
default is 5.

* Max Reports per Interval - This is the maximum number of reports that users are able to schedule
for the same minute. The default is 5.

Note: Here’s how to calculate how scheduling reports will affect the server. Four processes are created
per report x 1024 MB = 4096 MB per report. The maximum scheduled reports per interval is 5 * 4096MB
which is equal to 20,480MB. If the server is configured with 16GB of memory, this feature will not work.
To continue either decrease the number of reports per interval or add memory to the server. In addition
to the memory used by the scheduled email reports, keep in mind the other tasks that are consuming
resources.

When possible, schedule reports at off-times, when other processes are resting. Avoid scheduling reports
during heavy daytime processing or during server or database backup times. Daily reports can run anytime
during the day or night by saving the report with a timeframe of ‘Yesterday’, which will always run from
00:00 — 23:59 of the previous day.
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Run report options

This feature allows the ability to create custom reports. Options available for selection include data ele-
ments (fields), operation columns (packets and bits), devices , and timeframe to run the report on. This
feature is useful when field combinations not available in predefined report types are required.

Step 1: select data elements

The first step in creating a custom report is choosing the data elements (fields) to include in the report.

The selection list includes the basic tuple elements, plus any Plixer manufactured fields based on those
elements.

By default, the selected list is empty, select one or more from the available section and drag to the selected
section. A minimum of one data element is required for the report to run.

Step 2: select operation columns
Click on the Step 2 header line to expand this section.

In this step, the packets (packetdeltacount) and bits (octetdeltacount) elements are chosen and configured
for which operation will be applied against them.

By default, both packetdeltacount and octetdeltacount are included. Either can be removed by clicking
the ‘x’ to the right of the element. Additional columns of either of these elements can also be added (to
include other operations against them) by clicking ‘Add Row’ and selecting the element.

A custom report requires at least one operation column.

Operations available are:

Sum

Totals the values, per row and a total for the report
Min

Minimum values per row and per report

Max
Maximum values per row and per report

Average
Averages the values per row and per report
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Step 3 (optional): select devices
This selection determines which device(s) the custom report will run against and report the data for. The
list of devices is limited to those that are exporting the basic tuple elements as shown in the selection box

in Step 1.

By default, all devices are selected. Limiting the selection of devices to report against can be done either
by:

¢ Clicking Select All and dragging all of the devices to the available section, then select the devices

to report on, and drag back to the selected side. This would be the preferable method if there are a
large number of devices in the list. The search box can also assist in the selection process.

¢ Selecting the devices to NOT include in the report and drag from the selected section to the available
section.

Step 4 (optional): select time range

In Step 4, the timeframe that the report is run for can be changed to any of the predefined timeframes, or
set to a custom timeframe. If this is not changed, the report will default to the Last Hour.

Step 5: run report

This step is grayed out until:
* At least one data element from Step 1 is selected
¢ At least one operation column from Step 2 is included
* At least one device from Step 3 is selected

With the criteria met, click the Run Report button to generate the custom report.
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Saved flows & host index searches

The Search tool is launched by navigating to Status > Search. This tool provides the means to search
through all of the flows stored in the database for specific flows.

There are two search options available:
1) Saved Flows search

2) Host Index search

Note: Only the 1 minute interval tables contain 100% of all flows collected. To make sure the system is
querying 1 minute interval data, limit the search to under 1 hour of time. Visit the Admin>Settings>Data
History page and increase the “Maximum Conversations” saved per interval value to increase the volume
of flows saved per interval. Be aware that this will likely require more hard disk space. Before making any
changes, visit the Dashboard tab>Vitals (or Status>System> Vitals) to view how much hard drive space is
being consumed.

The Saved Flows search allows a search on the following fields:
* Source Host
 Destination Host
* Source or Destination Host
* Client
* Server
» User as Source
e User as Destination
* Wireless Host
* Wireless SSID

Note: The User as Source and User as Destination search fields allow a search by Username if they are
being collected from the authentication servers.

Other search options:
* FEither All exporting devices or a specific exporter

 Selecting the time range for the search. The time range can be either a predefined time range, such
as Last 5 minutes, Last Ten Minutes, etc., or a custom timeframe.

If flows meet the search criteria for the Saved Flows search, a Host to Host report will return the results of
the search.
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Host Indexing

The Host Index search is used to perform extremely fast searches for hosts. The index is a list of all IP
addresses that have been seen in flows either as the source or destination of a flow. Because it is an index,
it does not contain the entire flow contents.

Simply enter the host IP address in the search textbox and click the Search button. If the host is found as
either Source or Destination in any flows stored in the database, Scrutinizer will return a list including:

* Device (exporter’s IP address)
* First Seen
 Last Seen
* Flow Count
Clicking on an IP address in the Device list will open a Report menu. The report selected will report on

the last hour of flows received by the host selected. The Host Index search requires that Host Indexing in
Admin -> Settings -> System Preferences is enabled.

Note: The host index will retain IP addresses for 365 days by default. To make changes, visit Admin tab
-> Settings -> Data History and modify the Days of host index data. Keep in mind that even though the
host index has the IP address searched on, the flows used to build the index may have been dropped by the
rollup process.

Username reporting

User name reporting (and other user name features) requires integration with an authentication system
such as a Microsoft Domain Controller. Most authentication systems are supported (e.g. Cisco ISE,
LDAP, TACACS+, Radius, etc.). The following sections of the User Manual provide some step-by-step
help in configuring the integration.

* User Name Reporting - Active Directory integration

* User Name Reporting - Cisco ISE Integration
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Other devices that require authentication, such as firewalls and wireless LAN controllers, can also provide
User Name information to Scrutinizer.

Once the user name integration is in place, the following features are available in Scrutinizer.
* user name reporting
e Alarms reporting with user name
 Saved Flows search by user name

User name reports are available under:
 Top reports category;
* Device-specific report categories (such as SonicWALL, Palo Alto, or wireless reports);
* Source / Destination > User Name by IP reports.

Alarms reporting with user name Alarms can be associated with the user name of the user that has triggered
them, helping to reduce the MTTR (Mean Time to Resolution) for network issues by highlighting who was
responsible for the alarm.

Saved Flows Search by user name

If it’s a specific user that requires investigation and/or monitoring, finding that users traffic is quick and
easy with the Search Tool on the Status page, using either “User as Source” or “User as Destination” as
the search field.

Flow Hopper

Flow Hopper provides end to end visibility into the path a flow took through the network on a router
hop by hop basis. Since multiple paths exist between devices, leveraging traceroute or routed topology
information may not provide the exact path taken by an end to end flow. Flow Hopper displays the correct
path at the time of the flow, even if the topology has since changed.

This connection solution requires that most, if not all, of the flow exporting devices in the path be exporting
NetFlow v5, or more recent, to the collector.

Note: This feature requires next-hop routing information as well as read-only SNMPv2 or v3 access to
the router.

If Flow Hopper determines that an asymmetric flow path exists (i.e., a different route is taken on the return
path), the user interface will draw out the connection accordingly. Admins can click on each router or layer
3 switch in the path and view all details exported in the flow template. Changes in element values (e.g.,
DSCP, TTL, octets, etc.) between ingress and egress metered flows are highlighted.
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Vitals reporting

The Vitals reports provide insight on the health of the Scrutinizer servers (e.g. CPU, Memory usage, Hard
drive space available, Flow Metrics, etc.). Vitals information is reported for all servers in a Distributed
Environment.

Vitals reports can provide valuable insight into the servers’ performance. As with any other flow report
type, thresholds can be set on any of the Vitals reports, providing the ability to alert on threshold violations
(ie. low disk space, high cpu utilization, etc.)

These reports are accessible at Status->Device Explorer->Scrutinizer server (127.0.0.1)->Reports-
>Vitals. (A Vitals Dashboard is also created by default for the Admin user and includes many of the
reports listed below.)

* % CPU per Process: This report displays CPU percentage consumed per process on the server.

¢ CPU: Average CPU utilization for the Scrutinizer server(s).

* Database: Provides the following database metrics:

Connections by Bytes: Excessive connections can result in reduced performance. NOTE:
other applications using the same database will cause this number to increase.

Read Req: The number of requests to read a key block from the cache. A high number
requested means the server is busy.

Write Req: The number of requests to write a key block to the cache. A high number of
requests means the server is busy.

Cache Free: The total amount of memory available to query caching. Contact Plixer Techni-
cal Support if the query cache is presently under IMB.

Queries: Tracks the number of queries made to the database. More queries indicates a heavier
load to the database server. Generally, there will be spikes at intervals of 5 minutes, 30 minutes,
2 hours, 12 hours, etc. This indicates the rolling up of statistics done by the stored procedures.
This Vitals report is important to watch if the NetFlow collector is sharing the database server
with other applications.

Threads: Threads are useful to help pass data back and forth between Scrutinizer and the
database engine. The database server currently manages whether or not to utilize the config-
ured amount of threads.
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— Buffers Used: Key Buffers Used - indicates how much of the allocated key buffers are being
utilized.

If this report begins to consistently hit 100%, it indicates that there is not enough memory allocated.
Scrutinizer will compensate by utilizing swap on the disk. This can cause additional delay retrieving data
due to increased disk I/O. On resource strapped implementations, this can cause performance to degrade
quickly. Users can adjust the amount of memory allocated to the key buffers by modifying the database
configuration file and adjusting the key buffer size setting.

A general rule of thumb is to allocate as much RAM to the key buffer as possible, up to a maximum of
25% of system RAM (e.g. 1GB on a 4GB system). This is about the ideal setting for systems that read
heavily from keys. If too much memory is allocated, the risk is seeing further degradation of performance
because the system has to use virtual memory for the key buffer. The check tuning interactive scrut_util
command can help with recommended system settings.

¢ Distributed Heartbeat and Distributed Synchronization: provide further insight into internal
communications in a Distributed environment.

* FA Counts and FA Times provide metrics on the processing of Flow Analytics Algorithms. FA
Times is useful in managing FA algorithms not coming to successful completion.

* Flow Metrics/Exporter and Flow Metrics/Port display metrics by exporter and also by listening
port for:

— MFSN: Missed Flow Sequence Numbers are generated if the device exporting the flows can’t
keep up with the traffic, the flow packets are being dropped by something on the network, or
the flow collector can’t keep up with the rate of flows coming in. Sometimes MFSN will show
up as 10m or 400m. To get the dropped flows per second, divide the value by 1000ms. A value
of 400m is .4 of a second. 1/.4 =2.5 second. A flow is dropped every 2.5 seconds or 120 (i.e.
300 seconds/2.5) dropped flows in the 5 minute interval displayed in the trend.

— Packets: Average Packets per second.

— Flows: Average Flows per second: This is a measure of the number of conversations being
observed. There can be as many as 30 flows per NetFlow v5 packet (i.e. UDP datagram) and
up to 24 flows per NetFlow v9 datagram. With sFlow, as many as 1 sample (i.e. flow) or
greater than 10 samples can be sent per datagram.

* Memory: displays how much memory is available after what is consumed by all programs on the
computer is deducted from Total Memory. It is not specific to NetFlow being captured. The flow
collector will continue to grab memory depending on the size of the memory bucket it requires to
save data and it will not shrink unless the machine is rebooted. This is not a memory leak.
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* Report Request Time, Report Type Data Time, and Report Type Query Time provide reporting
performance metrics.

* Storage: displays the amount of disk storage space that is available. After an initial period of a few
weeks/months, this should stabilize providing that the volume of NetFlow stays about the same.

* Syslogs: The following metrics are available with the syslogs report:
— Syslogs Received: The average number of syslogs received per second.
— Syslogs Processed: The average number of syslogs processed per second.

» Task Runtime displays runtimes per Scrutinizer automated tasks such as nightly history expiration,
vitals data collection, etc.

* Totals/Rollups Times shows time durations for totals, rollups, and data inserts in the database per
flow template per exporter.

Alarms

Overview

Important: The functions and features included in the Classic UI's Alarms tab have been reworked and
optimized in more recent releases of Plixer Scrutinizer. They can now be accessed by navigating to the
Monitor tab of the new UI. To learn more about upgrading to the latest version of Plixer Scrutinizer, see
the Updates and upgrades section of this documentation.

Bulletin boards

As messages come in, they are processed against the list of policies in the policy manager. If the message
violates a policy, it can be saved to the history table and may also end up being posted to a bulletin board.
The bulletin boards are used to organize alarms into categories. Each policy is associated with a Bulletin
board view. There are 4 primary menus in the Alarms tab:

* Views menu provides options to view some of the more popular reports available in the Alarms tab.

¢ Configuration menu: provides access to the utilities responsibile for most of the functionality in
the Alarms tab.
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* Reports Menu provides reports to determine how well the algorithms are performing over time and
how frequently the policies are being triggered.

* Gear menu configures global settings for the Alarms tab.

e Show X Entries: Adjust the number of results shown in the Bulletin Board (10, 25, 50, 100, 200,
300 or 400).

¢ Refresh This View: Set the auto refresh interval.

¢ Make this view the default for my profile Every time the user visits the Alarm tab, this view will
be the default.

* Refresh Button Refresh the Bulletin Board for the most up to date information.

IP/DNS Display IP addresses or DNS (Host Names)
Heat maps

A heat map is a graphical representation of the corresponding Bulletin board table. Objects appearing in
the heat map high and to the right are the hosts or policies that often need immediate attention. This is
because those objects have the most violators and the most violations combined.

Threat index

The Threat Index (TI) is a single value comprised of events with different weights that age out over time.
Because any one event could be a false positive, the TI gives the administrator the option of letting the
summation events possibly trigger a notification when a configurable threshold is breached.

For example, if a device on the local network reaches out to the Internet to a host with a reputation of being
part of a botnet, does that mean it is somehow infected? It could, but probably not. What if the same local
PC also receives a few ICMP redirects from the router supporting the subnet. Now can it be discerned that
there is an infection that needs to be addressed? Again, probably not, but the suspicions are arising.
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Views menu

Bulletin Board by Policy

In the bulletin board by policy view, the alarms are grouped by policy violated. The heat map in the bulletin
board by policy view displays the policies (e.g. threat algorithms) that are violated. Y axis = count, X axis
= unique hosts. The bulletin board by policy table displays:

Policy - Policies are used to match messages that will be saved to the history table. Click on a Policy
name to see all of the messages that violated the policy from all hosts.

Board Name - Policy categories.

Violations — The number of times a policy has been violated. With Flow Analytics alarm aggrega-
tion, one violation may consist of multiple events.

Events - The number of events triggered by the algorithm.

TI (Threat Index) - This is the default sort by table. The threat index is a function of a policies
violation count and the policies threat multiplier. The higher the TI, the greater the chance these
policy violations are a security threat. TI = violations * threat multiplier.

HI (Host Index) — The number of unique secondary IPs associated with a policy. Some algorithms
have two IPs associated with the violation. For example, Network transports: If two hosts are seen
using an unsanctioned transport, the source becomes the violator and the destination becomes the
host. If there is one violator and an HI of six, a single host was communicating with six other hosts.
Violators — The number of unique IPs that violated this policy.

First Event - Date and time of the first violation.

Last Event - Date and time of the last (most recent) violation.

Last Notification - Notification methods include Email, Logfile, Syslog, SNMP Trap, Script and
Auto Acknowledge.
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Bulletin board by violator

In the bulletin board by violator view, the alarms are grouped by violating IP address. The heat map in
the bulletin board by policy view displays the hosts that are violating policies. Y axis = count, X axis =
unique policies. The bulletin board by violator table introduces a few new columns that were not outlined
above:

e Country / Group — If an IP is a public address, we determine the country of the IP. If it is not a
public address, we check to see if it is in a defined IP group.

» Users — User is determined based on violator address. The lookup requires even